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Khéa hoc Kién truc su Cloud (The Cloud Architect Course)

T cho chwa biét gi dén thiét ké dwgc nhirng hé thong cloud ma mdt cong ty dam dat
cwoc ca doanh nghiép vao do.

Khéa hoc nay van hanh nhu thé nao

Ban khoéng rén luyén d€ vdn hanh cac hé thong cloud. Ban rén luyén d€ thiét ké ching: nhin
lay mOt bai toan kinh doanh bira bdn (“chung t6i cAn ban cho mt tri€u khach hang va khong
bao gi® mat mOt don hang”), bién n6 thanh mdt ban ké hoach ky thuat duwge vé ra, duge
dinh gia, c6 thé bdo vé dugc, roi thuyét phuc cd nhitng ki su sé xay né lan nhitng lanh dao sé
trd tién cho né. Do 1a cong viée clla mOt cloud architect (kién tric su cloud — ciing dwge
dang tuyén dudi tén solutions architect, cloud solutions architect, hay cloud domain architect),
va no6 1a mGt nghé thu céng hoc dwge vGi mot gido trinh rd rang — chinh 1a gido trinh nay.

Khéa hoc gom nam giai doan. Giai doan 1 (Tuén 1-6): Cac khéi xay dwng, dwdi dang
quyét dinh. Moi thanh phan cloud, duwgc day lai khong phdi nhw mot sy kién ma nhw mot
Iwta chon kém ddnh d0i — vi don vi cong viéc clia kién tric sit 1a quyét dinh. Giai doan 2
(TuAn 7-14): Cac mién thiét ké. Sau try cOt cia Well-Architected Framework — d0 tin cdy,
bdo mét, hiéu ning, chi phi, vin hanh, tinh bén vitng — méi try dwgc day sau cung cic miu
hinh chuln clia né va moOt ban thiét ké mau. Giai doan 3 (Tuan 15-20): Danh muc miu
hinh. Khodng mOt ta kién triic gidi quyét 95% cac bai toan thye té, va — quan trong hon —
khi nao khéng nén dung moéi cai. Giai doan 4 (Tuan 21-26): Migration va thé gidi thwe. Di
chuy€n cac cong ty dang ton tai 1én cloud, va nhitng rang budc (luét phap, hé théng cii, lock-
in) khién kién tric thite té khé hon kién tric trén bang tring. Giai doan 5 (Thang 7-12):
Ngheé. Cac tai liéu, so dd, budi review, bai thuyét trinh va chitng chi khién ban tuyén durgc voi
vai tro kién truc si, chot 1ai bang ba dy an thiét ké cap portfolio.

Khoéa hoc nay danh cho ai. N6 gid dinh khong c6 kién thite tritGe: moi thl¥ n6 dua vao déu
dwoc day lai ngén gon trude khi duwge dung. Néu ban da hoan thanh Khéa hge Ky sw Cloud
(The Cloud Engineer Course) (hodc ban dang lam viéc thye hanh vGi cloud hém nay), Giai
doan 1sé quen thuQc — hdy lwdt qua né, nhitng vén lam cdc bai tdp clia né, vi no tai dong
khung nhitng diéu ban biét nhw si kién thanh nhitng diéu ban phdi cAn nhic nhw quyét
dinh, va chinh st tai d6ng khung d6 1a toan b cii chuyén minh tit ki su sang kién tric sut.

Quy téc cho toan khoa hoc: hoc m@t gid méi ngay, sdu ngay moi tuin — sy déu dan thing
si don dap. M6i module két thuc bing mdt bang T virng (nhitng tit ban phdi lam chll), cac
Bai tp (cong viéc thiét ké, khong phdi doc — kién tric hoe dwgc bang cach vé va quyét
dinh), va mdt Milestone (cOt méc — bang chitng ban sin sang di tiép; dlrng nhdy qua mot



cOt mo6c chura dat). Va ngay tU Tuén 1, hay duy tri mQt Design Journal (nhat ky thiét ké): moi
kién triic ban vé, méi danh d6i ban goi tén, méi du doan ban dwa ra vé chi phi hay sut cé.
Mu0i thang nu’a no trd thanh portfoho phong van cla ban; khong gi gay an trgng voi mot
hoi dong tuyén dung bang mot cudn s6 cé ngay thang v0i bén muoi bdn thiét ké kém nhirng
ghi chu trung thu'e vé nhitng gi ban da sai.

Kién tric su cloud thuc sw lam gi

Hay nghi vé mot kién tric sit xay ding. Co Ay khong xép gach — nhwng c6 Ay phdi biét chinh
xac gach lam duge va khong lam duwoc gi, ching gia bao nhiéu, va cc toa nha d6 nhu thé nao.
Co ay lang nghe mOt khach hang (“mOt ng6i nha gia dinh, nhiéu nang, trong ngan sach nay,
trén manh dat khé nay”), va bién nhitng mong muén ctung rang budc thanh bdn vé va théng sé
ky thudt d0i chinh xac d€ thQ xay xay theo va khach hang ky duyét. Réi c6 & lai suét qua trinh
thi céng, trd 10i cac cau hoi va diéu chinh bdn ké hoach khi nén dat hoa ra mém hon két qua
khdo sat.

Poi gach thanh server va d6 chinh 13 cong viéc. MOt kién tric su cloud danh cd tuan cho mot
hon hgp gom: 1ang nghe cac bén lién quan phia kinh doanh va trich xuat yéu cau that t
nhirng mong WGc mo ho; thiét ké — chon thanh phan, vé sO do, viét ra cac quyét dinh va ly
do; review thiét ké clla nguw0i khac dua trén sau try cOt; wWd'e tinh mot thiét ké sé ton bao
nhiéu méi thang va bao vé con s6 d6 trwde bO phén tai chinh; 1ap ké hoach migration (di
tra) cac hé théng cii 1én cloud; thuyét trinh — cing mOt thiét ké dwoc gidi thich mot kiéu
cho ky sutva mOt ki€u hoan toan khac cho lanh dao; va cd van (mentorlng) cac ki sur d€ cac
chudn myc séng sét qua va cham v&i deadline. O nhiéu d0i con co ca pre-sales (tién ban
hang): ngdi canh mOt nhan vién ban hang tritdc mot khach hang tiém ning, phac hoa gidi
phap thang dwgc hgp dong.

biéu mOt kién tric sit khéng phdi la: ngudi viét code gidi nhat phong (thwdng khong phai),
ngwdi go phim nhiéu nhat (g6 it nhat), hay mot thién tai don ddc ban phat ban thiét ké tlr
trén cao (cach nhanh nhat d€ bi phGt 10). Sdn phdm thute sy clia kién tric su 1a nhirng
quyét dinh t6t, dwgc viét ra, ma ngwdi khac tw nguyén xay theo.

Ban mo ta cong viéc ma ban dang rén luyén dé dap ing

Vao thang 8 nam 2026, chiing t6i thu thap cac tin tuyén dung va mau mé ta céng viéc
Cloud/Solutions Architect thitc té — mOt méu cloud-architect clia nha tuyén dung (KORE1),
mOt ban mo ta cong vi€c clla cong ty nhan sy (4 Corner Resources), dinh nghia clia chinh
Microsoft vé vai tro kién tric su trong Azure Well-Architected Framework, mt tin tuyén
Solutions Architect pre-sales (Arpio, mang khéi phuc thdm hoa AWS), mdt tin tuy€n Solution
Architect doanh nghiép (Intel, qua Built In), va mot tin tuyén Cloud Domain Architect doanh
nghiép (Halliburton, Wu tién Azure). BO di hwtong vi cong ty thi cing mwoi hai yéu cau iy xuat
hién 1ap di 1ap lai. Khoa hoc nay dugc xay theo danh sach d6 — day chinh xac 1a noi méi yéu
cau dugc day:

Nhitng gi ban mé td cong viéc yéu cau (101
cla ho, dién gidi lai) Noi khéa hoc nay day diéu do

“Design scalable and secure cloud Giai doan 1-3, cac capstone & Giai doan 5
architectures tailored to business and



Nhitng gi bAn mo ta cong viéc yéu cau (101
cla ho, dién gidi lai)

Noi khoa hoc nay day diéu do

technical requirements” (Thiét ké cac kién
tric cloud m@ rOng dwgc va an toan, may do
theo yéu cau kinh doanh va ky thuat) —
thiét ké gidi phap dau-cudi

“Deep platform expertise” (Chuyén mon nén
tang sau) vé AWS va/hodc Azure —
compute, Ittu trlt, mang, IAM, cau truc tai
khodn

“Run Well-Architected reviews” (Diéu hanh
cac bu0i Well-Architected review) dua trén
sau tru cOt

“Lead migration/modernization initiatives
— which workloads move as-is, get
rearchitected, or retire” (Dan dat cac sang
kién migration/hién dai héa — workload
nao chuyén nguyeén trang, dwoc tai kién
trac, hay nghi hutu)

“Design landing zones, account structure,
guardrails, and reference patterns teams
deploy within” (Thiét ké landing zone, cau
truc tai khodn, guardrail va cac mau tham
chiéu ma cac ddi trién khai bén trong)
“Integrate security and compliance into the
design rather than bolting it on” (Tich hgp
bdo mat va tudn thl vao thiét ké thay vi gan
thém sau) — zero trust, danh tinh

High availability va disaster recovery —
“RTO/RPO gaps, downtime costs,
ransomware exposure” (khodng trong
RTO/RPO, chi phi ngirng hoat ddng, rli ro
ransomware)

“Own the cloud cost model — tagging,
showback, reserved capacity, rightsizing”
(Lam chl mé hinh chi phi cloud — tagging,
showback, cong suat dat trudc, rightsizing);
wdc tinh chi phi gidi phap

Thiét ké kién tric mang — VPC, hub-and-
spoke, két ndi hybrid

“Create architectural documentation,
diagrams, and standards”; “maintain
Architecture Decision Records” (Tao tai li€u
kién tric, sO' do va chudn muc; duy tri cac

Giai doan 1+ 10 trinh chng chi & Giai doan
S

Giai doan 2 (cac tru cOt), Giai doan 5 Module
12 (diéu hanh review)

Giai doan 4 Module 10 (7 ch R, 1ap ké
hoach theo do't)

Giai doan 4 Module 10

Giai doan 2 Module 5, Giai doan 4 Module 11

Giai doan 2 Module 4, Giai doan 3 Module 9
(multi-region)

Giai doan 2 Module 6, Giai doan 5 Module 13
(dinh gia dé xuat)

Giai doan 1 Module 2, Giai doan 3 Module 9,
Giai doan 4

Giai doan 1 Module 3 (s0’ do), Giai doan 5
Module 12 (ADR, b0 so do)



Nhitng gi bAn mo ta cong viéc yéu cau (101
cla ho, dién gidi lai) Noi khéa hoc nay day diéu do6

Architecture Decision Record)

Giao tiép v0i cac bén lién quan — “present Giai doan 5 Module 13
technical concepts to C-level and technical

audiences”; “defend architectural decisions

to security, finance, and engineering” (trinh

bay khai niém kj thudt cho cap C va khan

gid ky thudt; bdo vé cac quyét dinh kién tric

tritéc bao mat, tai chinh va ky thuat)

“Mentor the cloud and platform engineers Giai doan 5 Module 13
who build against your standards” (C6 van

cac ki su cloud va nén ting xay theo chuin

murc clla ban); ho trg pre-sales — demo,

POC, RFP

Chitng chi, dwgc kiém chitng trén ctng thi tritd'ng dé: bic thang tiéu chuin 1a AWS Certified
Solutions Architect - Associate (SAA-C03) — chitng chi don 1é dugc yéu cAu nhiéu nhat,
thuOng can 2-3 thang 6n — tiép theo la AWS Certified Solutions Architect - Professional
(SAP-C02), thuwO'ng thém 4-8 thang nilta; cic cong ty ndng vé Azure doi hdi AZ-305 (Azure
Solutions Architect Expert); cac doanh nghiép 16n déi khi thém TOGAF cho phwong phap
kién tric doanh nghiép. Ké hoach day dl nim & Giai doan 5, Module 14.

GIAI POAN 1 — CAC KHOI XAY DUNG, DUGI DANG QUYET PINH (Tuin
1-6)

Hoc vién tét nghiép Khéa hoc Ky sw Cloud: l'0t qua phan gidi thich, nhitng lam moi bai tdp. Sy
kién thi giong nhau; cdu hoi thi moi.

Module 1 (Tuan 1-2): Cloud la gi, va kién truc su tu duy nhu thé nao

Cloud trong m@t doan vian (phan 6n cho ngwai chwa biét gi). Cloud 1a mdy tinh clia
ngwoi khdc, thué theo gio, dirgc qudn ly bing phdn mém. AWS, Microsoft Azure va Google
Cloud van hanh nhitng nha kho ch\a server (data center — trung tim dit li€u) duwgc nhém
thanh cac Region (vung) theo dia ly (vi du “Asia Pacific (Bangkok)”); méi region ch\ta vai
Availability Zone (AZ — viing kha dung) tach biét — nhitng toa nha riéng v4i ngudn dién
d0Oc 1ap, d gan dé két néi nhanh, dd xa dé mot trin lut hay hda hoan khong quét sach dugc
hai cai. Ban thué cac lat cit cla tat cd nhitng th(f nay theo tirng gidy: may thoé (IaaS — ban
quan ly moi thi¥ trén d6), nén tdng dwgc quan ly (PaaS — ban chi mang *ng dung cla
minh), hodc phan mém hoan chinh (SaaS — ban chi viéc dung). D6 1 toan bd ting nén. Moi
th® mOt kién truc su thiét ké déu dwge sap xép bén trén no.

Bay gi0, nwd'c di clia kién tric sw: bién moi si Kién thanh mot cAu hoi. M0t ki s hoc
“mOt AZ 1a mOt trung tAm dit liéu tach biét.” MOt kién truc su 1ap tle hédi: “Workload nay



xttng ddng bao nhiéu AZ?” — vi hai AZ t6n hon mQt, ba ton hon hai, va mQt trang brochure
marketing khong xting dang v&i nhiing gi mOt hé thong thanh toan xing dang. Pay lay
twdng dau tién va quan trong nhat clla khoa hoc:

Kién triic 12 bd mén 1am cho cac danh doi tré nén twd'ng minh. Gin nhut khong
c6 thanh phan nao sai — chi c¢6 nhitng thanh phan sai cho workload nay, ngan sdach
nay, doi ngii nay, deadline nay.

Tam giac danh doi. Moi thiét ké déu thwong lwgng gitta ba goc: nhanh (hiéu ning — nhanh
cho ngudi ding, nhanh dé xay), ré (héa don thang thap, cong stic ki thudt thap), va bén bi
(séng s6t qua su c6, m& rOng dugec, gitt dwgce an toan). Ban c6 thé day vé bat ky hai goc nao;
goc th\¥ ba trd gia cho diéu d6. BAdn mau th¥ cla mOt startup nén nhanh va ré — sut bén bi c6
thé doi. SO cai 16i clla mOt ngan hang phdi bén bi va nhanh — né s& khéng ré. Khi mot bén
lién quan noéi “ching t6i mudn ca ba”, viéc clia ban 1a mim cwoi va hdi ho muén cai nao nhat,
vi ban thiét ké khéng thé bat dau cho dén khi ho tra 10i. Hay vé tam giac nay 6 diu méi ban
thiét ké ban lam trong khéa hQc nay, va danh dau workload nim & dau. N6 sé giup ban tranh
dugc mot nghin cufc tranh cai.

Yéu cau: nguyén li€u tho clia thiét ké. Kién tric su tach functional requirements (yéu
cau chitc ning — hé thong lam gi: “khach hang c6 thé d¢édt com truwa”) khdi non-functional
requirements (NFR — yéu cau phi chi¥c ning) (n6 phai lam diéu do t6t dén dau — “dudi
2 gidy, cho 10.000 hoc sinh ddng thoi, 99,9% thoi gian, trong khuon kho PDPA”). Ngudi mdi
am anh vdi danh sach th¥ nhat; kién tric st kiém dugc lwong nhd danh sach th hai, vi NFR
mai 1a th\¥ thite sy quyét dinh kién trac. Hai cAu hdi than ky trich xuat NFR tif nhitng bén
lién quan khong biét minh c6 chung: “What happens to the business if this is down for an hour?”
(Piéu gi xay ra vGi doanh nghiép néu cai nay sdp trong mot gi?) va “What does success look
like at ten times today’s size?” (Thanh céng trong nh\ thé nao & quy moé gap mwdi hom nay?)

TWw vieng:
Thuat ngl Dinh nghia
Region / Availability Zone (AZ) Region: mOt cum trung tam dit liéu theo dia

1y ma ban chon dé chay trong dé. AZ: mot
trung tAm dit liéu (hodc nhém nhd) tach
biét bén trong né — don vi cla “mot tda
nha c6 thé hdng.”

IaaS / PaaS / SaaS Thué may thé / m0t nén tdng dwQgc quan
ly / phan mém hoan chinh. Thanh trugt tir
nhiéu quyén ki€ém soat nhat dén it viéc bdo

tri nhat.

Workload Bat ky ng dung hay hé théng nao, dugc
xem nhut mQt don vi thiét ké — “workload
thanh toan.”

Functional requirement Piéu hé théng phdi lam (“khach hang c6 thé
dat hang”).

Non-functional requirement (NFR) N6 phdi lam diéu d6 tot dén dau — toc d0,

quy mo, uptime, bao mat, tuan th, chi phi.



Thuat ngl Dinh nghia
NFR dan dat kién truc.

Trade-off Cai ban tir b0 d€ c6 duge cai ban chon. Moi
quyét dinh thiét ké déu c6 mot; viéc clia kién
truc su la goi tén no thanh tiéng.

Constraint MOt ranh giGi khong thé thiong lugng:
ngan sach, deadline, ludt phap, hé thong
hién c6, kj nang d0i nga. Cac rang budc
khong phai chidng ngai cla thiét ké —
chung chinh la dé bai thiét ké.

Stakeholder Bat ky ai c6 phan lién quan trong hé thong:
ngwdi dung, ky s, tai chinh, bdo mét, 1anh
dao, co quan quan ly. Bén lién quan khac
nhau, ngon nglt khac nhau — ban néi tat ca
cac ngon nglt do.

Greenfield / brownfield MO0t hé thong hoan toan md&i khong cé lich
st (greenfield) vs. mOt hé thong virdng viu
v0i cac hé thong hién c6 (brownfield —
phan 16n cong viéc thuc té).

Managed service MOt thanh phén ma nha cung cap van hanh
cho ban (da gom sao Uy, va 16i, failover).
Lira chon méc dinh cula kién truc su, trit khi
c6 mOt ly do duQc viét ra.

Video cho module nay (lién két da ki€m ching):

Video Kénh Thoi lwgng Lién két

Top 50+ AWS Fireship ~10 phut https://

Services Explained in www.youtube.com/
10 Minutes watch?

v=]IbIYCM48to

Xem chuyén tham quan cUa Fireship hai 1an: mOt 1an ngay bay gi0’ dé c6 tAm bdn do, mot 1an
vao cudi Giai doan 1 — ban sé ngac nhién vi minh gi0' da ddt duw'g’c bao nhiéu dich vu vao mot
ban thiét ké.

Bai tap: (1) Chon ba ng dung ban dung hing ngay (m0t Wng dung ngan hang, mot rng dung
giao do6 dn, mOt ng dung video) va, v&i mdi cai, viét ba NFR hang dau cla né va danh dau no
trén tam giac danh doi. (2) Phdng van mOt ngwdi ban vé mot y twdng kinh doanh trong murdi
phit va trich xuat nim yéu ciu chifc ning cing nim yéu cau phi chitc ning — d€ y ring cac
NFR chi 10 ra khi ban hoi hai cau hoi than ky. (3) Bat dau Design Journal clla ban véi muc #1:
tam gi4c, va mOt doan van vé vi sao “chuing ta hy sinh goc nao?” 1a mOt cAu hdi kinh doanh,
khong phadi mdt cau héi ky thudt.

Milestone: vGi bat ky mo ta hé thong mdt cAu nao, ban co thé dura ra cac NFR khd di clia n6
va vi tri clla n6 trén tam giac trong nam phut, thanh tiéng, khéng can ghi chu.



Module 2 (Tuan 3-4): Compute, luru trir, co sé& dir liéu, mang — bon quyét dinh

Moi ban thiét ké ban sé tlrng vé déu 1a bon Iiva chon nay, dwgc dwa ra mOt cach chu dich.
Day la tung cai, dwgc day nhu mot quyét dinh.

Quyét dinh 1 — Compute: VM, container, hay serverless? M0t virtual machine (VM —
may ao) 1a mot lat thué clia mOt server hoat ddng nhir mOt may tinh hoan chinh — quyén
ki€m soat t6i da, viéc bdo tri toi da (ban va né, ban md rdng no, ban trd tién ca khi né nhan
rdi). MOt container dong goi moOt (¥ng dung ciing moi th1t né can d€ né chay giéng hét nhau
& moi noi; mOt b diéu phéi (Kubernetes) chay va chita lanh cac ham ddi container — mét
d06 va tinh di d0ng tuyét v0i, nhung ban da nhdn nuéi m0t nén tang phitc tap cAn ngudi co
k¥ ning. Serverless (AWS Lambda, Azure Functions) chi chay code clia ban khi dwgc kich
hoat va tinh tién theo méi 1An goi — gan nhu khéng phai bao tri va hoan ho cho Iwu lwgng
ting vot that thwdng, nhung c6 gidi han (tran thoi gian thye thi, cold start, va mOt cuOc hon
nhan siu ddm hon véi mdt nha cung cap). BAng quyét dinh ma ban nén tai tao dwgc tr tri
nhd:

Chon Khi nao Can than véi

VM Phan mém cii, gidy phép ddc  Ban s@ hitu viéc va 16i, m&

Container + Kubernetes

Serverless

thu, can toan quyén ki€ém
soat hé diéu hanh, tai On
dinh dy doan duogc

Nhiéu dich vu, d0i da cé sén
k¥ nang, tinh di d0ng quan
trong

Luu lwgng tang vot hodc
khé dy doan, chat keo
hudng su kién, d0i nho, can

rOng, va 3 gi0' sang; thOi gian
nhan réi tinh tién da

DO phite tap nén tdng —
K8s la mOt cong vi€c toan
thi gian; qua tay cho cac doi
nho

Gi0i han runtime, cold start,
kh6 dy doan chi phi & quy
mé On dinh khong 16, lock-in

ra thi trtOng nhanh

Cai nhin sau cla ngudi senior: day 1a Iwva chon theo tirng workload, khéng phai ton gido
clla ca cong ty. Cac hé thong thiwe té chay cd ba canh nhau, m0t cach ding dan.

Quyét dinh 2 — Lwru trit: object, block, hay file — va néng dén dau? Object storage (Iuu
trit d6i trgng — Amazon S3) 1a mdt chiéc x6 khong day cho file — ré, bén dén phi ly (“mudi
mOt s6 chin”), cAu trd 10i méc dinh cho “file ¢€ dau?” Block storage (Ittu trit khéi — EBS) 1a
0 dia do bat vit vio mdt VM. File storage (Iwu trit tép — EFS) 1a mo6t 0 dung chung ma nhiéu
may cung gin két mot luc. Chiéu bo sung clla kién tric si 1a nhiét dd: dit liéu néng (truy cip
lién tuc, dinh gia cho tdc d) so v¥i cac bac lanh/lwu trit dai han (Glacier — vai xu, nhwng vai
phut dén vai gi0’ d€ lay lai). Thiét ké cac lifecycle rule d€ dit li€u cii troi dan xudng cac bac
lanh 14 chién thing chi phi ré nhat trong cloud; quén lam diéu d¢ 1a 16i phO bién nhat.

Quyét dinh 3 — Co' s@ dit liéu: SQL hay NoSQL (va hwong vi dwo'c quan ly nao)? Co s&
dit liéu relational /SQL (quan hé — PostgreSQL, MySQL; duQc quan ly dudi dang
RDS/Aurora) gitt dit liéu trong cac bang chit ché vdi tinh nhat quan dugc bdo ddm — mac
dinh cho bat ¢ th¥ gi ma tinh chinh xac 1a thiéng liéng: tién bac, don hang, ton kho, nguwoi



dung. CO sG dit liéu NoSQL (DynamoDB, MongoDB) danh ddi cau trdc chit ché lay sy linh
hoat va kha nang m& rOng ngang gan nhut vé han — mdac dinh cho session, danh muc, bang
tin, telemetry. Quy tic quyét dinh: bdt dau v4i SQL trit khi ban néu dich danh dwoc ly do cu thé
né khéng diing du'gc (quy mo cuic 16n, schema linh hoat, doc toan cau & mi¥c mili gidy mot
chit s6). Va trong cloud, “co s& dit li€u” gan nhu luén phdi nghia 14 “co s& dit liéu dwge
quan ly” — nha cung cap lo sao 1wy, va 16i va failover; mOt ddi tw chay co s& dit liéu trén VM
nén c6 mot ly do duge viét ra. Thém céc chuyén gia vao von tif clla ban: cache (Redis — dit
liéu néng trong bd nhd, doc & mte micro gidy), warehouse (kho dit liéu — phan tich & quy
mo 16n — Giai doan 3), queue (hang dgi — khong phdi c0 s dit liéu, nhirng thuwong la
manh ghép con thiéu — Giai doan 3).

Quyét dinh 4 — Mang: hinh dang clia thé gi¢i riéng. MOt VPC (Virtual Private Cloud) 13
khu viyc dwgc rao chin clia ban trong mang clia nha cung cap. Bén trong no, public subnet
chita nhitng th\ internet dugc phép cham t6i (load balancer), va private subnet chta moi
th\¥ con 1ai — server ng dung v, ludn luén, co s& dit liéu. “Co’ s& dit liéu ndm trong mot
private subnet” 1a cau dugc 1dp lai nhiéu nhat trong cac budi review kién tric; 14p ludn —
khong gi tan cong dugc thit khéng c6 dwdng dan tlf internet — 1a mdt nita clia bo mat
mang. Xung quanh VPC: m0t load balancer trdi Iitu lwgng qua cac server va dinh tuyén vong
qua nhitng cai 6m yéu; DNS (Route 53) bién tén thanh dia chi; m0t CDN (CloudFront) Ittu
dém noi dung tai hang tram thanh phé d€ né nhanh ¢ moi noi; mOt API gateway la quay 1&
tan dwgc quan ly cho cac API cla ban (xac thic, giGi han tin suat, ghi log). Két néi vdi thé
gidi cii: VPN (dwong hAm ma hoa qua internet) hodc Direct Connect (m0t duOng truyén vat
ly riéng) — nhitng cuéng ron cla moi thiét ké hybrid & Giai doan 4.

TWw vieng:
Thuat ngl Dinh nghia
Instance / instance type Mot VM dang thué / kich c& ctia n6 (CPU +
RAM), th@ quyét dinh gia theo gi0.
Container / Docker / Kubernetes (K8s) MOt go6i di dOng cho mOt ng dung / cong

cu build va chay ching / b0 diéu phoi chay
va chita lanh cac ham d0i ching.

Serverless / Lambda Code chi chay khi dugc kich hoat, tinh tién
theo 14n chay, khong c6 server nao phai
qudn ly. Lambda 14 phién ban clla AWS.

Cold start DO tré thém khi mOt ham serverless chay
sau thoi gian nhan réi — danh d0i kinh dién
cla serverless.

S3 / bucket / durability Object storage clla AWS / mOt thung chita
file c6 tén / xac suat dit liéu song sot —
99,999999999% cUa S3 nghia 1a mat mat vé
c0 ban khéng bao gi0 xay ra.

Storage tier / lifecycle policy Hang gia-toc d6 (n6ng — lanh — Iuu trit dai
han) / quy tic ty dOng chuyén dit liéu gia di
sang cac bac ré hon.



Thuat ngl

Dinh nghia

RDS / Aurora / DynamoDB

Consistency

Cache / Redis

VPC / subnet (public, private)

Load balancer / health check

CDN / edge

API / API gateway

VPN / Direct Connect

Cac dich vu SQL dwgc quan ly cila AWS /
ban SQL hiéu nang cao cloud-native clia ho /
NoSQL duge quan Iy chu e cla ho.

Bao ddm rang moi ngudi doc dit liéu thay
cung mOt sy that tai cing mot thoi diém —
siéu ning Iye clia SQL, va th1t NoSQL ndi
16ng dé doi lay quy mo.

MOt ban sao téc-dO-bO-nhd clia dit liéu
nong dat truede mot co sd dit liéu / cong cu
tiéu chuan cho viéc do.

Khu mang riéng cla ban / cac phan khu clia
n6 — public d6i mat internet, private thi
khong. Co' s& dit liéu song & private. Luon
luon.

Ngu0i diéu phoi giao thong qua cac server /
bai kiém tra nhip tim n6 dung dé ngirng giti
Iy lwgng dén nhitng cai da chét.

Cac ban Iwu dém cap thanh phé cla noi
dung clia ban trén toan thé gidi / “the edge”
(bién) = gan nguoi dung.

Canh clta c6 ki€ém soat ma mOt phan mém
m@& ra cho phan mém khac / quay Ié tan
duge quan Iy cho nhitng canh clra do.
Duong ham ma hoa qua internet / mOt
dwoOng truyén vat ly riéng dén cloud — hai
cach on-prem gap cloud.

Video cho module nay (lién két da ki€m ching):

Video Kénh Thoi lwgng Lién két

Kubernetes TechWorld with ~16 phut https://

explained in 15 mins Nana www.youtube.com/
watch?
v=VnvRFRk 51k

Serverless Computing Fireship ~2 phut https://

in 100 Seconds www.youtube.com/
watch?
v=W_VV2Fx32_Y

AWS Networking KodeKloud ~30 phut https://

Basics (VPC & www.youtube.com/

Subnets) watch?

v=QM63dyA_4Pc



Bai tdp: (1) V&i mo6i workload trong nim workload sau, chon compute, 0 s@ dit li€éu va Iwtu
trit, va viét mOt cau bién minh cho méi cai: mdt trang ddt coOm trwa cho tritdng hoc; s cai
giao dich cla m0t ngan hang; m0t ng dung chia sé dnh; mot trinh tao béo cao hing dém
chay 20 phut; mdt ng dung chat cho 5 triéu ngu¢i dung. (2) Lay mt trong cac Itra chon clia
ban va bién luln cho Ita chon ngweoe Igi mOt cach thuyét phuc nhat c6 thé — kién tric su
khong thé “steel-man” phwong an thay thé 1a ngudi chwra hiéu syt danh doi. (3) Nhit ky: bang
quyét dinh compute clia ban, tit tri nhd.

Milestone: vGi bat ky workload nao trong mot cau, ban c6 thé néu tén bén quyét dinh ctia né
kém bién minh trong dwdi ba phut — va vGi it nhat mOt quyét dinh, néu dwgc diéu gi sé
khién ban ddi y.

Module 3 (Tuan 5-6): Poc va vé so do kién trac

MOt kién tric sit khong biét vé 1a mOt nha tw van chi biét noi. SO d6 1a ngon nglt 1am viéc cla
ban: module nay lam cho ban doc chiing tréi chay va vé chiing thanh thao.

S0’ do kinh dién — hoc cai nay trwdc tién. Three-tier architecture (kién tric ba ting) 1a
“cau tric cau” cla cac sO do cloud; da so cac thiét ké 1a bién thé cla no:

Users -» DNS - CDN - Load Balancer - [Web/App servers, xN, multi-AZ,
auto-scaled]

- [Cache]

- [Database: primary +
standby, private subnets]

Tang 1 (presentation — trinh dién): th& nguw¢i dung cham vao — n0i dung tinh tir CDN, cac
request di qua load balancer. Tang 2 (application — Ung dung): ham d0i cac server thay thé
dugc cho nhau chay logic clla ban, trong cac private subnet, ditgc m& rOng ti¥ dOng. Tang 3
(data — dit liéu): cO s@ dit li€u, sdu nhat va dugc bao vé nhat, vGi m0t ban standby & AZ thi
hai. Litu Iwgng chdy mOt chiéu: nguoi dung khéng bao gi0' cham trire tiép vao ting (rng dung,
chi minh tAng ng dung noi chuyén vdi ting dit liéu. Luyén vé cai nay cho dén khi ban tay
ban t¥ 1am ma khong can bd ndo — nd 1a man m& dau phdng van bang tring & moi noi trén
trai dat.

Cac quy wéc Ky hiéu khién ban trong chuyén nghiép (vi ching khién ban tw duy
chuyén nghiép): hop la thanh phan — dan nhén méi cai v4i no 1a gi va dich vu nao (“App
servers — EC2, auto-scaling group”). Mii tén chi hwédng mot request chdy, dan nhan giao thitc
khi diéu d6 quan trong. Cac dwdng bao nét dt chi ranh gidi — VPC, méi subnet, mdi AZ (vé
ranh gi¢i AZ va multi-AZ tr& nén nhin thiy dwgec thay vi chi duwgc tuyén bo). MOt nguoi
dung/tac nhan ding ngoai hé théng. Cac con s6 trén mdi tén (1, 2, 3...) cho phép ban thuat lai
hanh trinh clla mOt request. Va mdi s0’ dd mang mOt tiéu dé, mot ngay thang, va mOt chu gidi.
Quy tic sdu hon: m0t so’ d6, mOt khan gid, mo0t cAu hoi. Mot so' d6 cho thay moi thi¥ thi
khéng cho thay gi cd; ban sé hoc bd mi¥c thu phéng tiéu chudn (context — container —
deployment) & Giai doan 5.

Poc s0 dd clla ngwo'i khac — tia X clla kién tric sw. Khi dwge dwa mdt so' do, hiay chay
bai quét nay thanh tiéng: Internet cham vao hé théng nay ¢ dau (mdi diém cham 1a bé mat
tan cong)? Dit liéu & dau, va no c6 nim trong private subnet khong? Cai gi dwgc nhan déi (bén



bi) va cai gi 1a single point of failure (di€m hong don 1é) — m6t chiéc hdp khong cé ban
sinh d6i? Pau sé 1a chd dau & mitc Iwtu lwgng 10x? Mai chiéc hOp ton bao nhiéu méi thang?
Niam ciu hdi, ba muoi gidy, va ban da doc so’ do theo cach mOt bac si doc phim X-quang.

Duyét AWS Architecture Center (https://aws.amazon.com/architecture/) va chay bai quét

trén ba kién trac tham chiéu da cong bo.

TWw vieng:

Thuat ngl

Dinh nghia

Three-tier architecture

Tier / layer

Single point of failure (SPOF)

Multi-AZ

Auto-scaling (group)

Stateless / stateful

Reference architecture

Context diagram

Attack surface

North-south / east-west traffic

Su phan tach kinh dién: presentation (16i
vao cla nguoi dung) — application (logic) —
data (c0's@ dit liéu). Hinh dang mdc dinh
cla cac hé théng web.

MOt 14t cat ngang clla hé thong vGi mOt
trach nhi€m, chi no6i chuyén v4i hang x6m
cla no.

Bat ky thanh phan nao ma cai chét don d0c
cla no6 kéo sdp hé thong. Th1t dau tién phai
sdn lung trong bat ky s0’ d6 nao.

Chay cac ban sao trén it nhét hai Availability
Zone dé mOt trung tAm dit liéu c6 thé hdng
ma khoéng ai thay.

May dugc thém vao va bot di tw dOng theo
nhu cAu — cong suat biét thd.

MOt server khong gitv dit li€u dOc nhat (bat
ky ban sinh d6i ndo ciing thay durg'c, nén né
m& rOng ty do) vs. mOt cai gilt dit liéu
khong dwgc phép mat. Muc tiéu thiét ké:
tAng Ung dung stateless, trang thai day
xudng c0 sG dit liéu va cache.

MOt thiét ké mdu duwgc nha cung cap cong
b6 va chirng thu'e cho mOt bai toan pho bién
— kién tric su lap rap t nhitng cai nay
trwGc khi phat minh.

Mtc thu phong cao nhat: hé thong clla ban
1a mOt chiéc hOp, cOng v&i ngwoi dung va
cac hé thong bén ngoai n6 cham tdi.

Moi diém noi thé gidi bén ngoai c6 thé
cham vao hé thong. Nhd hon 14 an toan hon.
Luu lugng vao/ra hé thong vs. lwu lugng
gilta cac thanh phan bén trong no.

Bai tap: (1) Vé s do ba tang tU tri nhG, ndm ngay lién tiép, cho dén khi mat dwdi bon phat
v6i moi ranh gidi (VPC, subnet, hai AZ) dwgc vé. (2) Ly nam workload clla Module 2 va vé
tng cai — hai mwoi phut méi so' do, cac quy tac ky hiéu dugc thye thi. (3) Tim bat ky so' do



kién truc that nao trén mang (AWS Architecture Center c6 hang tram), va viét bai quét X-
quang nim-cau-h0i clla n6 vao nhat ky. (4) Bai luyén thudt lai: so d6 trudc mat, thuat lai
mOt cti nhap clla ngudi dung tU trinh duyét dén c0 s@ dit liéu va quay vé, thanh tiéng, danh
s6 cac mii tén khi ban di.

Milestone — Kkét thiic Giai doan 1: trén mO0t bang trang (hodc gidy, chup lai cho nhat ky),
ban c6 thé vé mot thiét ké ba ting diing, ky hiéu chudn, cho mdt workload m0t-cau mdi la
trong dwdi muoi lam phut, thudt 1ai mOt request di qua nd, va trd 101 “cai gi hdng néu hop
nay chét?” cho moi chiéc hOp. Man vé-cOng-chat-van nay chinh xac 1a nita dau cia mot budi
phdng van kién tric su thytc thu — tit day tr@ di, moi th( 1a chiéu sau.

GIAI DOAN 2 — CAC MIEN THIET KE (Tuan 7-14)

Tam ban do cho giai doan nay 14 AWS Well-Architected Framework — danh sich ki€ém
tra chung clla cd nganh vé y nghia clia “dugc thiét ké ding dan”, duwgc t0 chitc thanh sau tru
cOt: van hanh xuét sic, bao mat, dd tin cdy, hi€u qua hiéu ning, téi wu chi phi, tinh
bén vitng. (Azure c6 mOt framework gan nhut giéng hét; hoc sau mot cai 1a ban da hoc ca
hai.) Cac ban mé ta cong viéc doi hdi dich danh nhitng kién tric st ¢ thé “run Well-
Architected reviews” (diéu hanh cac bubi Well-Architected review), nén chung ta di qua tng
tru cOt mOt, va vGi moi tru ban hoc ba thi: cac cau hoi then chét clia tru cdt, caic mau hinh
chudn clia né (nhitng cAu trd 10i nham chan nhung da dwgc chitng minh — kién tric su lap
rap tride khi phat minh), va mot vi du mau trén mot kich ban xuyén sudt.

Kich ban xuyén su6t cho toan bd Giai doan 2: ThaiTicket, m0t nén tdng ban vé st kién huw
cau G Bangkok. Tai binh thudng: 2.000 1wQt truy cdp/gi0. Nhung khi vé clla mdt nghé si noi
tiéng m& ban lac 10 gio sang, n6 hitng 400.000 1wo't truy cap trong mwdi phut, khau thanh
toan khong dwgc ban trung ghé, va dit liéu ca nhan cla khach hang Thai nim trong pham vi
PDPA. Nhanh, ré, bén bi — ThaiTicket cAn cd ba va khong thé c6 cd ba, d6 chinh 1a diéu khién
n6 thanh bénh nhan thire hanh hoan hao.

Xem trw@'c Module 4 (lién két da ki€ém chirng):

Video Kénh Thoi lwgng Lién két

The Five Pillars of Amazon Web ~4 phut https://

the AWS Well- Services (official; tru www.youtube.com/

Architected cOt th\¥ sau, watch?

Framework Sustainability, dwgc v=KvEDbPmha6o
thém sau)

What is the AWS Tech With Lucy ~10 phut https://

Well-Architected www.youtube.com/

Framework? watch?

v=MpDJ6TCWKjk

Va bookmark chinh framework — https://aws.amazon.com/architecture/well-architected/ va
tai liéu day du tai



https://docs.aws.amazon.com /wellarchitected /latest/framework /welcome.html — ban sé
song trong d6 tam tuin.

Module 4 (Tuan 7-8): Do tin cdy — thiét ké cho cai ngay moi thir hdng

Tin diéu clia tru cdt nay: moi thi¥ hong, moi ltic. O dia chét, AZ ngdp lut, cac dot deploy
truc trdc, va mot certificate & dau do ludn sap hét han. DO tin cy khong phdi 1 si ving mat
cla hong héc — né 1a s\ vo nghia clia hong hoc: thiét ké sao cho khi (khong phdi néu) mot
thanh phan chét, ngudi dung khéng bao gid' nhan ra.

Cac cau hoi then chét (hoi nhitng cau nay véi moi thiét ké, mai mai): Diéu gi xay ra khi
mdi thanh phan hdng — ludn c6 mot “rdi sao nita” cht? HE thong x1¥ ly tai 10x nhu thé nao?
Lam sao chung ta biét c6 gi d6 hdng triwdc khi khach hang bao? RTO va RPO cla ching ta 1a
bao nhiéu — va ai trong doanh nghiép da ky duyét ching? Lan cuéi chiing ta kiém chitng mot
culc khoi phuc 1a khi nao?

RTO va RPO — hai con s6 chinh 1a cudc troé chuyén vé tham hoa. Recovery Time
Objective (muc tiéu thoi gian khoi phuc): ching ta dwgc phép sdp bao lau? Recovery Point
Objective (muc tiéu di€ém khoi phuc): ching ta dwgc phép mat bao nhiéu dit liéu (titc 13, bin
backup t6t gAn nhat dugc phép cii dén dau)? RTO 4 gio' va RPO 1 gi0 nghia la: trG 1ai trong
vong bon gid, mat nhiéu nhat mot gio dit liéu. Py 1a cac quyét dinh kinh doanh v&i bang gia
ting theo cip s6 nhan — RPO 24 gi0' 1a m&t ban sao lwu hing dém (ré); RPO ~0 13 sao chép
lién tuc (dat); RTO tinh bing phut nghia 13 ha tAng &m chay cho sin (rat dit). Viéc clia kién
tric si 1a 1am cho doanh nghiép chon cac con s6 mot cdch cé hiéu biét — va thiét ké chinh xac
theo ching, ch khéng lang man vurQt qua chung.

Cac mau hinh chudn: redundancy (dy phong — hai ban ctia moi thit quan trong — N+1) -
multi-AZ (cic ban sao trdi qua cac trung tam dit li€u; load balancer va failover cla co s& dit
liéu dwgc quan ly 1am noé tir dOng) - auto-scaling (cong suit di theo nhu cau) - health check
+ tw chita lanh (instance chét dwQc phat hién va thay thé bdi may mac, khong phdi con
ngudi) - backup, da ki€m ching (m6t ban backup chwa kiém chitng 13 mOt niém hy vong,
khong phdi mot ké hoach — hay lén lich cac bu0i dién tip khéi phuc) - graceful degradation
(suy gidm c6 ki€m soat — khi qua tai, budng cac tinh ning it quan trong nhat trutdc:
ThaiTicket c6 thé b ban xem tridc so dd ghé va gitt 1ai khau checkout) - queue 1am giam
x06c (Giai doan 3) - tranh hdng héc day chuyén (timeout, retry vGi backoff, circuit breaker —
d€ mot phu thudc chdm chap khong dim chét cd ham d0i).

Vi du méau — thiét ké do tin cdy cho ThaiTicket. Hai AZ trong region Bangkok. Tang ng
dung stateless trong mOt auto-scaling group sau mOt load balancer, dugc lam am truGc theo
lich trwwdc cac gi0 m& ban da cong bo (auto-scaling phdn ng trong vai phiut; mdt dgt m& ban
Itc 10:00 cAn cong sudt luc 09:45). Co' s dit liéu Aurora, primary & AZ-a, standby dong by &
AZ-b, failover tit d0ng = dwdi mOt phut. MOt queue gitta cac ci nhap “mua” va khau x1t Iy
thanh toan d€ m&t sy chim chap clia nha cung cap thanh toan xép hang cac don thay vi lam
sap trang. Backup: lién tuc, khoi phuc theo thdi diém, dién tdp khoéi phuc hing thang. Cac con
s6 da thong nhat véi doanh nghiép: RTO 15 phat, RPO ~0 cho don hang (d6 la tién), RPO 24
gi0 cho dit liéu phan tich (thi khong). Bai tdp nhat ky: cai nay da lay di clla chung ta gi tir goc
“ré” cla tam giac?

T virng:



Thuat ngl

Dinh nghia

RTO / RPO

High availability (HA)

Disaster recovery (DR)

Redundancy / N+1

Failover

Health check

Graceful degradation

Timeout / retry with backoff

Circuit breaker

Chaos engineering

Recovery Time Objective: ban dwgc phép sap
bao lau. Recovery Point Objective: ban dwgc
phép mét bao nhiéu dit liéu. Hai con s6 dinh
nghia moi cudc tro chuyén DR — va chung
la quyét dinh kinh doanh.

Thiét ké sao cho cac hdng héc thuwdng nhat
(mOt instance, mOt AZ) khong gay gian doan
nao nguoi dung thay dugc.

Ké hoach cho nhitng hdng héc I6n — cd mot
region, mOt sy kién ransomware — v0i céc
muc tiéu RTO/RPO va mOt runbook da ki€ém
ching.

Cong suat dy phong d€ bat ky mot thanh
phén nao ciing co6 thé chét: can N, chay N+1.
Ct chuyén ty ddng sang bdn standby khi
ban primary chét.

Nhip tim tw dOng phat hién cac thanh phan
chét dé may moc dinh tuyén vong qua
chung.

Buéng cac tinh nang it quan trong hon dudi
ap lyc dé phan 16i s6ng sot.

BO cudc v6i mOt 107 g0i cham sau mot gidi
han / th¥ 1ai v&i cac quing nghi ting dan —
phép lich st ngan hdng hoc day chuyén.
Mot thanh phan nglrng g0i mOt phu thudc
dang hong trong mOt khodng thoi gian dé
no6 hoi phuc — nhur cau chi trong mdt ngoi
nha.

Co y tiém hong hoc vao hé thong (ki€u
Netflix) dé chirng minh cac tuyén bo vé su
bén bi trudc khi thie té ki€m chitng ching
thay ban.

Bai tap: (1) Lay thiét ké dat-com-trita clla Giai doan 1va nang cap né dé song sét qua: mot
instance chét, mat mOt AZ, mOt sy ¢6 co s dit liéu, va mOt gid cao di€m &n trira 10x — vé
ban trude va sau. (2) Viét cudce tro chuyén RTO/RPO cho ba doanh nghiép (mdt blog, mt
trang thwong mai dién t&, mOt hé thong hd so bénh vién) dudi dang mdt doan hoi thoai
ngin gilta kién tric sit va chl doanh nghiép — luyén cach 1am cho chi phi hién hinh trong
hdi thoai. (3) Nhat ky: liét ké moi SPOF trong thiét ké ThaiTicket & trén. Co it nhat mOt cai
duoc dé lai mot cach chll y. (GOi y: bao nhiéu region?)

Milestone: ban c6 thé chay man chat van “diéu gi xdy ra khi cai nay hdng?” trén bat ky so’ do
nao trong muoi phut lién tuc ma khong can 104, va ban c6 thé gidi thich RTO vs RPO cho m{t



chl doanh nghiép khong chuyén ky thudt bing phép so sanh clta-hang-bi-ngap trong chin
muoi giay.

Module 5 (Tuan 9-10): Bao mat — thiét ké nhirng hé théng khé bi ton thuong

Khung nhin: shared responsibility model (mé hinh trach nhiém chia sé). Nha cung cap
bdo vé bdn thdn cloud — tda nha, phan cng, hypervisor. Ban bdo vé moi th\¥ ban ddt vao dé
— dit liéu, danh tinh, cAu hinh, code. Gin nhit moi vu ro ri cloud noi tiéng déu la mdt cau
hinh sai phia khach hang (mQt bucket public, m0t key bi 10, mQt role duQc cap quyén qua
tay), d6 1a ly do bao mét 1a mOt bai toan kién triic tritdc khi 1a mOt bai toan céng cU: cac ban
mo ta cong vi€c noi “integrate security into the design rather than bolting it on” (tich hg’)p bdo
mat vao thiét ké thay vi gan thém sau), va module nay la cach lam diéu do.

Cac cau hoi then chét: Ai va cai gi c6 thé truy cAp méi thanh phan, va moi quyén han cé phai
13 mc téi thiéu can thiét khong? Dit liéu dwgc ma héa & dau — khi Ittu tri¥, khi truyén, va ai
gilt khoa? Cac ranh gidi mang & dau, va cai gi bing qua ching? Chung ta sé phdt hién m0t vu
xam nhdp bing cach nao — va c6 k€ 1ai dwgc cau chuyén sau dé tlr log khong? Lut nao ap
dung cho dit liéu nay, va dit liéu séng & dau vé mat vat ly?

Cac mau hinh chudn: least privilege (dic quyén t6i thifu — méi con ngu'di va chrong
trinh nhan mc truy cdp t6i thiéu ma cong viéc clia né can — quy tic vang ma moi IAM
policy bi phan xét theo) - MFA & Khip noi, root cit Ky - ma héa khi Itvu trit va khi truyén,
ludn bat (trong cloud nd la mOt 6 danh dau; khong cé 1y do bao chita nao) - phan doan mang
(public/private subnet, security group lam twdng 11¥a theo-tirng-server; ban kinh sat thwong
cla mOt v xAm nhdp dugc dinh nghia bdi nhitng bite twdng ban da vé tit tride) - bi mat
trong két, khong bao gi0 trong code - zero trust (kiém chifng moi request m0t cach twOng
minh — danh tinh, thiét bi, ng{t cAnh — khéng tin gi chi vi n6 “@ bén trong mang”; cac JD goi
tén no, ban ciing phdi thé) - defense in depth (phong thii theo chiéu sdu — nhiéu 16p, d€ mot
bién phap that bai khong phai 1a hét trdn) - audit logging (nhit ky ki€m toan ki€u CloudTrail
vé ai da 1am gi — bat bién, dugc giam sat) - bao mat nhw guardrail, khong phai cong chan
(ma héa cac quy tac thanh chinh sach ty d0ng lam cho con dwong an toan thanh con dwong
dé di, thay vi m0t cudc hop review bién bao mat thanh ké thu clia tién d0).

Vi du mau — thiét ké bao mat cho ThaiTicket. Dit liéu khach hang (tén, email, tham chiéu
thanh toan) dwgc phan loai la dit liéu c4 nhan theo PDPA — Iitu ma hoa trong Aurora & region
Bangkok (data residency — Ittu tru dit liéu), khéa trong KMS. Mang: chi load balancer 1a
public; tAng ('ng dung private; subnet c0 s@ dit liéu chi chap nhén két néi duy nhat tlr
security group cla ting ¥ng dung. Con ngwoi: SSO + MFA; k§j sit mdc dinh nhén quyén chi-
doc trén production va quyén nang cao c6 gidi han thoi gian khi yéu cau (least privilege kem
dau vét ki€m toan). Viée x Iy thé thanh toan dwgc Uy thac cho mOt nha cung cap thanh toan
duoc chitng nhan d€ sb thé thoé khéng bao gid' cham vao hé théng clla chiing ta — mOt quyét
dinh thiét ké g& bd cd mOt ganh ndng tuan thu, do chinh 13 kién tric bao mét & dang dep
nhat. CloudTrail bat, cAnh bdo vé truy cip bat thtdng. Cau hdi vé xAm nhap dugc tra 10
tritGe: PDPA c6 nghia vu thong bao trong 72 gi® — log va runbook phai cho phép chiing ta ké
1ai cau chuyén trong thOi gian ngén hon thé.

T virng:



Thuat ngl

Dinh nghia

Shared responsibility model

IAM / role / policy

Least privilege

MFA

Encryption at rest / in transit / KMS

Security group

Network segmentation / blast radius

Zero trust

Defense in depth

Secrets management

Audit log / CloudTrail

Data classification

Data residency

PDPA / GDPR

Nha cung cap bdo vé cloud; ban bdo vé
nhitng gi & trong d6. Pa s6 cac vu ro ri ndm
& phia khach hang cla ranh giGi.

Identity and Access Management — ai duQc
lam gi. Policy la mQt danh sach quyén; role la
mOt b6 quyén khoac 1én duge.

Quy tic vang: mc truy cdp toi thi€u can
thiét, khong hon, dwgc ra soat dinh ky.

MOt biang chiing danh tinh th hai ngoai
mat khau. Khong thé thwong lwong vai con
nguoi.

Dt liéu dugc x40 trOn trén dia / trén dwOng
truyén / dich vu dwgc quan ly gitt cac khoa.
MOt danh sach quy tic twdng Iita theo-tirng-
server — “Ittu Itg'ng web vao chi tir load
balancer.”

Chia mang thanh cac khu c6 tuwong / ké tin
cong vueon xa dugc dén dau sau mot 1an
xam nhap. Nhitng blc twng vé ti trude
dinh nghia nd.

Kiém chltng moi request titO'ng minh;
khoéng tin gi chi vi né & “bén trong.” T thé
madc dinh hién dai.

Nhiéu bién phap ki€m soat chong lan dé
mOt that bai khong chi mang.

Mat khau, khéa va token séng trong mOt
dich vu két sit — khong bao gi0 trong code,
khoéng bao gi0 trong bang tinh.

Ban ghi bat bién vé ai da lam gi, khi nao —
cach ban phat hién ric réi va tai dung no vé
sau.

Dan nhén dif liéu theo dd nhay cam (cong
khai / n0i b0 / ca nhan / bi qudn ché) dé
cac bién phap kiém soat khd'p vGi nhan,
khong phai vGi phdng doan.

Gilt dt liéu vé mat vat ly trong bién giGi mOt
quéc gia — yéu cAu phap ly & nhiéu nganh,
mOt dau vao kién truc luén luén.

Ludt dit liéu c4 nhan clla Thai Lan va chau
Au: sur dong y, thong bao ro ri (72 gi0), quy
tic chuyén dit liéu xuyén bién giGi. Giai



Thuat ngl Dinh nghia

doan 4 di sau hon.

Video cho module nay (lién két da kiém chng): The AWS Shared Responsibility Model —
Digital Cloud Training — ~4 phuat — https://www.youtube.com/watch?v=ESPBBEK-cvo

Bai tap: (1) Vé so d6 ThaiTicket va phu 16p bdo mdt 1én nd: danh ddu moi ranh gidi tin cdy,
mOi diém ma héa, moi noi thong tin xac thute sinh séng. Théi quen phti 16p nay — cung mot
sO d, 1ang kinh bdo mat — chinh xac 1a didu mdt budi review doi hoi ¢ ban. (2) Poc mdt ban
post-mortem cong khai vé mdt vu ro ri do ciu hinh cloud sai (Capital One 2019 1a bai gidng
kinh di€n) va viét vao nhat ky mdu hinh nao & trén 1é ra ¢4 ngan dwgc né. (3) Nhip vai voi
mOt Al: n6 déng mOt nha sang 1ap startup néi “bdo mat d€ sau” — thuyét phuc ho tir bd y
dinh d6 bang phép tinh chi-phi-cla-mdt-vu-ro-ri, mot cach t té.

Milestone: ban c6 thé lay bat ky so do Giai doan 1 nao clia minh va tao ra 16p phli bo mat
cla no trong hai mwai phut, va gidi thich least privilege, zero trust va shared responsibility
model cho mQt bén lién quan khong chuyén ki thudt ma khong dung biét ngit.

Module 6 (Tuan 11-12): Hiéu nang va chi phi — téc do va tién bac, cap tru cot
song sinh

Hai tru cOt nay dugc day cuing nhau vi chting 1 cing mOt can gat bi day theo hai hwGng
nguoc nhau, va kién truc su 1a nguoi dat tay trén can gat.

Hi€u qua hiéu ning — cac cau hdi then chét: Ngudi dung sé cAdm thay chdm & dau trwdc
tién? Cai gi dugc tinh toan 14p di 1dp 1ai ma 18 ra c6 thé tinh mOt 1an roi cache? Mbi thanh
phan c6 phai 14 cong cu diing khong (SQL 1am viéc clla mdt may tim kiém 12 m&t 16i hi€éu nang
cla kién tric, khong phai clia code)? Hiéu ning thay d6i thé nao & mitc 10x — va nut thit co
chai dau tién & dau?

Cac mau hinh hiéu ning: cic 16p cache — méau hinh hiéu ning don by cao nhat: cache
trinh duyét — CDN & bién (n0i dung tinh phuc vu tit mdt thanh phé gan ngudi dung; co thé
hap thu phan 16n 4p ddo cla Iwu Iwgng doc) — cache ng dung (Redis drng trwdc co s& dit
liéu cho cac Iugt doc néng: sO dd ghé, session, trang sdn phdm) — cache truy van c0 sG dit
liéu. M6i 16 trd 10i cac request trit@e khi chiing cham tdi phan 16i dat do; cac cAu hoi thiét ké
luén 14 cdi gi dwg'c phép cache, trong bao lau, va né duw'gc vé hiéu héa thé nao khi sy thdt thay
doi. Tiép theo: read replica (cac bdn sao clia c0' s& dit liéu phuc vu Iwgt doe d€ ban primary
chuyén tAm ghi) - Xt ly bat déng bd (dirng bat ngudi ding ch® nhitng viéc c6 thé lam sau —
email bién nhdn, dnh thu nho, bao cdo) - ding cong cu cho diung viéc (tim kiém — mO0t may
tim kiém; phan tich — mdt warehouse; tra ctu néong — mOt kho key-value) - va do trw@c da
(lam hi€u ndng ma khong do lwdng 1a mé tin).

T6i wu chi phi — cac cau hdi then chét: Thiét ké nay ton bao nhiéu méi thang & ti hom
nay — va trén moéi don vi (méi don hang, moi khach hang)? Cai gi dang chay lac 3 gi0 sang ma
khéng can thiét? Mitc sit dung On dinh nao c6 thé cam két dé duwgc chiét khau? B phan tai
chinh sé néi xu hudng 1a gi?

Cac mau hinh chi phi: rightsizing (da s6 cac ham d0i bi cap thtra mOt cach Am tham; thu
nho vé ding nhu ciu do dwge la tién nhdt dwoc) - chién Iwge dat triede — thye don gia:



on-demand (gia day du, tw do day d0) cho tdi ting vot/cha rd, reserved instances /
savings plans (cam két 1-3 nim, gidm 30-70%) cho phan nén On dinh, spot (gidm dén 90%,
c6 thé bi thu héi trong thoi gian ngin) cho cong viéce batch chiu dwgc gian doan; nude di clia
kién truc su 1a xép 16p chung: dat trwdc phan san, auto-scale phan gilta bang on-demand, spot
cho batch - vong d01i Iwtu trit (phan bac clia Module 2, t@ dOng hoa) - tit moi thi¥ di (cic moi
truOng phi production ngli dém va cudi tuan cé thé cit hai phan ba chi phi clia ching) - canh
chirng egress (dit liéu roi khoi cloud bi tinh tién; cac thiét ké xuyén region 1am 104 va cac
lugt tdi cong khai 16n khién ai cling bat ngd mot lan) - tagging va showback (moi tai nguyén
dan nhén chid s& hitu/dy 4n d€ méi baht déu truy duge trach nhiém) - va chi s6 vitong mién,
unit economics (kinh té hoc don vi): khong phai “héa don 13 B800k/thang” ma 13 “chi phi
trén moi vé ban ra 1a B1,90 va dang gidm.” Hoa don ting thi khong sao; chi phi don vi tang 1a
mOt mui kién tric. BO mon nay c6 mot cai tén — FinOps — va kién tric su ngoi gilta no.

Vi du mau — ThaiTicket, ca hai ling kinh. Hiéu ning: CloudFront phuc vu céc trang nghé
siva anh so do ghé (400.000 ngwdi hiéu ky phan 16n khong bao gi®' cham t&i cac server);
Redis cache tinh trang ghé trong v4i TTL 2 gidy — dU cii d€ ré, i mdi d€ khau checkout (th
ki€m tra lai vGi Aurora, ngudn sy tht) ngan viéc ban trung; bién nhin va vé duge tao bat
dong b0 sau thanh toan. Chi phi: phan nén On dinh 2.000 luQt truy cip/gi0 chay trén mot
savings plan (=40% gidm); cac con s6t m& ban chay on-demand trong dting cai gio' chiing ton
tai; cac job phan tich chay trén spot vao ban dém; staging ngll ngoai gi0' lam viéc; moi tai
nguyén gan tag project:thaiticket. Bn dé xuat cho CFO viét: “B62.000/thang cho phan
neén, ~B9.000 cho méi sy kién m@& ban 1&n, chi phi trén méi vé ~B1,90 gidm dan theo san
lwgng” — va chinh cdu dé 1a Am thanh clla mot kién tric su tréi chdy vé chi phi.

T virng:

Thut nglt Dinh nghia

Latency / throughput MOt request mat bao ldu / hé thong chiu
dwgc bao nhiéu request moi giay. Lién quan,
nhuwng khong phdi mot.

Bottleneck Diém hep nhat quyét dinh nhip dd cla ca
hé thong. Toi wu & bat ky chd nao khac chi 1a
trang tri.

Cache / TTL / invalidation MOt ban sao nhanh clla dit liéu tén kém khi
lay / n6 dugc tin cy trong bao lau / bai
toan kho clia viéc lam mdi no6 khi si that
thay doi.

CDN LGP cache ngoai cing — n0di dung clia ban
tai hang tram thanh phé. Cau trd 10i dau tién
cho “lam né nhanh trén toan cau.”

Read replica MOt ban sao co' sd dit liéu phuc vu Iwgt
doc, d€ ban primary gilt sttc cho 1ugt ghi.

Asynchronous processing Lam viéc khong khén cap sau khi da trd 10i

ngu0i dung, thrOng qua mot queue.
On-demand / reserved / savings plan / spot  Gia day du linh hoat / cam két 1-3 nam giam



Thuat ngl Dinh nghia

30-70% / cungy twdng, linh hoat hon /
gidm dén 90% nhung co thé bi thu héi. Kién
tric su xép 16p ca bon.

Rightsizing Thu nhd tai nguyén bi cap thira vé dung nhu
cau do dugc. Tién nhat dwgc trong hau hét
moi tai khodn.

Egress Dit liéu r0i khéi cloud — tinh tién theo GB.
Cua bat ngo héa don noi tiéng; hay thiét ké
cac dong dit liéu v(i no trong dau.

Tagging / showback Dan nhin moi tai nguyén v&i chi s hitu va
du an / cho méi ddi thay héa don cla chinh
ho. Trach nhiém gidi trinh thay d6i hanh vi.

Unit economics Chi phi trén méi don vi kinh doanh (méi
don hang, méi ngwoi dung). Chi s6 lam cho
mOt héa don c6 y nghia — va cau noéi wa
thich ctia kién tric s treée mot CFO.

TCO Total cost of ownership — gia niém yét cOng
con nguoi, gidy phép, migration va chi phi
thoat ra trong su6t vong d0i clia mot Iyra
chon.

FinOps B0 mon lam cho chi tiéu cloud tr@ nén hitu
hinh, dwgc phan b0, va dwgc t6i u lién tuc.

Video cho module nay (lién két da ki€m chi¥ng): What is FinOps? — FinOps Foundation
(official) — ~2 phut — https://www.youtube.com /watch?v=Y-c_xw9bHFw

Bai tdp: (1) Pinh gia phan nén cla ThaiTicket trong AWS pricing calculator (tim kiém “AWS
pricing calculator” — bai tap liét ké tirng hang muc clla mOt thiét ké thit mOt 1an sé gidi ma
mOi cudc tro chuyén chi phi twong lai); so sanh tOng clia ban vGi con s6 B62.000 & trén va
gidi thich moi khodng chénh. (2) Thém 16p ph caching cho hai so’ d6 Giai doan 1 clia ban:
danh d4au méi cache, TTL clla n6, va cau chuyén vo hiéu hoéa clia no. (3) Mot Al déng vai mot
k¥ st muén moi th\¥ on-demand “cho don gidn” — thwtong Iwgng chién lwge dat truwde, voi
cac con so.

Milestone: vGi bat ky thiét ké nao ban da vé, ban cé thé néu ba dong chi phi 16'n nhat clia né
va nut thit c0 chai dau tién kha di — va dé xuat mdt thay doi cdi thién cd hai cung lic (gan
nhu luén c6 mOt cai; caching thwdng 1a no).

Module 7 (Tuan 13-14): Van hanh xuat sic, tinh bén virng — va chay ca sau tru
c6t cung nhau

Van hanh xuit sic 13 try cdt dat cau hoi: con ngueoi cé thite st vin hanh dwg'e thit nay, mot
cdch binh tinh khéng? Cac cau héi then chot: Mot thay d0i dén production bang cach nao —

qua mOt pipeline tu ddng, da kiém th(, hay qua mdt con ngu¥i anh hing? Lam sao ching ta
biét hé thong khde manh ngay liic nay? Khi né hdng lic 3 gi0 sang, ki su on-call thie sy lam



gi? Cac miu hinh: infrastructure as code (méi trtdng dugc dinh nghia trong vin ban dugc
review, c6 quan Iy phién bdn — Terraform/CloudFormation — nén noé tai tao duwgc va kiém
toan duwgc; mot kién truc chi ton tai dwdi dang cac ci nhap trong console 14 truyén dan gian,
khong phdi ki thudt) - cac pipeline CI/CD vGi chién luge trién khai an toan (blue-green:
dung phién ban mdi canh ban cii va chuyén; canary: cho phién bdn mé&i 5% luu lwgng va
quan sat) - observability (kh3 nang quan sat — log, metric, trace, va cac canh bao gin voi
triéu chitng nguwoi dung thay dugc, khong phai chuyén vat clia may moc) - runbook (ban viét
phdi-lam-gi cho méi kiéu hdng da biét) - post-mortem khong d6 16i (sau sy co: cai gi hOng,
vi sao, cai gi ngan 1ap lai — khong c6 ké xau, néu khong moi ngudi nglrng noi sy that). Phan
cla kién truc su: thiét ké cho tinh van hanh dwgc — mot hé théng thong minh gap d6i ma dé
quan sat bing ntta 1a mdt hé thong té hon.

Tinh bén viYng, tru c0t th( sauy, yéu cau ban lang phi thé gigi vat ly it hon: rightsize (CPU
nhan réi dot dién that), m& rong theo nhu ciu thay vi cap phat theo dinh, dung dich vu dwgc
quan ly va serverless (ha ting chia sé 1a ha tAng dugc lap day hon), phan bac Ivu trit, va x6a
nhitng gi da chét. That tién, Ia chon bén vitng va Iwa chon ré thwdng 1a cung mot Iwa chon
— no6i cd hai trong cac budi review va ban sé thuyét phuc ca phong hai 1an.

Chay cac tru cdt cing nhau — budi Well-Architected review dau tién clia ban. Trong
cac budi review thute té, cac tru cOt xung dot: d6 tin cdy multi-region danh nhau v0i chi phi;
review bdo mat nghiém ngdt danh nhau vdi téc dd van hanh; caching hiéu ning danh nhau
vGi tinh dung dén clla d0 twoi dit liéu. Framework khong gidi quyét xung dOt thay ban — no
ép chung ra chd sang, noi doanh nghiép cé thé 1a chon. D6 1a toan b thién tai clia né, va la
cla ban d€ vin dung. Ban than phutong phap review (cac bd cau hoi, xép wu tién phat hién,
ban bao cdo) dugc day day du & Giai doan 5, Module 12; hai tuin nay ban tap dwgt kj niang
tho: chat van mOt thiét ké tU sdu hudng trong mOt 14n ngoi.

T vieng:

Thuat ngit Dinh nghia

Infrastructure as Code (IaC) / Terraform Ha tang dugc khai bao trong céc file vin ban
c6 quan ly phién bdn ma cong cy bién thanh
hién thuc / céng cu pho bién nhét loai do.

CI/CD pipeline Bang chuyén ty dOng build, kiém thit va
trién khai moi thay doi.

Blue-green / canary deployment Hai méu hinh phat hanh an toan: chuyén
Iwu lwgng gitta ban ci va ban mdi / nho
giot lwu lwgng sang phién ban mdi va quan
sat.

Observability (logs, metrics, traces) Kha nang tv gidi thich clia hé thong: ban
ghi sy kién, cc con so theo thoi gian, va ban
d6 hanh trinh theo tUng request.

Alert / on-call / runbook CuOc goi tyw dOng khi ngudng bi pha / vong
xoay con ngUoi trd 10i n6 / kich ban viét san
ho lam theo.

Blameless post-mortem Bu0i ra soat trung thuc, khong-ké-xau sau




Thuat ngl Dinh nghia

mOt sU ¢6, tao ra sy phong nglra, khong phai

su trirng phat.
Drift Thue tai tach khoi dinh nghia IaC vi ai d6 da
nhap chudt. Ké thu cla tinh tai tao duwgc.
Toil Cong viéc van hanh thu coéng 1dp di ldp lai

ma lé ra tyw dOng hoéa da hap thu. Kién truc
su thiét ké dé loai no ra.

Well-Architected review MOt cuOc chat van co cau tric mOt workload
theo cd sau try cdt, tao ra cac phat hién
dugc xép tu tién. Giai doan 5 day ban diéu
hanh mot budi.

Bai tdp: (1) Bai luyén sau lang kinh: 14y so' d6 t6t nhat clia ban va danh mwoi phit cho méi
tru cOt dé viét cac phat hién — sdu mwoi phiat, mot thiét ké, sau lang kinh; bai luyén nay
chinh la Giai doan 2 thu nho, 1ap 1ai né hing tuan tir giv. (2) Poc hai bao cdo hdu-sy-co clia
AWS (dugc cong bo trén cac trang trang thai cla ho sau cac vi sdp 16n) va nhan dién miu
hinh cla tru c0t nao da that bai. (3) Nhat ky: v4i ThaiTicket, viét ba xung-d0t-tru-c0t ban sé
néu lén cho doanh nghiép, méi cai 1a mOt Iita chon mOt cau (“Ching ta c6 thé c6 X hodc Y &
ngan sach nay — chQn cai nao?”).

Milestone — két thiic Giai doan 2: budi review gid 14p: mOt Al tao ra mOt kién tric day 16i
cho m@t startup cho vay tric tuyén Thai; ban phdi tao ra cac phat hién viét ra trén ca sau tru
c0t, bao gom it nhat: mdt khodng trong d0 tin cdy (c0 sG dit liéu single-AZ cla hg), mOt
khodng trong bdo mat (IAM qua rOng), mOt khodng tréng chi phi (moi tht on-demand), mot
khodng trong van hanh (khéng c6 IaC), va culc tro chuyén RTO/RPO ho chura tlrng c6 — moi
phat hién dugc dién dat nhit mdt cau hdi ma mdt dong nghiép c6 thé nghe ma khong nhin
maét. Khi danh sach phat hién clia ban dQc 1én giong mot dong nghi€p senior tin tinh hon Ia
mOt kiém toan vién, Giai doan 2 hoan tat.

GIAI POAN 3 — DANH MUC MAU HINH (Tuan 15-20)

Kién tric s khong phat minh; ho Iwa chon. Giai doan nay la danh muc cac kién trtc chudn
cla ban — vGi mdi cai: no 14 gi, khi nao dung, khi nao khéng, va ho so chi phi/dd phic tap
cla no. Cac cOt “khi nao khong” 12 trong tai thire sy cla giai doan: khoa hoc nio ciing noéi
dwgc cho ban microservices la gi; biét khi nao chiing sé danh sdp mot cong ty mai la th ban
duogc tra tién. Trong khi hoc, hay tiép tuc duyét cac kién tric tham chiéu thuc té tai
https://aws.amazon.com/architecture/ — nhan di€én mau hinh ngoai t\ nhién la bai tap
khién danh muc dinh Iai.

Module 8 (Tuan 15-17): Cac mau hinh &rng dung

Monolith vs. microservices — cuQc cii va 6n 2o nhat clla nganh, dwg'c phan x& mot
cach binh than. M§t monolith (kh6i nguyén) 1 m0t ng dung trién khai duy nhat chita



moi tinh ning; microservices chia hé théng thanh nhiéu dich vu nho, trién khai d0c 1ap, méi
cai s& hitu dit liéu clia minh, n6i chuyén qua API va sy kién. Bang trung thirc:

KHONG dung Chi phi/d0
Méu hinh N6 la gi Dung khi khi phtrc tap
Monolith MOt &ng dung, D0dinhd, sdn Nhiéu d6i chdn DO phic tap
moOt lan trién phdmnon tré,  lin nhau; cac thap, chi phi
khai, m0tc0'sd ranh giéi mién  phin cAn m& thap; m& rong
dir liéu chuwaro —tc  rOng rat khac xa hon mre
la, da s6 caché nhau thoi trang thira
thong m&i nhdn — “nham
chan” 1a mOt
tinh nang
Microservices Nhiéu dich vu Nhiéu d0i can P0inhd (“m0t DO phitctap
nho, dwoec nhip phat hanh  distributed cao: moi 101 goi
build, trién khai  ddc 14p; mic monolith 1 mdt ham trd thanh
vamérong d6c md rOng khac monolith dwge  mOt 10i goi
lap nhau dit doi cOng thém cac  mang c6 thé
theo t'ng phan; s c6 mang”); hdng; can
ranh gi6i mién  mién con dang CI/CD,
da dugc chitng  dich chuyén observability,

minh, On dinh

on-call truéng
thanh

Phan quyét clla kién tric sut: bat dAu bing monolith, mé-dun héa bén trong; tach dich vu
ra kKhi — va chi khi — m@t con dau vé m& rOng d0i ngii hodc m& rong tai thire sy
xuat hién. N6i diéu nay trong phong van, kém ly do, danh dau ban 1a senior; gido diéu theo
bat ky hudng nao danh dau ban 1a junior.

Event-driven architecture (kién tric hwd'ng sw ki€n) — queue va topic, nhirng bo
giam xoc. Thay vi cac thanh phan goi nhau va cho’ doi (dong bd), cac thanh phan cong bo
event (su kién — “OrderPlaced”) vao mOt queue (hang dgi — SQS — mOt consumer lay méi
thong diép, theo nhip cla riéng n6) hodc mot topic (SNS — moi subscriber nhdn mdt ban
sao; fan-out). Bén san xuat khong biét va khong quan tim ai dang nghe. Dung khi: cac thanh

phan nén séng sét qua s ¢d clla nhau (queue gilt théng diép trong khi mOt consumer sdp —
su bén bi va sy tach roi trong mot 1an mua); tdi ting vot (queue hap thu con sot; cac worker
rit can né déu ddn); mOt sy kién kich hoat nhiéu phan ng (don hang dugc dat — trir tién,
email, ton kho, phan tich — bon subscriber, khong chut rang budc nao). KHONG dung khi:
ngudi dung can cau trd 10i ngay bay gi0’ (checkout khong thé xac nhén “réi sé c6”); hodc ddi
nho va mot 107 goi déng bO don gidn 1a ¢ — mai queue thém nglt nghia giao nhan (at-least-
once nghia la cac consumer phdi idempotent — an toan khi chay hai 1an), x¥ ly dead-letter,
va mOt ganh ndng giam sat. Chi phi/dd phtic tap: cac thanh phan ré, g& 16i dit hon — cau
chuyén clla mot request gi0 day rdi rac qua cac dich vu va queue, d6 1a ly do observability
(Module 7) tir day ngurng la tuy chon.

Three-tier: da 1a clla ban (Module 3). Dung cho: ddi gitta rOng 16n clia cac ing dung web —
no6 la mau hinh ma cac miu khac dugc do theo. Khong dung cho: cac workload tang vot dit d0i



v0i nhitng quing triing nhan réi (serverless ré hon) hodc cac sdn phdm da-d0i thue sy
khoOng 16 (xem @ trén). Ho s0: dugc hiéu ré & mQi noi, dé tuyén ngwoi, chi phi trung binh.

Serverless-first: ghép cac manh dwgc quan Iy — API Gateway — cac Lambda function —
DynamoDB, S3 va cac queue — khong s hitu server nao cd. Dung khi: Ittu Iwgng tang vot
hodc thap (scale-to-zero nghia la chi phi nhan r6i ~0), d0i nhd, ra thi tritd'ng nhanh, chat keo
huwdng sy kién. KHONG dung khi: compute chay dai hodc chuyén biét (gidi han runtime), cac
duwong di siéu nhay d0 tré (cold start), tai 6n dinh khong 16 (gi4 theo-méi-1an-goi cé thé vurgt
server dat trtGc — héy lam phép tinh & quy mo), hodc khi tinh di d0ng gitta cac cloud 1a mOt
yéu cau thuc sy (day 1a mic lock-in sdu nhéat trong mQi mau hinh — thwong dang gia, nhung
phdi noi ra thanh tiéng). Ho s0: ganh ndng van hanh thap nhat trong danh muc; chi phi tuyét
héo & quy moé thap/ting vot, can kiém tra & quy mo On dinh cao.

T virng:

Thuat nglt

Dinh nghia

Monolith / modular monolith

Microservices

Coupling / decoupling

Synchronous / asynchronous

Event / event-driven

Queue (SQS)

Topic / pub-sub (SNS)

Dead-letter queue

Idempotent

Serverless-first

MO0t (rng dung tri€n khai duy nhat véi moi
th\ trong d6 / phién ban ky luat: mOt ban
trién khai, ranh giGi mé-dun ndi b sach sé
— madc dinh t6t nhat cho cac hé thong madi.
Nhiéu dich vu nh0, trién khai d0c 1ap, méi
cai s@ hitu dit liéu riéng. MOt cong cu m&
rOng d0i ngii c6 thu thué hé-thong-phan-tan.
M1rc d0 cac thanh phan phu thudc vao sy
sin sang va chi tiét clla nhau. Kién triic phan
16n 1a nghé thudt mua dung lugng
decoupling.

Goi-va-ch( vs. gli-va-di-tiép. Lita chon nén
tdng trén moi mii tén ban vé.

MOt su that dwgc loan bao cho bat ky ai
lang nghe (“OrderPlaced”) / mOt kién truc
x4y ti nhitng 101 loan bao nhu vay.

MOt hang thong diép; méi cai dugc mot
consumer lay theo nhip clia né. BO gidm xdc
va b0 tach roi.

MOt kénh phat song; moi subscriber nhan
moi théng di€p. Cong cu fan-out.

N0i cac thong diép that bai x1¥ Iy nhiéu 1an
dwgc dé riéng cho con ngwoi — lwdi an
toan clla mau hinh.

An toan khi x1¥ ly hai 14n vGi cting két qua —
bét bubc vGi consumer, vi queue cé thé giao
mOt thong di€p nhiéu hon mot lan.

Ghép cac manh dwgc quan ly, scale-to-zero
(function, co' s& dit liéu dwge quan ly,



Thuat ngl Dinh nghia
queue) thay vi chay server.

Lock-in Su phu thuOc vao cac dich vu d0c quyén cla
mOt nha cung cap, dinh gia bing chi phi
chuyén d0i. Khong phai mot t0i 16i — mot
thudt nglt kinh té can can nhéc cong khai
(Giai doan 4).

Bai tap: (1) Thiét ké ludng ddt hang clia ThaiTicket hai 1An — ba tAng dong b0, roi hwdng su
kién v&i SQS/SNS — va viét mOt doan van vé viéc moi phién ban lam gi trong mot s c6 cla
nha cung cap thanh toan; doan vén do la toan bQ 14p ludn cho events. (2) VGi bon cong ty
(startup 3 ngudi, scale-up 50 kj sit, mOt ngan hang, mOt ng dung binh chon truyén hinh
dung 4 dém/nim), chon mOt mau hinh va bdo vé n6 — rdi néu tén ct hich sé khién méi cong
ty d0i mau hinh. (3) Tim mdt cau chuyén blog ki thuat thute té “chiing t6i chuyén sang
microservices va héi hdn” va mdt cau chuyén thanh cong; ghi nhat ky di€ém khac biét (gan
nhur luén 1a kich ¢@ di va d0 chin clia mién).

Milestone: vGi mOt ban mo ta cong ty, ban c6 thé dé xuat mOt mau hinh kém 16i thodt ctia né
— “bat dau & day; khi X xay ra, tién hoa sang Y” — trong nam phut. Cac 10 trinh tién hoa,
khong phdi cac bdn an, mdi 1a cach kién tric sit thite si¥ néi chuyén.

Module 9 (Tuan 18-20): Cac mau hinh di liéu, toan cau va hybrid

Kién trac dit li€u — lake vs. warehouse. Cac c0 s@ dit li€u giao dich (Giai doan 1) vdn hanh
doanh nghiép; mang phan tich muén ddt cdu hdi véi né ma khoéng 1am né chim di. Mot data
warehouse (kho dit li€u — Redshift, Snowflake, BigQuery) Iwu dit li€u cd cdu triic, da lam
sdch, t6i wu cho phan tich SQL nhanh — dung khi cac cau hoi da biét trude va cac dashboard
phdi nhanh; tén hon méi TB, cAn kY ludt mo6 hinh hoéa tit dau. MOt data lake (ho dit liéu —
S3 + catalog + cac engine truy vin nhu Athena) Iwu moi thit, thé, ré — log, clickstream, hinh
dnh — va 4p ciu truc luc doc; dung khi ban muén gitt moi th\¥ ngay bay gi0' va quyét dinh cau
héi sau; nhirng khéng dwgc quan tri thi né suy bién thanh tro dua clla nganh, cai data
swamp (dam lay dit liéu). Sy dong thudn hién dai 1a cd hai, xép 16p (“lakehouse”): si that
tho trong lake, cac mart tuy€n chon trong warehouse, ditgc nuéi bdi cac pipeline ETL/ELT.
Cac quy tic cla kién tric si: mang phan tich khéng bao gi® truy van co s dit liéu production
(replica hodc pipeline nudi no), va méi b dit liéu c6 mot chli s& hitu, mdt muc catalog, va
mOt chinh sach Iitu gitt — dong quan tri d6 13 mdt cau trong ban thiét ké clla ban va 1a mot
nim dau kh6 néu ban bo sét.

Multi-region: active-passive vs. active-active. Khi m0t region 1a khéng du — vi doanh
nghiép doi h6i DR trirde cac thdm hoa cap region, hodc ngwdi dung trai dai cac chau luc —
ban chon:

KHONG dung Chi phi/d0
Mau hinh Noéla gi Dung khi khi phtc tap
Active-passive MOt region RTO/RPO do Chua ai ky 1,1x-1,7x chi phi
phuc vy; mot doanh nghiép RTO/RPO bién  theo dd 4m cla
region standby  tuyén b bién minh cho khodn standby; d0




KHONG dung Chi phi/d0

Mau hinh No¢ la gi Dung khi khi phtc tap
gilt dit lifusao  minh chond; sw chi (nhu ciu phtrc tap vira —
chép, tt “chi tuan thld doi hdi trung thitcclla  yéu ciu chi
backup” (lanh) mOt cAuchuyén das6congtyla  mang la failover
dén “ban sao DR multi-AZ t6t + ma ban thute sy
thu nho dang backup xuyén dién tdp, néu
chay” (dm), region) khong standby
dugc thang cap chi 14 sdn khau
khi c6 thdm hoa

Active-active Hairegiontrd@  CoO s& nguoi Ginnhwtatcd  2x+ chiphi, d0
1én phuc vu dung toan cau nhlrng ngwoi phtrc tap cao
dong thoi; muén dO tré n0i conlai —xung  nhat khdéa hoc
nguwoi dung dia; RTO gan- dot ghi xuyén nay; can cac kho
dwgc dinh khéng thye sy region 1a mOt dit liéu giai
tuyén dén noi bat bubc (mang trong nhitng bai quyét xung d6t
gan nhat; dr ludi thanh toan, todn thirc sw va cac d0i senior
liéu sao chép hai giao dich tai khé cla nganh
chiéu chinh, SaaS16n) may tinh

Cau néi cap-phOng-van: “Multi-AZ is table stakes; multi-region is a business case.” (Multi-AZ la
diéu ki€n t6i thi€u; multi-region la mOt bai toan kinh doanh.) Hay dé doanh nghiép tuyén bo
RTO/RPO, dinh gia cac phuong an, va dé cac con sb Iira chon.

Hybrid cloud. M0t phan on-prem, mOt phan cloud, n6i bang VPN hodc Direct Connect — vGi
da s6 doanh nghiép lau d01i, khong phdi mOt miu hinh ma 14 mot thu'c tai kéo dai cd thdp ky:
nhitng mainframe khong thé di d¥i, cac hé théng nha may bi tréi bdi do tré, dit liéu bi quin
ché ghim tai chd, va mOt cudc migration (Giai doan 4) dang di ngang qua. Dung nhu: mOt cay
cau c6 chi dich véi mOt hwdng di chuyén. KHONG chap nhén: “hybrid” nhu mOt uyén ngit
cho “chuing t6i chwa bao gi®' quyét dinh.” Ghi chu thiét ké: danh tinh phdi dwg'c hgp nhat
tridc tién (mot 1an ding nhap xuyén ca hai thé gidi — thl¥ ma cac JD doanh nghiép muén néi
béng “hybrid identity integration”); néu dich danh hé théng nao 1a ngudn sy that; canh chirng
chi phi egress-qua-dwong-truyén; va du liéu rang dwdng mang sé la mOt SPOF trut khi dugc
nhéan déi. P phite tap: hai co ngoi vGi dl th¥ clla méi bén — 1y do trung thure khién kién
tric sut thic ddy thu nhé phia on-prem moOt cach déu dan.

T virng:
Thuat ngl Dinh nghia
OLTP / OLAP X ly giao dich (nhiéu lwgt doc/ghi nhd va
nhanh — vn hanh doanh nghiép) vs. x Iy
phan tich (nhitng luQt quét khOng 16 —
nghién ctu doanh nghiép). Hay tach chung.
Data warehouse Kho Iuttu tri¥ ¢6 cau truc, dugc tuyén chon,

t6i Uu cho phan tich SQL nhanh (Redshift,
Snowflake, BigQuery).



Thuat ngl Dinh nghia

Data lake / data swamp Kho ré chtta moi thi¥, thé, cau tric héa lac
doc (S3 + Athena) / phién ban khéng duwgc
qudn tri, noi dit liéu dén dé bi that lac.

ETL / ELT Céc pipeline chuyén dit liéu tir hé théng
nguodn vao lake/warehouse (Extract,
Transform, Load — th tu thay doi).

Data governance / catalog / retention Quy tac vé quyén s& hitu, tai liéu va vong d0i
cho méi bd dit li€u — mOt cau thiét ké tiét
kiém mot nim dau kho.

Replication (sync / async) Sao chép dit liéu lién tuc sang mOt co s& dit
liéu hodc region khac — nhéat-quan-tie-thi-
nhwng-giGi-han-khodng-cach vs. hoi-tré-
nhung-di-bat-ci-dau. DJ tré async 1a noi
RPO sinh ra.

Active-passive / failover drill DR bing region standby / bu0i dién tap theo
lich chtrng minh n6 hoat ddng. M0t failover
chua dién tap 1a mOt niém hy vong.

Active-active Nhiéu region phuc vu cung lic vGi sao chép
hai chiéu. Manh mé; thyte sy kho; thuwOng
khong can thiét.

Write conflict Hai region thay d6i ciing m6t dit liéu cung

luc — 1y do ky thuat khién active-active la
lanh dia chuyén gia.

Hybrid cloud / hybrid identity On-prem + cloud n6i thanh mot co' ngoi /
mOt 1an dang nhdp xuyén ca hai — th dau
tién phai hop nhat.

Direct Connect DulOng truyén vat ly riéng n6i trung tam dit

liéu vdi cloud — cudng ron cla hybrid, nhan
do6i néu no6 quan trong.

Bai tdp: (1) ThaiTicket viton ra khu vire: thiét ké cudc mé rOng sang Singapore hai lan —
active-passive (Bangkok la primary) va active-active — v&i b0i s6 chi phi va RTO/RPO cho moi
cai; viét ban khuyén nghi mOt trang va ra mot quyét dinh. (2) MOt nha ban 1é ¢6 15 nim di
liéu ban hang trong mdt co s& dit liéu SQL production va mudn “phan tich sin sang cho AI”;
phac hoa thiét ké lake + warehouse va viét ba cau quan tri. (3) Nhdn dién méu hinh: chon ba
kién tric tham chiéu tU https://aws.amazon.com/architecture/ va néu tén moi méu hinh
danh myc c6 mat trong moi cai.

Milestone — két thuc Giai doan 3: man th thach danh muc: mdt AI dwa ban sau kich ban
don dap; véi méi cai ban néu tén mau hinh, 1y do, 10i cdnh bao khi-KHONG, va ho so chi
phi/d0 phitc tap — duGi nam phit méi cai. Chinh cudc trao d0i nay, G chinh toc dd nay, 1a
mOt phan ba gitta clia mOt budi phdng van kién tric st thyre thu.




GIAI DOAN 4 — MIGRATION VA THE GIGI THU'C (Tuin 21-26)

Thiét ké greenfield 1a phan thi€u s6 clia cong viéc. Pa s6 kién tric dién ra trong cac cong ty da
ton tai sin — vGi nhitng phong server, phan mém c6 xta ma doanh nghiép phu thudc vio,
cac hQp dong, va luat phap. Giai doan nay la thé gidi d6, va 1a noi “lead migration and
modernization initiatives” (din dat cic sang kién migration va hi€n dai héa) — mot gach dau
dong trong gan nhw mQi JD chung t6i nghién cttu — dwgc day.

Module 10 (Tuan 21-23): Migration — dua mot cong ty I1én cloud

7 chit R — von tir chung cla moi cudc troé chuyén migration. VGi méi workload trong co

ngoi, ban chon mot:

Cong stc / thanh
R Y nghia Khi nao qua
Retire Tatnodi —thwcra  MOic0O ngoico 10- Khong dang ké / tiét
chang ai dung 20% loai nay; tim kiém tuc thi — chit
chung truGc tién R t6t nhat
Retain Délaion-prem, tam Cac hé théng bitréi  Khoéng / hodn chi phi

Rehost (“lift and
shift”)

Relocate

Repurchase (“drop
and shop”)

Replatform (“lift,
tinker, shift”)

Refactor / re-
architect

thoi

Chuyén lén VM cloud
nguyén trang

Chuyén & tang
hypervisor (vidu
ham d0i VMware
sang VMware-on-
cloud)

Thay thé bang SaaS

Nang cap nho trong
lac chuyén — co's@
dit liéu ty quan —
RDS, Ung dung —
container

Viét l1ai cho cloud-
native (cac mau hinh
Giai doan 3)

bGi dd tré, bi ghim
b&i tuan thu, hodc
sap hét doi

Téc d0 quan trong,
Utng dung On dinh,
k¥ ning con mOng

Cac c0 ngoi do hoa
16n vGi mOt deadline

Cac Ung dung khong
tao khac biét —
email, HR, CRM
Khodng gitta thire
dung: 1¢i ich that,
rUi ro c6 giGi han

Cac hé thong 16i tao
khac biét ma gidi
han clia chung lam
doanh nghiép dau

— mOt 10i “chua
phadi luc” trung thire

Thap / thoat nhanh
khéi trung tam dit
liéu, nhung chua cd
may 101 ich cloud —
mOt bude dau,
khong phdi dich dén
Thap / ct chuyén
hang loat nhanh
nhat; mot diém
dirng chan

Thap-vlta / ca hang
muc roi khéi co
ngoi clla ban

Vita / chit R chu Iuc
cla da so cac cudc
migration

Cao / thanh qua cao
nhat — danh n6 cho
s6 it workload xUng
dang



Phwong phap migration: assess — mobilize — migrate (danh gia — chuln bi — di tra).
Assess: kiém ké moi th¥ (cong cu kham pha cOng vGi nganh khdo c6 cla viée hdi con
nguoi), va chAm di€ém méi workload theo gi4 tri kinh doanh va dd khé migration — dau ra:
mOt ban ki€m ké ng dung v4i mot chit R méi hang, va moOt business case (TCO clia viéc &
lai vs. chuyén di; hay trung thitc ring héa don tdng lén trong giai doan chong Ian khi ca hai
c0 ngoi cung chay — lanh dao khong dwgc cAnh bao vé cai bong bong migration sé tr& thanh
lanh dao hlly migration gitta chirng). Mobilize: xay landing zone — nén mong cloud duge
quan tri, dng sin triedc khi workload dau tién ha canh: ciu tric da tai khodn (tai khodn
riéng cho méi méi trixdng va ddi, d€ ban kinh sat thwwong gitt dwge nho), danh tinh va logging
tap trung, hub mang (cac VPC hub-and-spoke, duwOng Direct Connect vé on-prem), va
guardrails — céc chinh sach ti d9ng khién con dwdng an ton, o tag, tudn thu trd thanh
méc dinh (AWS Control Tower 1a bd kh&i dau dwgc quan ly). Cac JD néi “design the landing
zone every workload inherits” (thiét ké landing zone ma moi workload thita hwéng) — chinh
13 cai nay. BO qua n6 d€ “c1¥ bit d¢au migrate di” 1a tai tao cai trung tam dit liéu bira bOn trong
cloud vi chi phi cao hon; d6 1a chit ky kinh dién clia migration that bai. Migrate theo do't
(wave): nhom cac workload thanh tirng dg't vai cai, xép dé-tritGe: Pt 1¢6y chon rui ro thap
(hoc bd may & noi sai 1am con ré), cac dQt sau dwra nhitng vién ngoc quy di vGi cac cude
cutover da tap dugt, moéi do't 6 mot ké hoach rollback va mot giai doan hypercare — thoi
ky canh chirng tAng citd'ng. VGi méi cti chuyén co s@ dit liéu, hai cAu hdi quan trong chinh Ia
cac con s6 clla Module 4 tra hinh: cu0c cutover dwgc phép mat bao nhiéu downtime (RTO) —
va sao chép lién tuc véi mdt ci chuyén ngin ton tai cho trid'ng hg'p cau trd 101 1a “gan nhu
khong.”

T vieng:

Thuat ngit Dinh nghia

7 Rs Retire, retain, rehost, relocate, repurchase,
replatform, refactor — thitc do'n migration
theo trng workload. (Ban ciing sé nghe “6
Rs” — danh sach cti hon khéng c6 relocate.)

Discovery / application inventory Tim ra cai gi thyc sit dang chay (céng cu +
phong van) / danh sach két qud, mOt hang
moi workload, vdi chl s& hitu, cac phu
thudc, va chit R clia né.

Dependency mapping Vé s0 do cai gi ndi chuyén v0i cai gi — ly do

cac workload di tri theo nhém, va cac cudc
migration thiéu né that bai ngay ngay dau.

Business case / migration bubble Lap luln TCO &-lai-vs-chuyén-di / cai buGu
chi phi tam tho1i khi ca hai c0 ngoi ciing
chay. Canh bio vé n6 hodc bi né phuc kich.

Landing zone Nén mong cloud dugc quan tri, dung sin —
tai khodn, danh tinh, mang, logging,
guardrail — ma moi workload thita hwGng.
Xay tru'd'c migration.

Multi-account strategy Cac tai khodn cloud riéng cho mé&i méi



Thuat ngl Dinh nghia
triong/doi, d€ héa don truy dwgc trach
nhi€m va ban kinh sat thwong dugc khoanh
vung.

Guardrail MOt chinh sach ty dOng ngéan chan hodc gan
0 cac hanh dOng khong tuén thll — quan
tri bing may moc, khong phai bing cong

van.

Control Tower Dich vu dwgc quan ly clia AWS dé dung
mOt landing zone da tai khodn vdi cac
guardrail.

Wave plan Lich migration theo cdc nh6m nhd, dé-trudc,
cac phu thudc di cung nhau.

Cutover / rollback / hypercare Khodnh khic chuyén sang bdn sao cloud /
ct hoan tac da tdp dugt / clra sO ho trg ting
cuOng sau do.

Bai tip: (1) CuOc migration trén gidy: mOt Al tao ra ban ki€m ké mOt cong ty hu cau 40 server
(ban sé gdp lai n6 & Capstone 2); gan mOt chit R cho méi hang va bdo vé muwoi quyét dinh kho
nhét. (2) Phac hoa mOt landing zone: so do tai khodn, ludng danh tinh, mang hub-and-spoke,
nam guardrail ban sé cuGng ché tI ngay dau. (3) Viét 10i cAnh bao “migration bubble” hai
doan vin cho mdt CFO — luyén bao-tin-xau-sG'm la bai thé duc tim mach cda kién tric su.

Milestone: vGi mOt ban ki€ém ké ~20 workload kém mé td, ban tao ra mOt bang R-méi-
workload bao vé dwgc, mOt ké hoach ba dg't kém Iy do, va mOt ban phac landing zone —
trong mOt 1an ngoi.

Module 11 (Tuan 24-26): Cac rang budc — luat phap, hé thong cii, va lock-in

Data residency va ludt riéng tw nhw cac dau vao Kién truc. Cac luit dit liéu ca nhan —
PDPA clia Thai Lan, GDPR cla chiau Au, va ho hang clia chiing trén toan thé gi¢i — chia sé
mOt hinh dang ma kién tric sit phai thudc long: dit liéu c4 nhan cAn mdt c0’ s& hg'p phap
(thwdng 14 s dong y); cac ca nhan c6 quyén (truy cap, sita chita, xéa b0 — thiét ké clia ban
phdi tim dwoc va xéa durg’e dit liéu clia mOt nguroi, diéu rat khé néu ban da rdi né qua cac
ban sao khong dwgc qudn tri); cac vu ro ri mang nghia vy théng bao trong 72 gi® (hé thong
logging clia ban phdi cho phép k€ lai cau chuyén trong th0i gian ngan hon); va cac quy tic
chuy€n xuyén bién gidi rang budc noi dit liéu duwgc phép sdng vé mat vat Iy — d6 1a mOt
rang budc chon region, mOt rang budc thiét ké sao chép (ban sao phan tich & Singapore kia c6
thé 1a mOt su kién phap 1y), va mOt Iy do cac region trong nuGe ton tai. Phitong phap clia kién
tric su, theo thi¥ ty: phan loai dit liu (ci gi 1a cA nhan?), vé ban do cac hanh trinh clia né
(mOoi kho, mQi ban sao, mQi bién gidi bi bang qua — nhitng dong chay khéng ai vé 12 n0i cac
vi pham sinh séng), roi thiét ké cac bién phap ki€ém soat: cac region tuan thu residency, ma
hoa, lich Iwtu gitt, va mOt dwdng xéa thire sw cham dén ky hét han cla cac ban backup. Hay
noi “data protection by design” (bdo vé dit liéu ngay tU thiét ké) — d6 1a cum ti ca hai lut
dung, va né ding nghia den 1a chitc danh clia ban trong mOt cau.



Tich hgp hé thong cii (legacy). Hé thong hoa don trén mainframe sé khong di d0i trong
niam nay, va ng dung cloud béng bay phdi néi chuyén véi né. Cac mau hinh: mOt anti-
corruption layer (10p chéng nhiém ban) — mot dich vu phién dich gitta md&i va cii, d€ cac
hinh dang dit liéu ky qudc clia hé thong cii khong ro ri vao va lam hdng thiét ké mdi clia ban;
strangler fig (cay da bop nghet) — dinh tuyén Iutu lwgng qua mot mat tién, roi boc tng
chitc niing khéi hé thong cii titng cai mot cho dén khi, nhidéu nim sau, né cé thé dugc tit di
(dat tén theo lodi da dan dan bao trum ciy chU; no thang cac cudc viét lai big-bang, th( that
bai vdi ty 1€ huyén thoai); cac cAu batch va voi s¢ kién cho dit liéu phdi chay gitta hai thé
gidi; va sy ton trong vat ly d0 tré clia cac 10i goi cloud-dén-on-prem ldm 10i (Direct Connect
gitip ich; t6t hon nita, thiét ké d€ loai swt 1am 107 d6 ra). Quy tic: khoanh viing hé théng ci,
dirng nhiém né — méi thanh phan mdi nén dwgc xay nhut thé hé thong cii d bién mat roi.

Kinh té hoc vendor lock-in. M&i dich vil dugic quan ly tién 1¢i 1am sdu thém cudc hén nhin
cla ban vGi mOt nha cung cap; tinh di d0ng (cac 16p tritu twgng da-cloud, tW-quan-moi-thi¥)
12 mOt Iwa chon that c6 gia that bang d phite tap va téc d0 bi tit bd. Khong cai nao 1a t0i 16
— ché d0 that bai khong phdi 1a chon lock-in, ma 1a khong nhdn ra. Cong cu clla kién tric su
1a mOt wdc tinh chi phi thoat dwgc viét vao ban thiét ké: “Dung DynamoDB tiét kiém ~2 nim-
kij-sut ngay bay gi0; chuy€n d0i vé sau = mdt cudc viét 1ai 6 thang clia ting dit liéu — ching
ta chap nhan diéu nay, va day 1a ranh gidi interface sé thu nhd cuc viét 1ai.” Ba cu, dinh gia
trung thute, quyét dinh dwgc ghi lai (cac ADR cla Giai doan 5) — d6 1a quan 1y lock-in trwéng
thanh. Multi-cloud nhit mot chién lu'g’c (chay cung mot workload di dOng trén hai cloud)
thudng 1a cau trd 101 dat nhat c6 thé va dwg'c mua bdi chinh xac nhitng t0 chitc ma quy mé
hodc co quan quan Iy clia ho doi hdi né; multi-cloud nhie mot thite té (cac workload khac
nhau trén cac cloud khac nhau do lich s& hodc do d§ phu hg'p) 1a cudc séng binh thurd'ng.

T vieng:
Thuat ngit Dinh nghia
PDPA / GDPR Ludt bdo vé dit liéu ca nhan clla Thai Lan va

chau Au — cap khudén miu cho cac rang
buOc ludt-riéng-tu trén toan thé gioi.

Data protection by design Xay cac bién phap ki€m soat riéng tu vao
kién tric ngay tif ban phéac dau tién — cum
tt phap ly va bon phén clia kién tric su.

Lawful basis / consent SU bién minh phap Iy bat budc cho viéc x&
ly dit liéu ca nhén.

Right to erasure Quyén clla mOt ca nhan dugc x6a dit liéu
cla minh — diéu ma thiét ké clia ban phdi
lam cho khd thi.

Data flow mapping Vé s0' d6 moi kho, ban sao va 1an bing-qua-

bién-gidi cla mOt hang muc dit liéu. Noi
cac dong chdy chwra dwgec vé, cac vi pham
sinh song.

Cross-border transfer Dit liéu ca nhan roi khoi dat nwde — bi
qudn ché; bién thiét ké sao chép thanh mot
cau hoi phap ly.



Thuat ngl Dinh nghia

Anti-corruption layer MOt thanh phén phién dich gilt cho cac thoi
tat clla hé thong ci khong ro ri vao mot thiét
ké mOi.

Strangler fig Hién dai héa bing cach dinh tuyén qua mot

madt tién va thay thé hé théng cii ttng manh
cho dén khi c6 thé tat no.

Big-bang rewrite Thay thé mQt hé thong cung m0t lic, cutover
trong mOt ngay. Ty 1€ that bai huyén thoai;
strangler fig ton tai vi no.

Exit cost / switching cost Chi phi dwgc dinh gia thuc té cla viéc roi
mOt nha cung cap hay dich vu — con s6 bién
lock-in t noi s¢ thanh kinh té hoc.

Multi-cloud (chién lwgc vs. thitc té) Chu dich chay di dOng trén nhiéu cloud (dat,
hiém khi dugc bién minh) vs. don gidn 1a c6
cac workload trén vai cloud (binh thuOng).

Bai tdp: (1) Vé ban do dong dit liéu khach hang cla ThaiTicket: mQi kho, mQi ban sao (dirng
quén log, backup, pipeline phan tich, cac ban xuat clia d0i ho trg), moi bién gidi; roi viét
duwong x6a. CAm nhan cach tam ban do tim ra nhitng van dé ma so do che giau. (2) Thiét ké ké
hoach strangler-fig cho mdt hé théng tén kho on-prem 20 nim tudi, néu tén ba 1an béc dau
tién. (3) Viét doan van lock-in ki€éu DynamoDB (1¢i ich bay gi0, chi phi thoat vé sau, chap nhan
hay gidm nhe) cho ba dich vu ban sé thite sit dung.

Milestone — Kkét thic Giai doan 4: man th\¥ thach rang buQc: m0t dé bai thiét ké cai du ca
ba (“cong ty bdo hi€ém Thai, dit li€u khach hang, hé théng hgp dong trén mainframe, hdi dong
qudn tri lo 1ing vé sy phu thudc AWS”) — ban tao ra mdt hwéng tiép cAn mOt trang cham
dén residency, tich hQp va lock-in, méi cai v&i mOt mau hinh dwgc néu tén va mot chi phi
trung thite. Khi cac rang bu0c 1am ban phan khich hon ca greenfield — vi rang buQc 14 noi
kién truc st kiém nhiéu hon nhirng ngu0i-vé-so-dé — Giai doan 4 hoan tat.

GIAI DOAN 5 — NGHE CUA KIEN TRUC SU’ (Thang 7-12)

Moi th\¥ dén gi®' lam cho ban c6 kha néng thiét ké. Giai doan nay lam cho ban c¢6 kha ning
lam viéc nhi mot kién triic st — cac tai liéu, budi review, bai thuyét trinh va bing chitng ma
vai tro nay thite st dwgc cau thanh tr o, cOng vdi cac chitng chi dwa ban qua clta HR, va ba
capstone tr® thanh portfolio clia ban.

Module 12 (Thang 7-8): Cac san pham ban giao — ADR, bd so d6, va diéu hanh
review

Architecture Decision Records (ADR — ho s0 quyét dinh Kién tric). MOt ADR 1a mOt tai
liéu mOt trang ghi lai mOt quyét dinh quan trong: chung ta da chon gi, da khong chon gi, va vi



sao — duQc viét ngay khi quyét dinh dug’c duwa ra, dugc danh so, va dwge gilt trong repository
cla dy 4n mai mai. Vi sao cac JD goi tén ching: hai nim nita, ai d6 sé hdi “trdi a vi sao cai nay
lai 1a DynamoDB?” va ADR trd 10i trong ba mu0i gidy — vdi bdi canh, cac rang bulc, va
nhitng phirong an thay thé da duwgc cAn nhic trung thie. Cac d0i c6 ADR khong x 1ai vu 4n
nao; cac d0i khong c6 thi cai vong quanh hing ndm. Mau — hoc thuQc no:

# ADR-014: Use DynamoDB for the session store

Status: Accepted Date: 2026-08-13

Context: What situation forced a decision? (Load, constraints,
deadlines — the facts.)

Decision: What we chose, in one sentence, active voice: "We will.."

Options considered: 2-3 real alternatives, each with honest pros/cons
— including the one you rejected reluctantly.

Consequences: What becomes easier; what becomes harder; the risks we
accept; the exit cost.

Viét mOt ADR cho méi quyét dinh quan trong trong moi capstone. M@t portfolio phOng van
ch(ta cac ADR that 1 th{t hiém hoi va hiéu qua dén tan khoc.

B0 s0' A6 — mOt hé thong, ba mi¥c thu phéng. Tai liéu kién tric thire thu la mot b) (md
hinh C4 da pho bién héa ky ludt nay): context diagram (so' d6 bi cAnh) — hé théng 1a mot
chiéc hOp, v&i ngwoi dung va cac hé thong bén ngoai né cham tGi; goc nhin cho lanh
dao/ngudi mai, va la cai ban sé trinh bay cho ban diéu hanh. Container diagram (so' do6
container) — phéng to: cic manh dang chay chinh (web app, API, c0 s& dit liéu, queue, cache)
va cach ching néi chuyén; goc nhin ky thudt hang ngay, dai khai 1a cac ban vé Giai doan 1-3
clia ban. Deployment diagram (so d6 tri€n khai) — tat ca chay & dau vé mat vat ly: region,
cac AZ, VPC, subnet, cac nhém scaling; goc nhin cho review, bdo mat va van hanh. MOt hé
thong, ba khan gid, ba s0' dd — dugc gilt cip nhat, c6 ngay thang, trong hé théng quan ly
phién ban canh cac ADR. M0t s0 d6 khong tim dwgc hodc khong tin dwgc 14 mOt so’ do khong
ton tai.

Piéu hanh modt budi Well-Architected review. Ban da biét sau tru cOt (Giai doan 2); day 1a
ban than cudc hop. Trwwde: chon workload va pham vi, cAp nhat bd so' d6, moi nhitng nguwoi
v@n hanh th d6 (khong chi nhitng ngudi thiét ké né), va dat tong giong — day 1a mot budi
ki€m tra sttc khde vi 10i ich clia ddi, khong phdi mdt cudc ki€m toan cho hd so clia ai. Trong
(ntra ngay): di qua cac tru cOt véi cac b0 cau hoi cla framework (AWS cong bé ching, kém
mOt Well-Architected Tool mién phi trong console cau truc hoa toan b bai tap —
https://docs.aws.amazon.com /wellarchitected /latest /framework /welcome.html); v&i m6i cau
trd 104, ghi 1ai phat hién, va xép wtu tién ngay khi di — mot nhtim véan dé rui ro cao, khong phai
mOt trim 101 bat bé. Tong giong dat cau hoi clia ban chinh 13 budi review: “help me
understand what happens when the payment provider times out” (gitip t6i hi€u diéu gi xay ra
khi nha cung cap thanh toan hét gi®’ ch®) m& nhiitng canh cfa ma “you don’'t handle
timeouts?” (cac anh khong x1¥ ly timeout 4?) dong sdp. Sau: mOt ban bao cdo ngin — cac phat
hién hang dau, méi cai v&i ri ro, cong sitc va mOt khuyén nghi — va cac hang muc cdi thién
dap xudng backlog that clia ddi vdi nguwroi phu trach, néu khong budi review chi 1a san khau.
Thyc hanh: chay m6t budi review day d0 trén chinh thiét ké Capstone 1 clia ban; tim ra
khuyét diém cta chinh minh mOt cach cé cau tric I k§ ning lai-kép-nhanh-nhat trong khoa
hoc nay.



Bai tap: (1) Viét bu ADR cho ndm quyét dinh 16n trong cac thiét ké nhat ky Giai doan 2-3 cla
ban — ban sé tim thay it nhat mOt cai minh khong con bién minh dugc, va dé chinh la bai
hoc. (2) Tao bd ba-s0-d6 day dd cho ThaiTicket. (3) Chay budi review gid 14p & trén, tao ban
béo céo phat hién mOt trang.

Milestone: mdt ngudi la (hodc mdt Al déng vai) cé thé cam lay tap ho so ThaiTicket clia ban
— ba s0' d6 + nam ADR — va trd 10i dung “day 1a gi, n6 chay thé nao, va vi sao n6 dugc xay
nhu vAy?” ma khong c6 ban trong phong. Tap hé so d6 chinh la sn pham ban giao clia nghé
kién truc su.

Module 13 (Thang 8-9): Nghé con ngudi — thuyét trinh, dinh gia, déi mat phan
bac, va cd van

Thuyét trinh cho lanh dao vs. ky st — mot thiét ké, hai ngén ngir. Linh dao mua két
qud; k§ s mua c0 ché. V§i lanh dao: m@ dau bing quyét dinh va con s6 (“Thiét ké nay dap
ng muc tiéu mOt triéu khach hang & mc B1,90 méi don, va day la hai quyét dinh téi can tlr
cac vi”); mot slide, s0’ do context, cac rli ro déng khung nhut rii ro kinh doanh (doanh thu,
tuan thi, danh tiéng), va dirng bao gi®’ n6i “Kubernetes” khi “nén tdng” 1a . Chudn bi cho ba
cau hdi lanh dao luén hoi: cdi nay tén bao nhiéu, cdi gi cé thé hdng, vi sao khéng chon phitong
dn ré hon? V&i kj su: m& dau bing bai toan va cac rang budc tri‘de gidi phap (ky sit cdm
duwoc bai todn sé chap nhén gidi phap; ki su bi trao mOt bdn 4n sé siin khuyét diém theo
nguyen tic), cho xem sO' dé container va deployment, t minh néu tén cac danh doi va nhitng
phurong an bi loai (uy tin dén tt nhitng gi ban thira nhn), va chita chd that dé thay doi thiét
ké — cac cau héi trong phong 1a review mién phi. Théi quen kién tric suf té nhat 1a mQt b
slide cho cd hai khan gid; thoi quen t6t nhat 1 viét ban tom tat cho lanh dao triede tién, vi néu
thiét ké khong song sot qua s¥ nén xudéng nam cau, né chura hoan thanh.

U'dc tinh chi phi cho m§t ban dé xuat. Phuwong phap: phan ra thiét ké thanh ~10 thanh
phan mang chi phi; dinh gi4 tlrng cai & mtc tdi ky vong trong pricing calculator; viét cac gia
dinh ctia ban ra giy (request/ngay, ting trudng dit liéu, egress — cac gid dinh chinh l1a ban
wGc tinh; khi ching thay d0i, con sé di chuyén theo v&i m0t Iwong tAm trong sach); ap chién
luge dat triwde cho cac phan On dinh; thém cac kich ban ting tritdng (hém nay, 2x, 10x —
lanh dao nh@ con s6 10x); va trinh bay dwdi dang mOt khodng kém cdc déng lu'c
(“B55-70k/thang, chU yéu do egress — day 1a can gat”), khong bao gi® 14 mot con s6 don
chinh-x4c-gid-tao. Bao gdm ca migration bubble néu cé. Udc tinh thap di d€ duge phé duyét
1a t0i kinh dién cta kién tric su non tay; di 4n sé nh0.

Po6i mat phdn bac. Ban sé bi ép vé chi phi (“dat qua” — quay vé tam gi4c: “ching ta c6 thé cit
B30k bing cach chap nhan single-AZ — déy la phép toan vé su ¢d; quyén quyét dinh 14 clia
anh, va t6i sé ghi 1ai” — lam cho sy danh d6i twdng minh va duwgc ghi lqi bién da sé phdn bac
thanh hodc si dong thudn hodc m6t rii ro dwgc chap nhan c6 hi€u biét, ca hai déu 6n); vé
khau vi (“ky su thich mot stack khac” — steel-man n6 thanh tiéng, roi dwa né vé tiéu chi,
khong phdi s& thich: d§ khGp NFR, ky ning d0i, hé sinh thai, chi phi thoat — va khi thyte sy
sit sao, hay d€ s@ thich cla ki s thite thi thang, mua dwgc sy cam két vOi gia ré); va vé
quyén uy (“ban cla CTO bao diung X” — dlrng bao gi® dau y kién bang y kién; hdi xin cac tiéu
chi, chay X qua ciing mdt cudc danh gia cong khai nhit moi thit khac, d€ ma trén trd 10i mot
cach lich sy). Va khi ban sai — ban sé thiét ké thlr gi d6 that bai; kién tric su nao cling vay —
nude di 1a post-mortem khéng d6 16i ap 1én chinh minh, céng khai, v&i ADR dwgc cap nhét.



Khong gi xay uy tin thdp-ky nhanh hon; khéng gi pha hlly né nhanh hon viéc bdo vé m0t xac
chét.

C6 van ky sw. Cum tU trong JD 1a “mentor the engineers who build against your standards”
(cd van cac ki su xay theo chudn mte clia ban), va cac hinh thite thyre té 1a: gio tiép chuyén
design review (mOt canh clta thuwO'ng trirc, dé su dan dit dién ra truwde code, khong phai
sau); review thiét ké ctia hg mot cach ti té — ciu hoi truwde phan quyét, va ludn kem cai vi
sao dang sau chudn muyre (mOt guardrail dwgc gidi thich chiéu m6 mdt déng minh; mot
guardrail bi ap ddt chiéu md mdt dudng vong); Wy quyén cac quyét dinh that kem lwdi an
toan (“ban s& hitu thiét ké cache; day la cac rang buQc; toi sé review, va toi sé dling sau quyét
dinh clia ban”); va day cong khai — méi ADR, méi bdn viét review, méi bubi brown-bag
nhan ban 1én virgt qua so6 gid clia chinh ban. Sy that nghé nghiép thang thirng: mot kién tric
su thién tai don dQc sé cham tran; mQt kién tric su da nu6i nam kj st thanh dong nghiép
biét thiét ké sé diéu hanh ca nghiép vu.

Bai tdp: (1) Thuyét trinh ThaiTicket hai 1An — ban 5 phut cho ldnh dao va ban 20 pht cho ki
thudt — ghi 4m c4 hai, va nghe xem biét ng{t c6 ro ri vao ban dau khong. (2) Tao ban dé xuat
chi phi viét day d0 (gid dinh, khodng, dOng Iy, kich ban 2x/10x). (3) San khau phan bac véi
mOt Al: ba hiép — don tin cong chi phi tit mOt CFO, s@ thich stack tIf mdt ki su senior, man
quyén uy ban-clla-CTO — ghi nhat ky cai gi hiéu qua. (4) Review thiét ké clla mOt junior (mdt
Al c6 thé tao mOt ban day 16i) bing van ban, cAu-hoi-tride, va d€ Al cham diém tong giong
cla ban.

Milestone: trdn dau kép: trinh bay ban pitch cho linh dao va séng sét qua hai mwoi phut héi-
dap hon hgp thu-dich-nhwng-cong-bing (hdi dong Al: mdt CFO, mOt ki sut hoai nghi) ma
khong lan biét ngilt, khong phong thi, va khéng mdt danh d0i nao chra dwge viét ra.

Module 14 (Thang 9-12): Chirng chi va ba capstone

L0 trinh chi¥ng chi, v@i cac mdc thoi gian trung thiwe. Chirng chi khong lam ban thanh
kién tric s — mu0i ba module tritée d6 mdi lam — nhung ching mang lai cho ban cac budi
phdng van, va viéc 6n thi cho ching khéc cac dich vu clia nha cung cap vao ngén tay ban. Bic
thang, & nhip m0t-gi0-mdi-ngay: AWS Certified Solutions Architect - Associate (SAA-C03)
— 2-3thdng; chitng chi kién tric s dugc yéu cau nhiéu nhat trong cac tin tuyén dung, va
sau Giai doan 1-3, phan 16n no sé c6 cdm giac nhw 6n 1ai kém tén dich vu gin vao; thi no
truGce. AWS Certified Solutions Architect - Professional (SAP-C02) — 4-8 thdng sau
Associate; dia trén tinh hudng, thu'c su kho, va la dong résumé manh nhat trong linh vigc nay;
phan migration va multi-account cUa Giai doan 4 14 mdt ni¥a gi4o trinh clia nd. Azure AZ-305
(Azure Solutions Architect Expert) — thém vao néu thi tri'Ong clla ban ndng vé Microsoft
(da so6 thi trwdng doanh nghiép it nhat la song ngit); du tru 2-3 thdng vGi kién thitc AWS
chuy€n giao duwgc vGi chiét khau 16n (bat dau tai
https://learn.microsoft.com/en-us/credentials/certifications/azure-solutions-architect/).
TOGAF Foundation — tity chQn, 2-4 tudn; mOt s6 doanh nghiép 16n doi hdi n6; né chitng
nhan phwong phdp kién tric doanh nghiép va von tif chlt khong phdi kj ning cloud. Trinh ti
cho khéa hQc nay: 6n SAA song song v&i Thang 7-8, thi vao ~Thang 8; sau d6 hodc SA Pro (con
dudng ky thudt sdu) hodc AZ-305 (con dwong chiéu rOng) dén hét Thang 12, v4i SA Pro hoan
thanh vao Thang 14-16 theo nhip trung thye.



Ba capstone. Mdi c4i 14 mdt tp ho so hoan chinh, cap portfolio: b0 s0' d6 ba mitc, 5+ ADR,
wGc tinh chi phi kém gid dinh, va mOt bu6i Well-Architected review tu-diéu-hanh kém cac
phat hién. Danh 3-4 tuan cho méi cai. Ba sdn phdm nay, cOng vOi nhat ky cla ban, chinh la
bing chitng phdng van clia ban cho “end-to-end solution design” (thiét ké gidi phap dau-cudi).

Capstone 1 — greenfield: mQt nén tang thwong mai di€n t& Thai cho 1 triéu ngwoi
dung. Dé bai: marketplace, 1 triéu ngudi dung dang ky, 50k dong thoi ¢ dinh flash-sale, tu
tién di dOng, tich hgp thanh toan ki€u PromptPay, tuan thu PDPA, kha dung 99,9%, tiét kiém
ngan sach ki€u vong hat giéng. Phai bao gdom: Iira chon mau hinh kém 10 trinh tién héa, chién
lwgc caching, cuc tro chuyén RTO/RPO viét dudi dang hdi thoai, wGc tinh unit economics,
ban d6 dong dit liéu cho dit liéu ca nhan.

Capstone 2 — brownfield: di trid mQt cong ty on-prem 40 server. Dé bai: mQt cong ty
logistics Thai; 40 server (ERP trén Oracle, Wng dung quan ly kho 12 nim tudi, cac file share, AD,
cac ng dung phong ban linh tinh — tao bdn ki€m ké day dd voi mOt Al va dong biang né);
hQp dong thué trung tam dit liéu hét han sau 14 thang; h0i dong quan tri mudn thoat ra. Phai
bao gom: bang ki€m ké 7-R day d1, ké hoach ba dgt vdi ly do vé phu thudc, thiét ké landing
zone, dong thoi gian chi phi migration-bubble, va ban ghi nh& cho CFO.

Capstone 3 — bai khé: DR multi-region cho m@t fintech. Dé bai: mdt cong ty thanh toan bi
qudn ché & mitc RTO < 15 phiit / RPO = 0 cho s0 ci, vGi cac rang budc data-residency vé di
liéu khach hang va mOt cudc kiém tra failover hing nim c6 c0 quan quan Iy chitng kién. Phi
bao gom: phan tich active-passive vs. active-active kém chi phi, thiét ké sao chép kém ban do
residency, runbook failover, va ké hoach dién tap.

Thang tw danh gia (4p cho méi capstone, mQt cach trung thire, trong nhét ky ctia ban):

5 — Tuy€n nguwoi

Chiéu 1— Chwa dugc 3 — Virng nay
Yéu cau Nhdy thing vao gidi NFR dugc néu va Tam giac danh doi
phap truy dugc dén cac duoc dinh vi, cac
Iyra chon thiét ké xung dOt duwgc néu

1én cho “doanh
nghiép”, cac quyét

dinh duQec trich xuat
Chat lugng thiétké  SPOF con sdt; mau Maéu hinh dung, Lap ludn khi-KHONG
hinh 1éch pha multi-AZ, cichdng  dugc thé hién; 10
héc duge x@t ly trinh tién héa; thiét
ké don gidn nhat
dap Ung yéu cau
Sau tru cOt Cactru cOt bibd qua MB>i tru cOt dwge x¥  Budi review ty-diéu-
ly thay dugc hanh tim ra khuyét
diém that — va thiét
ké duge stita dé dap
lai
Chi phi Khong c6 con sb Udc tinh titng hang ~ Khodng kém d0Ong

mulc, gid dinh dwge  Iwe, unit economics,



5 — Tuy€n nguoi
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moi khan gia lanh daovachoky  song sot; phdn bac
su duogc trd 10i trude

bang vin ban

Cham moi chiéu 4+ trén ca ba capstone — slta cho dén khi dat — va ban da hoan thanh khoéa
hoc.

Mu @i cdu hoi phdng van kién truc su (kém cau tra 16 manh)

Luyén nhitng cAu nay thanh tiéng; sltc manh nim & cdu triic clla mdi cau trd 101, th¥ gio' day
ban da s& hitu.

1. “Design a URL shortener / ticketing site / photo app for a million users.” (Thiét ké
mOt trinh rut gon URL / trang ban vé / Wng dung anh cho mot triéu ngwoi dung.)
Khuén hinh manh: yéu cau triedc tién, thanh tiéng (“Poc ap ddo ghi? Muc tiéu khad dung?
Ngan sach?”) — dinh vi trén tam gidc — b0 khung ba ting hodc serverless-first vGi multi-AZ,
cache, CDN — tif néu tén cac danh d6i khong can ai nhic — két thic bang bac d0 16n chi phi
va 10 trinh tién héa 10x. Nguoi phong van cham dédu nhitng cdau héi ban hdi, khong phai
nhitng chiéc hOp ban vé.

2. “When would you choose NoSQL over a relational database?” (Khi nao ban chon
NoSQL thay vi c0 s& dit liéu quan hé?) “Téi méc dinh SQL — cac bdo ddm vé tinh dung dan
va k§ nang pho quat — cho dén khi m6t ly do dwgc néu dich danh 1an at: m& rng ngang citc
dai, schema linh hoat, hodc truy cép key-value & mi¥c mili gidy mOt chit s6. Khi d6 t6i chon
huong vi NoSQL kh&p véi mau truy clp, va toi viét ADR bao gom cd nhitng gi ching ta tlr b:
cac phép join, va mOt phan nglt nghia nhat quan.”

3. “Explain RTO and RPO, and how they drive design.” (Giai thich RTO va RPO, va cach
ching dan dat thiét ké.) Pinh nghia cd hai mot cach sic gon — “chiing 1a cac quyét dinh
kinh doanh vGi bang gi4 ting theo cAp s6 nhan” — béc thang: backup hing dém — sao chép
lién tuc — standby A&m — active-active, vGi chi phi ting & mdi nac — “viéc clia t6i 1a 1am cho
doanh nghiép chon mdt cach c6 hi€u biét, roi thiét ké chinh xac theo con s6 — va dién tip no,
vi mOt failover chira ki€ém ching 1a mOt niém hy vong.”

4. “Monolith or microservices?” (Monolith hay microservices?) Phan quyét clia Module 8,
nguyeén van: bit ddu bing modular-monolith; tich ra khi con dau m& rOng d0i ngii hodc m&



rOng tai thie sy xuat hién; microservices 1a mOt cong cu m& rdng ddi ngii c6 thu thué hé-
thong-phan-tan. Diém cOng cho cau “I'd rather run a good monolith than a bad distributed
system” (T6i tha vAn hanh m&t monolith t6t con hon mOt hé théng phan tan toi).

5. “How do you handle a large cloud bill / cost optimization?” (Ban xt ly m0t héa don
cloud 16n / tdi wu chi phi nhw thé nao?) “Su hitu hinh trudc tién — tagging va showback;
roi vy gat theo th ty cong stc: giét tai nguyén chét, rightsize tir s6 do, phan bac lvu trl, 1ap
lich ngti cho non-prod, rdi dat trirde phan nén 6n dinh. Va toi bao co unit economics, khong
phdi tOng s6 — mOt héa don ting v&i chi-phi-mbi-don gidm 1a thanh cong, khéng phdi van
de.”

6. “How would you migrate a legacy on-prem application?” (Ban sé di tra m0t *ng
dung on-prem cii nhw thé nao?) “Panh gia tritde khi chuyén — ki€m ké, cac phu thudc, va
mOt chit R moi workload tir 7 chit R; xay landing zone trudc dgt mOt; cac dgt dé-trude voi
nhitng cudc cutover da tdp dwgt va ké hoach rollback; va v&i co sd dit liéu ngoc quy, cutover
dra trén sao chép dwgc do theo mic downtime doanh nghiép da ky. Thém nita: 10i cAnh bao
migration-bubble trung thyc ngay titr dau.”

7. “How do you secure a cloud architecture?” (Ban bdo mit mot kién tric cloud nhw
thé nao?) Di qua cac 10p: danh tinh (least privilege, MFA, khong dung root hing ngay) —
mang (private subnet, phan doan, bé mét tin céng toi thi€u) — dit liéu (ma hoéa khi luu
trit/khi truyén, phan loai, residency) — phat hién (nhét ky ki€ém toan, cdnh bao) — “va ngay
tl thiét ké, khong gan thém sau — bién phap bdo mat ré nhat 14 quyét dinh kién tric g& bd
hoan toan rii ro, nhut khéng bao gi®' cham vao dit liéu thé tho.”

8. “Tell me about a design decision you got wrong.” (Ké cho t6i vé mdt quyét dinh thiét
ké ban da sai.) Ho dang ki€m tra cai t6i, khong phdi lich s. Khuon hinh: vi du that (ti
capstone) — ban da tin gi — thytc té da no6i gi — ban post-mortem, ADR duQc cdp nhat, miu
hinh ban gi® luén ki€ém tra. MOt kién tric si khong dwa ra dwgc cau trd 101 nay la mot kién
trac su chua tng duQc review.

9. “How do you explain a complex technical decision to a non-technical executive?”
(Ban gidi thich mdt quyét dinh ky thudt phitc tap cho mot lanh dao khong chuyén ky
thudt nhw thé nao?) “Quyét dinh va con s6 kinh doanh tritdc, co ché chi khi duwgc héi; so' do
context, khong phdi container; rli ro theo ngon ngit doanh-thu-tuan-thu-danh-tiéng; va téi
mang theo hai quyét dinh t6i can tlt ho, viét dwdi dang cac Iya chon kém bang gia — lanh
dao quyét dinh gitta cic phirong 4n; ho khong phé duyét nhitng diéu bi 4n.”

10. “An engineer strongly disagrees with your design. What do you do?” (M0t ky sw
phan d6i manh mé thiét ké cia ban. Ban 1am gi?) “Trudc tién toi steel-man ho thanh
tiéng — ho c6 thé ding, va cudc review lam thay d6i thiét ké cla t6i 1a cudc review dang hoat
dOng. Néu thuc sy sit sao, tiéu chi quyét dinh (d0 khGp NFR, kj ndng d0i, chi phi thoat),
khong phdi tham nién — va t6i d€ s& thich clia nguwdi thire thi thang khi hoa, vi si cam két 1a
mon hoi G cai gia dé. Du thé ndo, quyét dinh va phwtong an bi loai déu vao ADR, dé ching t6i
khong bao gi0 cai 1ai lan hai.”




Giao trinh moét trang

Bang chiing bén
Khi nao Module Trong tAm ngoai
Tudn 1-2 1 On cloud; tam giac Design Journal khé&i
danh d0i; NFR dOng
Tuén 3-4 2 Compute/lutu trit/cO0 —
s@ dif liéu/mang
dudi dang quyét
dinh
Tuan 5-6 3 Doc &vésgdo; tréoi  COt moc bang trang
chdy 3-tier 15 phut
Tuén 7-8 4 DO tin cay: multi-AZ, —
auto-scaling,
RTO/RPO
Tuan 9-10 5 Bdo mat: least —
privilege, zero trust,
phan doan
Tuén 11-12 6 Hi€u nang & chi phi:  Thiét ké dugc dinh
caching, CDN, dat gia trong calculator
trwde, unit
economics
Tuan 13-14 7 VAn hanh xuatsic & Buli review sau-tru-
bén vitng; bai luyén  cOt gid 1ap
sau tru cOt
Tuén 15-17 8 Mau hinh: —
monolith/microservi
ces, hudng su kién,
serverless
Tuan 18-20 9 Mau hinh: data Man th® thach danh
lake /warehouse, muc
multi-region, hybrid
Tuén 21-23 10 Migration: 7chtR, = CuQc migration trén
cac dot, landing zone  gidy
Tuin 24-26 1 Rang budc: Man th® thach rang
PDPA/GDPR, hé bulc
thong ci, kinh té hoc
lock-in
Thang 7-8 12 ADR, b0 s0' do, diétu  Tap ho so
hanh Well- ThaiTicket; thi SAA-
Architected review C03 (6n 2-3 thang)
Thang 8-9 13 Thuyét trinh, dinh Tran dau kép dugc
gia dé xuét, phan ghi am



Béng chirng bén
Khi nao Module Trong tam ngoai

bac, c6 van
Thang 9-12 14 Capstone 1-3 Portfolio hoan tat; SA
Pro (4-8 thang)
hoac AZ-305 dang
tién hanh

LOi két tir ngwd'i thay clia ban. Sau hai mwoi sau tuan, ban c6 thé thiét ké; sau mudi hai
thang, ban c6 thé hanh nghé — c6 mOt sit khac biét, va d6 la sit khac biét ma khéa hoc nay
duwgc xay dé khép lai. Nhitng théi quen gi®’ day chinh 1a sy nghiép: vé tritdc khi tranh lun,
viét ADR ngay ngay ban quyét dinh, dinh gia nhitng gi ban dé xuat, goi tén sy danh do6i trude
khi ai kip héi, va nuéi 16n nhitng ki sit quanh ban cho dén khi chudn muc clia ban séng lau
hon sy hién dién clia ban trong phong. Kién truc 1a nghé ky thuat hiém hoi tr@ nén tét hon
khi ban gia di cting no, vi nguyén li€u tho clia né 1a phan doan, va phan doan sinh 1ai kép. Hay
tiép tuc cudn nhat ky. Bon mwoi ban thiét ké nita, ban sé khong can khéa hoc nay — ban sé
dang sita lai no.

Nguon tham khao

Cac ban mo ta cong viéc va dinh nghia vai tro dung cho bang anh xa yéu cau (thu thap thang 8
nam 2026): miu KORE1 Cloud Architect job description template - ban 4 Corner Resources
Cloud Architect job description - Solution Architect responsibilities in the Azure Well-
Architected Framework cla Microsoft - tin tuy@n Pre-Sales Solutions Architect - AWS cla
Arpio - tin tuy€n Solution Architect - Enterprise (qua Built In) cta Intel - tin tuyén Cloud
Domain Architect cia Halliburton. Udc tinh thoi gian 6n ch(tng chi: khdo sat thi gian hoc
SAA-CO3 clla CBT Nuggets va hirdng dan 6n SAP-C02 clla Whizlabs; dinh nghia chitng chi tlr
Microsoft Learn (AZ-305) va AWS Well-Architected Framework. MOt tip sach dong hanh cla
The Cloud Leader Course trong b0 B4LCILC.

CAC BAI HOC MG1 — AN BAN THANG 8 NAM 2026

Vao thdng 8 ndm 2026, cdc bai hoc mdi dd dug'e bo sung vao ba khéa hoc tlwong tdc tqi
b4lcilc.org — khéa Cloud Leader (Ldnh dao Cloud), Cloud Engineer (Ky sut Cloud) va Cloud
Architect (Kién tric s Cloud). Phan phu luc nay c@p nhdt dn bdn doc cho theo kip, v0i nhitng
bdn c6 dong trung thanh ctia tai liéu mdi dé, cung mot giong vdn vdi phan con Iqi ctia cudn
sdach nay.

Doi 10i vé thit ban dang cam trén tay. Nhitng trang nay la dn bdn doc: cdc y tidng, cdc phép an
du, va nhitng cdu vin ddng néi thanh tiéng. Phién bdn twong tdc day du trén mang mang theo
nhiéu hon ddang ké — méi bai hoc mdi déu di kem cdc bai quiz kiém tra mitc do hiéu tritde khi
cho ban di tiép, cdc bai thu'ec hanh hands-on (bao gom mot terminal luyén tdp hoat dong y nhwt
terminal thdt nhitng khong thé tén tién), video, bai luyén tit vieng, va — vdi phan tai liéu


https://docs.aws.amazon.com/wellarchitected/latest/framework/welcome.html
https://learn.microsoft.com/en-us/credentials/certifications/azure-solutions-architect/
https://www.whizlabs.com/blog/how-to-prepare-sap-c02-after-aws-associate/
https://www.cbtnuggets.com/how-long-to-study/saa-c03
https://www.cbtnuggets.com/how-long-to-study/saa-c03
https://careers.halliburton.com/job/houston/cloud-domain-architect/543/92732431872
https://careers.halliburton.com/job/houston/cloud-domain-architect/543/92732431872
https://builtin.com/job/solution-architect-enterprise/7191659
https://himalayas.app/companies/arpio/jobs/pre-sales-solutions-architect-aws
https://learn.microsoft.com/en-us/azure/well-architected/architect-role/fundamentals
https://learn.microsoft.com/en-us/azure/well-architected/architect-role/fundamentals
https://www.4cornerresources.com/job-descriptions/cloud-architect/
https://www.4cornerresources.com/job-descriptions/cloud-architect/
https://www.kore1.com/cloud-architect-job-description-template/

capstone — cdc bai tdp thiét ké c6 hudng ddn kém danh sdch kiém tra yéu cau va ddp dn mdu
dwor gidi chi tiét. Hay doc nhitng bdn cé dong nay dé ndm du'g'c hinh hai clia titng y titdng
trong dau; roi khi cé diéu kién, hdy ngoi lam phién bdn twtong tdc dé kién thitc bam ré.

Cdc phan b0 sung chia thanh ba nhém. Cho khéa Cloud Leader: m{t phan gidGi thiéu nhe
nhang vé terminal, ludit riéng tW clla chinh Thdi Lan, c@m nang danh cho nguwdi lanh dao vé cdc
de xuat Al va héa don AL va m{t bai tdp capstone gom toan by khéa hoc vao mQt trang gidy.
Cho khéa Cloud Engineer: dién todn serverless — mdu hinh bién nhitng script v@n hanh nho
thanh cdc function ch@y ma gan nhit khong tén déng nao. Cho khéa Cloud Architect: phép tinh
s6 hoc ctia cdc 107 hita vé dO sdn sang, mdu hinh Retrieval-Augmented Generation ma khdch
hang gio' day hoi dén hdng tudan, va mot bai tdp tinh chi phi tron ven — dinh gid mot bdn thiét
ké truedc khi bat ky ai xdy no.

Cho khéa Cloud Architect

Phép sd hoc cia nhirng con s6 9 — SLA, SLO va ngan sach 16i

PO sin sang dwgc bao gia bing nhirng con s6 9, va viéc dau tién mdt kién tric sw lam
vGi mdt con s6 9 1a quy d0i né ra phut — bdi phut 1a thit doanh nghiép cdm nhén duoc.
MOt thang 30 ngay chita 43.200 phut:

Thoi gian ngirng hoat dOng cho phép

D0 sén sang moi thang
99,9% (“ba s69”) khodng 43 phut
99,99% (“bbn s69”) khodng 4,3 phut
99,999% (“nam s69”) khodng 26 gidy

Nim s6 9 — con s6 ma cac 1anh dao cap cao thich néi thanh tiéng — nim ngoai tAm vFi clia
moi quy trinh khéi phuc do con ngrdi vin hanh; viéc chuyén d6i du phong (failover) phai 1a
tw dOng, néu khong 107 hita chi 1a hu cAu. M6i con s6 9 thém vao tén khodng gap mudi 1an
cong ste ki thudt; quy d6i ra phat chinh 13 cach ban khién mdt bén lién quan Itta chon trong
su hi€u biét.

Ba tir viét tit ganh ca cudc tro chuyén. Mot Service-Level Indicator (SLI — chi s6 mirc
dich vu) 1a mOt phép do. MOt Service-Level Objective (SLO — muc tiéu m¥c dich vu) 14
chi tiéu ndi b dat trén phép do d6. MOt Service-Level Agreement (SLA — théa thudn
mi¥c dich vu) 14 bdn hgp dong d6i ngoai, co tién gin vao mdi 1an 18 hen. Ky lut & day: SLO
lu6n nghiém ngét hon SLA — ban nhim vao phia trong lin ranh ma ban dwgc tra tién dé gitt
— va SLI do cai ngurdi dung trdi nghiém: mot server dang bat nhung tra vé 16i thi da sdp theo
mOi nghia dang keé.

Ngan sach 16i (error budget) bién SLO thanh thi& van hanh dwg'c: khodng cach gilra su
hoan hdo va muc tiéu, dugc déi xtt nhit mOt ngudn lue d€ chi tiéu. MOt SLO 99,9% cap cho
ban 43 phat hdng héc méi thang; cac dgt trién khai va th nghiém chi tiéu tir d6; khi né can,
ca d6i ngling ra tinh nang md&i va tp trung vao d0 tin cdy — cham d&t cuQc tranh cii lau doi
nhat clla nganh phan mém, ra hang hay 6n dinh, bing cach thay y kién biing phép sb hoc.



Gi0 dén cai bay: d0 sin sang nhan 1én dgc theo m0t chudi. Ba dich vu n6i tiép nhau, méi
cai trung thie & mitc 99,9%, hop 1ai thanh 0,999 x 0,999 x 0,999 = 99,7% — chltng 130 phut
moi thang, gap ba 1an con s6 ma bat ky dich vu don 1€ nao thita nhan. Sy du thira
(redundancy) hoat d0ng theo chiéu nguQc lai: hai instance ddc 1ap cung & mc 99,9% chay
song song chi ciing hdng 0,1% x 0,1% thdi gian — d6 14 Iy do multi-zone dang dong tién dén
vay. Cau néi 6 dang cap phOng van: ban khong thé hita nhiéu d sin sang hon tich sé clia cdc
phu thudc déng bo ctia minh, v@y nén hodc rit ngdn chuéi, hodc ha thap 10i hita.

Kién truc trong thoi dai Al — RAG va ho hang ctia né

Pén nam 2026, danh muc méiu hinh c6 thém mt muc m@i ma khach hang hoi dén
hing tuan: nd la gi, khi nao né xttng dang v4i chi phi, va khi nao né sé khién ban bé mat. Mot
API M6 hinh Ngon ngi¥ Lo'n (Large Language Model — LLM) — Amazon Bedrock, Azure
OpenAl Service — vé mat kién tric 1a mot phu thuc ddt do, chdm chap va khéng lweu trang
thdi. N6 duwgc do dém theo token — mOt manh tlr chirng bon ky tw. N6 trd 101 trong vai giay,
khong phdi vai mili-giay, khong nh@ gi gitta cac 1an goi, va thinh thodng sai mOt cach day tu
tin — mOt thanh phan vGi nhitng ki€u hdng héc khac thiwdng, x(¥ng dang nhan cing nhitng
timeout, retry, circuit breaker va chuéng bao ngan sach nhut bat ky phu thudc nao, bGi mot
vong 14p goi mat ki€m soat dot tién that theo tlirng gid.

M6 hinh khong biét tai liéu clla ban; cau trd 10i tiéu chudn la Retrieval-Augmented
Generation (RAG — sinh ndi dung c6 truy xuit ting cwo'ng): thay vi day dit liéu clla ban
cho mo hinh, ban tra cttu cac su kién lién quan vao luc dat cau hai. Tai liéu duwgc cat thanh
cac doan (chunk), méi doan dwgc chuyén thanh mt embedding — mOt diy s dinh viy
nghia clia n6 trong khong gian — Iutu trong mOt vector database (co s@ dif liéu vector:
pgvector trén AWS, Al Search trén Azure), n0i trd vé cac doan gan nhat. Nhitng doan d6 dwoc
dan vao prompt: mo hinh khong tra cttu dit li€u clla ban; né dang tém tit cac trich doan ma
ban da di lay vé cho né.

Trén bang tring, RAG 12 hai dwo'ng 6ng: mOt dwo'ng nap (ingestion path) chay truwde tlr
sO'm (tai liéu dugc cit doan, chuyén thanh embedding, Ittu trit) va mdt dwdng truy van
(query path) chay theo ting yéu cadu — hai miu hinh séin c6 trong danh muc, va d6 1a ly do
cac kién tric sit nim duge n6 chi trong mdt budi chiéu.

Cac danh d6i van 1a b0 ba tiéu chulin, dwg'c mai sic thém: chi phi (méi truy van ton tién
thdt — hay cache cac cau 1ap lai, din cac cau hoi dé sang mOt mo hinh ré hon), d0 tré (vai
gidy, khong phdi vai mili-gidy — hay stream cAu trd 10i), va quyén riéng tu (tai liéu clla ban
r0i khoi ranh gidi clia ban; néu vector database phdt 10 ki€m soat truy cdp & cap tai liéu, con
chatbot sé vui vé tom tit bAng lwong cho bat ky ai hdi dén). Hay biét khi nao khéng nén xay
n6: nhiéu yéu cau “chiing t6i cAn mOt chatbot” chi 1a m0t 6 tim kiém kho4c 4o tho1i trang, va
nhitng cau trd 10i chinh x4c, ki€m toan durg'c — cac phép cOng, sé dit, sO cai — la viéc sai chd
cho mdt hé thong chi ding 97% thoi gian. Cau néi & ddng cap phong van: RAG la mot bai todn
tim kiém du'g'c ghim vao mot API tom tit.

Tinh chi phi m6t ban thiét ké truwéc khi bat ky ai xay né

Module Tru cOt Hiéu niang va Chi phi cia khéa hoc gio' day khép lai bing mot bai tip
thiét ké tron ven: wé'c lwgng dwadi ap Iwe. e bai: ban linh dao muén mot ban wdc tinh
chi phi hiing thang cho m0t sdn pham quan ly tai liéu tritdc khi phé duyét viéc xay dirng.



Workload — 200.000 ngu0i dung da dang ky, 40.000 hoat dOng moi ngay, mébi nguoi thue
hién khodng 25 yéu ciu API méi ngay va tdi lén trung binh 2 megabyte tai liéu méi thang, lwu
gilt trong by nam. Ban thiét ké: mOt tAng API c6 can bang tdi trai trén hai zone, mOt co s& di
liéu PostgreSQL managed da zone, kho Iwu trit d6i twgng (object storage), mot dgt xuat 50
gigabyte hing dém cho mOt d6i tac, va cac méi trirOng development va staging riéng biét.
Nhiém vu: m0t bdn wdc tinh hing thang dai mdt trang bing s6 tron, v4i cac gid dinh dwoc
viét ra tritGe khi bat ky con s6 gia nao xuat hién, phan s6 hoc cong suat dugc trinh bay rd
(nguwoi dung — sb yéu cau méi gidy — s6 lwgng instance), va cac kich bAn hém nay / gap 2

lan / gap 10 lan.

Danh sach ki€m tra clia bai tdp day nén ky ludt: dinh gia compute theo ti dinh, khéng phdi
tdi trung binh; dém ca ban standby cla co s& dit li€u; m6 hinh héa Iwu trit nhw sy ting
trrdng qua bay nam vdi cac tng lifecycle; tinh egress thay vi doan n6 — dong chi ma hau hét
cac ban wdc tinh bd quén va ciing 1a dong thuwd'ng xuyén chiém phan 16n nhat; nhd dén cac
NAT (Network Address Translation — bién dich dia chi mang) gateway, cac moi tritO'ng ngoai
production, sao IUu, gidm sat, va géi ho trg; chi ap dung chiét khau cam két cho phan nén on
dinh; va két thiic bing mdt khodng gia kém cac yéu t6 dan dat dwgc néu tén, cing mot phép
kiém tra hgp Iy theo kinh té don vi — chi phi trén méi nguoi dung hoat ddng méi thang. MOt
con s6 don 1€ chinh x4c 14 sai ngay tU ngay né dwoc noi ra.
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