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Khéa hoc Ky su Cloud (The Cloud Engineer Course)
T cho chwa biét gi dén thwe si sin sang di lam v@i vai tro ky sw cloud.
Khéa hoc nay van hanh nhu thé nao

Ban dang rén luyén dé tré thanh mot ki su cloud: ngudi dng server (may chtl) bing code,
gilt cho hé théng song sot lic 3 gio' sang, tir dOng héa nhitng viéc nham chan, va c6 thé nhin
vao mdt hé théng dang hdng roi binh tinh tim ra Iy do vi sao. P6 1a m0t nghé thl cong thu'c
hanh, va khéa hoc nay déi x& véi né ding nhw vay. Ban sé danh nhiéu thdi gian go phim hon
han thoi gian doc — moi module déu co lab (bai thire hanh), va cac lab chinh la khéa hoc. Boc
veé cloud tao ra s nhan biét; xdy dwng trén cloud tao ra mOt sy nghiép.

Khoa hQc gom nim giai doan. Giai doan 0 (Tuan 1-4): Nén tdng — may tinh va mang thic
s hoat dOng ra sao, va Linux, hé diéu hanh ma cloud van hanh trén d6. Giai doan 1 (Tuan 5-
12): Cloud c6t 16i, thre hanh — nim dich vu AWS xuét hién trong mQi ban mé ta cong viéc,
dugc hoc dudi dang cac lab ma ban tw dwng 1én roi thao d§. Giai doan 2 (Tuéin 13-20): Tw
d0ng héa — scripting (viét kich ban 1énh), Git, Terraform, CI/CD va container: nhitng ki
ning phan biét mot ki st v&i mOt ngwrdi chi biét nhap chudt trong console. Giai doan 3
(Tuan 21-28): Van hanh — giam sat, sW c6, bdo mat va chi phi: nhitng kj ning ma ngudi ta
thite sy trd lwong cho ban. Giai doan 4 (Thang 8-12): San sang di lam — ba du 4n
portfolio, ba chtng chi, va luyén phéng van.

Quy téc cho toan khda hoc: hoc 1,5-2 gi® mdi ngay, sdu ngay mai tudn — sy déu dan thiang
s don dap, va day 1a mot nghé hoc bang 1dp 1ai hing ngay, nhu m6t nhac cyu. M6i module két
thtc bing mOt bang T virng (nhitng tit ban phdilam chl), mdt bai luyén Néi thanh
tiéng (nhitng cAu ban 14p lai cho dén khi ching trd nén ty nhién — phong vén xin viéc 1a
noéi, khong phai viét), cac Bai tdp thuc hanh, va mOt Milestone (cOt moc) déng vai tro cOng
ki€m soat tién d0: dlirng di tiép cho dén khi ban lam dwgc né, vi méi giai doan drng trén vai
giai doan trwGc. Ngay ti Tuan 1, hay duy tri mOt Engineering Journal (nhat ky ky thuat):
méi lab, méi théng bao 16i, mdi cach stra, mOt doan van trung thire. Pén Thang 10, cuén nhat
ky d6 tr@ thanh nguyén liéu thé cho portfolio clia ban va nhitng cAu chuyén phdng van cla
ban.

MOt 101 hita d€ dap lai: khéng c6 gi trong khéa hoc nay gid dinh ban da biét tride diéu gi.
Moi thuat nglt déu dugc dinh nghia ngay 1an dau xuét hién. Néu ban biét dung trinh duyét
web va sin long g6 nhitng cau 1énh c6 vé xa la trong hai tudn dau, ban da c6 dG moi diéu kién
tién quyét can thiét.



Ban mé ta cdng viéc ma ban dang rén luyén dé dap ing

Vao thang 8 nam 2026, ching toi thu thdp cac ban mo ta cong viéc Cloud Engineer thire té tir
cac mau tuyén dung va cAm nang tuy€n dung (Arc.dev, Wiz, DevsData, XOPA, Betterteam —
danh sach day du trong phan Ngudn tham khao). BO tén cong ty di thi cing nhitng yéu cau ay
xuat hién ldp di 1dp l1ai. BAng nay 14 bdn hgp dong cla ban v4i khéa hoc — moi gach dau
dong ma nha tuyén dung doi hdi déu anh xa dén giai doan day noé:

Nhitng gi bAn mé ta cong viéc thyre té yéu
ciu (gan nhu nguyén vin)

No1i khoa hoc nay day diéu do

“Knowledge of Linux/Unix operating
systems” (Kién thic vé hé diéu hanh
Linux/Unix)

“Expertise in cloud networking including
VPCs, subnets, load balancers, DNS” (Chuyén
mon vé mang cloud gom VPC, subnet, load
balancer, DNS)

“Demonstrated expertise in core AWS
services, including EC2, S3, RDS, VPC, IAM”
(Chuyén mén duge chirng minh vé cac dich
vy AWS c6t 161, gom EC2, S3, RDS, VPC, IAM)

“Design, develop, and deploy cloud
infrastructure using infrastructure as code
tools such as Terraform, CloudFormation”
(Thiét ké, phat trién va tri€n khai ha ting
cloud bang cac cong cu infrastructure as
code nhu Terraform, CloudFormation)

“Proficiency in scripting languages such as
Python, Bash, PowerShell, or Go” (Thanh
thao cac ngoén nglt scripting nhw Python,
Bash, PowerShell hodc Go)

“Build and maintain CI/CD pipelines using
tools like Jenkins, GitLab CI, or GitHub
Actions” (Xay dwng va duy tri cac pipeline
CI/CD bang cac cong cu nht Jenkins, GitLab
CI hodc GitHub Actions)

“Experience with containerization
technologies including Docker and
Kubernetes” (Kinh nghiém vGi cac cong
nghé container hda gom Docker va
Kubernetes)

“Monitor infrastructure health and
performance using cloud-native monitoring
tools” (Giam sat sttc khde va hiéu ning ha
tang bang cac cong cu giam sat cloud-native)

Giai doan 0, Module 1

Giai doan O Module 2 + Giai doan 1Lab 3

Giai doan 1 (Lab 1-5)

Giai doan 2, Module 7

Giai doan 2, Module 6

Giai doan 2, Module 8

Giai doan 2, Module 8

Giai doan 3, Module 9



Nhitng gi bAn mé ta cong viéc thyre té yéu
ciu (gan nhu nguyén van)

Noi khoa hoc nay day diéu do

“Participate in incident response, including
log analysis”; “troubleshooting and analytical
skills” (Tham gia ng pho sy c6, bao gom
phén tich log; k§ ning x ly sU ¢6 va phan
tich)

“Implement and enforce security controls
including encryption, identity and access
management”; “least-privilege access” (Tri€n
khai va thuc thi cac bién phap kiém soat bdo
mat gom ma hoa, quan ly danh tinh va
quyén truy cap; truy cap ddc quyén to6i
thiéu)

“Manage cloud costs through rightsizing
resources, implementing auto-scaling,
resource tagging” (Quan ly chi phi cloud
théng qua diéu chinh kich ¢& tai nguyén,
trién khai auto-scaling, gan thé tai nguyén)
“Maintaining, testing and implementing
disaster recovery procedures” (Duy tri, kiém
th¥ va trién khai cac quy trinh khéi phuc
tham hoa)

“AWS certifications preferred” (Uu tién c
chitng chi AWS)

“Provide technical guidance and
documentation”; “good communication and
collaboration skills” (Cung cap hwGng dan ki
thudt va tai liéu; kj nang giao tiép va cOng
tac tot)

Giai doan 3, Module 10

Giai doan 1Lab 5 + Giai doan 3 Module 10

Giai doan 3, Module 10

Giai doan 3 + Dy an Portfolio 3

Lich thi cht*ng chi Giai doan 4 (CCP — SAA —
Terraform Associate)

Nhat ky + runbook + luyén phong vén Giai
doan 4

B6i cdnh lwong, d€ ban biét minh dang huwdng tdi diéu gi: lwong ki su cloud tai My tip trung
quanh mi¥c trung vi gan $104.000, vi khodng pho bién $85K-$140K, va cac vi tri AWS
senior/chuyén gia durgc ding tuyén cao hon han mitc dé. Cac vi tri dau vao ton tai dudi
nhiéu tén goi — cloud support associate, junior cloud engineer, cloud operations engineer — va
khoa hQc nay nham ding vao cac yéu cu cla chung.




GIAI DOAN 0 — NEN TANG (Tu3n 1-4)

Module 1 (Tuan 1-2): May tinh hoat dong ra sao, va Linux — ngoén ngir cGia
server

Y twdng 16n: mot server chi 1a mOt chiéc may tinh c6 nhiém vu phuc vu cac may tinh khac.
Chiéc laptop tritéc médt ban va nhitng c¢6 may chay Netflix khac nhau & kich ¢ va d0 tin ciy,
cht khéng khac vé ban chat: ca hai déu 1a mdt CPU (b0 phn lam viéc), memory/RAM (b0
nh& — vung lam viéc ngin han téc dd cao, bi x6a khi khéi ddng lai), disk (0 dia — kho Iwtu
trit dai han chdm hon, séng sét qua cac 1an khéi ddng 1ai), va mOt network card (card mang
— két n6i dén moi th khac), tit ca dugc diéu phdi bdi mOt operating system (0S — hé
diéu hanh). Laptop clia ban c6 1é chay Windows hodc macOS. Server thi 4p ddo chay Linux
— mOt hé diéu hanh mién phi, m4 nguén m&, O6n dinh, tit dOng héa dwgc bing script, va
duoc diéu khién hoan toan bing cac cau 1énh g tay. Phan cudi cing d6 chinh 1a diém mau
chét: ban khéng thé ty dOng héa cac cti nhap chudt, nhirng ban c6 thé ti ddng hoéa cac cau
1énh, va ki thuat cloud chinh la tit d0ng hoa. Vi vy su troi chdy dau tién cla ban 1a terminal
(ct¥a sO dong 1énh).

Terminal, dwQ'c gidi ma. Terminal (hay “shell” — chwong trinh bén trong n6 thwo'ng la
Bash) 13 m0t cudc tro chuyén bang van ban v@i may tinh. Ban g6 mOt cau 1énh; n6 trd 10i. Chi
vay thoi. Ky hi€u $ ban sé thay trong cac vi du la prompt (dau nhac 1énh) — shell dang néi
“dén lugt ban.” Moi th\¥ trong Linux déu la file, cac file song trong mOt cady duy nhat bat dau
tlr goc /, va thi muc ca nhan cla ban 1a /home/yourname (tén goi tit: ~). MOt path (duOng
dan) 1a dia chi clla mOt file trong cAy d6: /home/anna/notes. txt.

Kiém mot Linux d€ luyén tdp (chon mdt, mwdi phut): trén Windows, cai WSL (Windows
Subsystem for Linux — mO0t Ubuntu Linux that sy bén trong Windows:
https://learn.microsoft.com/en-us/windows/wsl/install); trén may Mac, ng dung Terminal
c6 sin dU gan dé bat dau (macOS 1a ho hang clia Unix); hodc dgi dén Tuan 5 khi ban sé thué
mOt server Linux that t* AWS mién phi. WSL 14 cAu trd 10i t6t nhat cho da s6 moi nguwoi.

25 cau 1énh hang dAu — bang nay chinh 14 Tuin 1-2. Hay g6 tirng 1énh madt, nhiéu lan:

Cau lénh N6 lam gi Vidu
pwd Print working directory — pwd
“t6i dang & dau?”
ls Liétké cacfileday (-lchi 1ls -la
tiét dang dai, - a gom ca file
an)
cd Change directory — di cd /var/log
chuyén trong cay thu muc
mkdir Tao mOt directory (thw mkdir projects
muc)
touch Tao moOt file rong touch notes.txt
cp Sao chép mot file (- r cho cp a.txt backup.txt

thu muc)



Cau lénh N6 lam gi Vidu
mv Di chuyén hodc ddi tén mv old.txt new.txt
rm Remove — x6a vinh vién, rm notes.txt
khong co6 thung rac. Hay ton
trong no.
cat In toan b0 ndi dung mot file cat notes.txt
less Doc mOt file dai theo ting less /var/log/syslog
trang (q dé thoat)
head / tail Nhitng dong dau / cudicia tail -f app.log
mOt file. tail -f theo doi
log trute tiép — mot kinh
dién clla dan vAn hanh
grep Tim kiém van bdn theomdt grep "ERROR" app.log
mau — cau lénh vn hanh
dugc dung nhiéu nhat
find Tim file theo tén/kich find / -name "*.conf"
c0'/tudi
echo In vin ban (thudng vao file  echo "hello"
hodc bién)
nano MOt trinh soan thdovin ban nano notes.txt
than thi€n trong terminal
man SO tay hwOng dan cho batky man grep
1énh nao (q dé thoat)
sudo Chay m0t 1énh vGi tw cach sudo apt update
quan tri vién toan quyén
(“root”). MOt cach ton trong.
apt Cai dat/cp nhat phAn mém sudo apt install htop
(ho Ubuntu/Debian)
chmod Thay d6i quyén clla mOt file chmod 644 notes.txt
chown Thay d6i chu s& hitu cia sudo chown anna file
mOt file
ps Liét ké cac process (tién pS aux
trinh) dang chay (ps aux
cho tat ca)
top (hodc htop) Bang diéu khién trite tiép top
clla CPU/b0 nhG/tién trinh
— “vi sao server cham?” bat
dau tir day
df -h/du -sh Dung lwgng dia con trong / df -h

dung lwgng mOt thu muc
chiém — “dia day roi” bat
dau tu day



Cau lénh N6 lam gi Vidu

ssh Ding nhdp vao terminal cla  ssh anna@server-ip
mOt may khac qua mang —
chinh la clta trwdc cla ki sw

cloud

curl Gli mOt yéu cau web tir curl
terminal — “trang web c6 https://example.com
dang chay khong?”

Quyén truy cip (permissions), phién ban 60 giay. Mai file c6 mot chl s& hitu va mot
mode nhW rwxr-xr--: ba bd ba — chl s@ hitu, nhém, moi nguwdi — clla read (dQc), write
(ghi), execute (thuc thi). Theo s6: r=4, w=2, x=1, nén chmod 755 script.sh nghiala “chu
s@ hitu dugc lam moi th¥ (7=4+2+1); nhitng ngwoi khac dwge doc va chay no (5=4+1).” Khi
mOt chirong trinh “khong cé quyén”, d6 1a hé théng dang néi khéng — va gid ban c6 thé doc
dugc ly do vi sao.

SSH, phién ban 60 gidy. ssh m& mot terminal tlf xa an toan trén mdt may khac — t laptop
cla ban vao mdt server & Virginia nhur thé ban dang ngdi ngay tri'Ge né. Thay vi mat khau,
dan chuyén nghiép dung m0t key pair (cdp khoéa): moQt private key (khoa riéng — mot file bi
mat trén laptop clla ban, khong bao gi®' chia s€) va mOt public key (khoa cong khai — duge
dat trén server). Chiing kh&p nhau nhut chia va 6 khéa. Méi server AWS ban kh&i chay trong
Giai doan 1 sé trao cho ban chinh xac th nay.

Process va service: mOt process (tién trinh) la m0t chuwong trinh dang chay; mot service
(dich vy, hay “daemon”) 1a mOt tién trinh chay méi mai & ché d0 nén — web server, c0 s@ dit
liéu. systemctl status nginx héiLinux “dich vu nginx c6 khde khong?” — mOt cau ban
sé g0 mOt cach chuyén nghiép trong nhiéu nam.

TWw vieng:

Thuat ngl Dinh nghia

Server MOt may tinh c¢6 nhiém vu phuc vu cac may
tinh khéc. Trén cloud, 1a mOt chiéc ban thué.

CPU / RAM / disk Ngu0i lam viéc, ving lam vi€c tam th0i toc
dd cao (bi x6a khi kh@i ddng lai), va kho Iwu
trlt vinh vién chdm hon.

Operating system (0S) Phan mém van hanh c6 may va chlta cac
chuong trinh. Server chay Linux.

Linux / distribution Hé diéu hanh server mién phi, ma nguon

m&. MOt “distro” (Ubuntu, Amazon Linux,
Debian) 12 m&t phién ban déng goi clia no.
Terminal / shell / Bash Giao dién vin ban vdi hé diéu hanh /
chwong trinh dién gidi cac 1énh cla ban /
tén cla shell tiéu chudn.
Prompt Ky hiéu $ — shell dang ch® 1énh cla ban.



Thuat ngl

Dinh nghia

Directory / path

Root (hai nghia)

sudo

Permissions (rwx)

Process / service (daemon)

SSH / key pair

Log

Package manager

MOt thw muc / dia chi day da clia mot file
trong cay duy nhat bat dau tu /.

binh cla cay file (/) va ngwdi dung quan tri
toan quyeén. Ngit cAnh cho ban biét 1a nghia
nao.

“Superuser do” — chay m0t 1énh v{i quyén
quan tri.

Quy téc theo tirng file vé ai dugc doc, ghi,
thutc thi — hién thi dwdi dang bd ba cho
chll s hitu/nhém/moi nguwoi.

MOt chuwong trinh dang chay / m0t chwong
trinh chay mai mai & ché dd nén (web
server, c0 sO dit liéu).

Ding nhép tlf xa an toan vao terminal cla
may khac / cap file khda riéng+cong khai
thay thé mat khau.

Mot file vin bdn noi phan mém ghi lai
nhitng gi dd xy ra — noi dau tién ban nhin
vao khi bat ¢ th( gi hdng.

Trinh cai ddt clla hé diéu hanh (apt, yum)
— phan mém bang cau 1énh, khong phai
bang trang tai vé.

Video cho module nay (lién két da ki€m ching):

Video Kénh Thoi lwgng Lién két

Linux Operating freeCodeCamp ~2 gi0 https://

System — Crash www.youtube.com/

Course for Beginners watch?
v=R0OjZyl1WbCIA

WSL install guide (tai Microsoft Learn — https://

liéu tham khdo,
khong phdi video)

learn.microsoft.com/
en-us/windows/
wsl/install

N6i thanh tiéng cho dén khi tw nhién: “Let me SSH in and check the logs.” (D& t6i SSH vao
va kiém tra log.) - “Grep the log for the error, then tail -f it while we retry.” (Grep log d€ tim 16i,
roi tail -f n6 trong khi ching ta thit 1ai.) - “It’s a permissions problem — who owns the file and
what’s the mode?” (Pay 1a van dé quyén truy cAp — ai s@ hitu file va mode 1a gi?) - “Check top
— is it CPU, memory, or disk?” (Kiém tra top — la CPU, b nh@, hay dia?)

Bai tdp: (1) Trong terminal Linux cla ban, ditng mdt cdy di 4n nhd bing mkdir va touch,
sao chép va di chuyén vai thi¥, roi xéa né — vira lam vira thudt lai tirng cau 1énh thanh tiéng.
(2) Tao hello.sh chitaecho "hello from $(whoami)",lam cho né thye thi dwgc bing



chmod +x, chay nd bing . /hello.sh. (3) Chay tail -f trén mOt file log (trén Ubuntu:
sudo tail -f /var/log/syslog) va xem cac dong xuat hién. (4) Nhat ky: gidi thich cho
mOt nguwdi ban twdng twong vi sao server chay Linux, trong ba cau.

Milestone: khong cAn ghi chi, ban cé thé di chuyén dén bat ky dau trong cay file, tao/sao
chép/di chuyén/xoéa file, gidi thich chmod 755, va ding grep dé tim mot tl trong mot file.
Néu bat ky diéu nao trong s6 d6 doi hdi phdi tra cltu, hiy danh thém hai ngay & day. Module
nay la tru d@ cho moi thit vé sau.

Module 2 (Tuan 3-4): Nén tang mang + tai khoan AWS ctia ban

Y twdng 16n: mOt mang la cac may tinh chuyén cho nhau nhitng phong bi c6 ghi dia chi. Méi
may nhdn mOt IP address (dia chi IP — nhw 172.31.8. 14 — m0t dia chi nha dang s6). D&
liéu dugc cat thanh cac packet (gdi tin — nhiltng phong bi) va dwgc dinh tuyén tUng chang
mOt vé phia dia chi dich. Khi dén noi, mOt s6 port (cOng) cho biét phong bi danh cho chirong
trinh ndo — cting mOt tda nha, hang nghin canh clta dwgc danh s6: port 22 1a SSH, 80 1a web
khong ma hoa (HTTP), 443 1a web ma hoa (HTTPS), 5432 14 PostgreSQL. “M@ port 443" nghia
1a “cho phép cac phong bi gWti dén c¥a s6 443.”

Private vs public: nha ban va moi mang cloud déu tai st dung cac dai IP private
(10.x.Xx.X,172.16-31.x.X, 192.168.x.x) chi hoat ddng bén trong mang cuc bd; mot
public IP thi truy cdp dugc tif toan b internet. S phan chia nay 1a nén méng clia bao mat
cloud: nhitng thl¥ khong cAn d6i mat vGi internet thi hoan toan khéng nhan dia chi public
nao.

DNS — danh ba dién thoai clia internet. Con ngur0i dung tén (example. com); géi tin can
6. DNS phién dich: may ctia ban hdi mdt DNS server “IP clla example.com 1a gi?”, nhin duwge
con s, roi két ndi. MOt nita s6 sU ¢6 bi dn cé dinh dén DNS; cau dua trong nganh “it’s always
DNS” (luc nao cling 1a DNS) ton tai vi n6 thuwdng dung. nslookup example.com thyc hién
viéc tra ctu bang tay.

HTTP — cach web tro chuyén. MOt client (trinh duyét) giti mot request (yéu cau) — moOt
method (GET = lay vé, POST = g¥i di) cOng v&i mOt dwdng din — va server trd 10i bing mot
status code (ma trang thai): 200 OK, 301 da chuyén di, 403 bi cAm, 404 khong tim thay, 500
16i server, 502 /503 “server phia sau t6i bi hdng/qua tdi.” Hay hoc thudc sau ma doé; 1a mot ky
su, ban sé doc chung hang ngay. curl -I https://example.comcho ban xem mot dong
trang thai va cac header tritc tiép.

Firewall (two'ng Itra): mOt danh sach quy tic quyét dinh géi tin nao dugc di qua, theo
ngudn, dich va port — “cho phép 443 tlt moi n0i; cho phép 22 chi tlr van phong; tlf chdi phan
con lai.” Trong AWS, tirOng I(¥a theo-tltng-server dQc goi la security group, va nhitng
security group bi cau hinh sai 14 16 h&ng bdo mét s6 1 cla ngudi mdi. Latency (d0 tré, tinh
béng mili gidy) va bandwidth (béng thong — dung lwgng méi gidy) hoan thi€én bo tW vigng:
khodng cach tao ra dd tré, 6 1a Iy do cac cloud c6 region trén toan thé gidi.

Bay gi0, tai khoAn AWS ctia ban — ntra sau clla module ndy. Truy cap
https://aws.amazon.com/free va tao mOt tai khodn Free Tier (email, so6 dién thoai, thé tin
dung/ghi nQ d€ xac minh danh tinh — thé s& khong bi trlf tién dang ké néu ban tuan theo ky
ludt thao d@ clia khoa hoc nay). Free Tier (g6i mién phi) cho han mttc hing thang vGi cac



dich vu co ban (bao gom 750 gi®’/thang cho mdt server EC2 nho trong nam dAu tién) va moi
lab trong khéa hoc nay dugc thiét ké dé nim gon trong dé. Sau dé, tritGe bat el diéu gi khac,
ba budc an toan khéng thé thirong Iwgng — lam nhitng diéu nay chinh la bai tp dau tién
trong si nghiép bdo mét cla ban:

1. MFA trén root user. Root user la chia kh6a van ning cla tai khodn. Thém multi-
factor authentication (xac thuc da yéu t6 — mOt ng dung xac thye trén dién thoai)
trong IAM — Security credentials. Sau d6 ngrng duing root cho cong vi€c hing ngay.

2.  Taomodt IAM user quan tri (Lab 5 gidi thich IAM sau hon; hién tai: console — IAM
— Users — tao user v0i quyén quan tri) va tlf gi0' dang nhap bang user do.

3. MOt billing alert (cAnh bao chi phi). Console — Billing — Budgets — tao m0t zero-
spend budget (ngan sach chi tiéu bing 0 — méu c6 sin clla AWS glti email cho ban
ngay khodnh khéc c6 bat ky khodn no bi tinh tién). Pong thdi bat cAnh bao st dung
Free Tier. MOt ki si khong ki€m soat duge chi phi 1a mdt méi nguy; ban méi & trong
tai khodn dwgc 20 phiit ma da di treée nhiéu nguwdi lam nghé. (Tham kho:
https://docs.aws.amazon.com/cost-management/latest/userguide /budgets-managing-
costs.html)

Tw virng:

Thuat ngl Dinh nghia

IP address Dia chi mang dang s6 clla mOt may, vi du
172.31.8.14.

Packet MOt phong bi dit liéu c6 ghi dia chi; moi lwtu
lwgng déu 1a cac dong phong bi nhu vay.

Port MOt canh clta duQc danh s6 trén mOt may,
xac dinh Iuu lugng danh cho churong trinh
nao: 22 SSH, 80 HTTP, 443 HTTPS.

Private / public IP Mot dia chi chi c6 gia tri bén trong mang
cuc b0 / mot dia chi truy cap dwgc tir toan
b0 internet.

DNS Hé thong dich tén (example.com) thanh dia
chi IP. “It’s always DNS.”

HTTP / HTTPS Giao th(fc yéu cau-phan hoi clla web / cung
giao thuc d6, dugc ma hoa bang TLS.

Status code Ban tom tit cau trd 1047 cla server: 200 OK,
404 khong tim thay, 500 16i server, 503 qua
tai.

Firewall Danh sach quy tac quyét dinh géi tin nao
duwgc qua, theo nguodn, dich, port.

Security group TwOng Ia theo-tlrng-server clla AWS. Cau

hinh sai mOt cai 13 16 hOng kinh dién cla
nguoi moi.

Latency / bandwidth DO tré (ms) / dung lwgng (mobi gidy).



Thuat ngl

Dinh nghia

Client / server (vai tro)

AWS Free Tier

Root user

Billing alert / budget

Video cho module nay:

Khodng cach tao ra do tré.

Ngudi hdi va ngwdi trd 10i trong bat ky cude
tro chuy€n mang nao.

Han mc mién phi hing thang trén mOt tai
khodn AWS md&i — toan b0 ngén sach cla
khoa hQc nay.

Danh tinh cht cla tai khodn AWS. Bat MFA
cho nd, roi nglrng s dung no.

Email tw dOng khi chi tiéu vuegt mot
ngudng. Nguwdng clia ban dugc dat @ mic
$0.

Video Kénh Thoi lwgng Lién két
What is AWS? Amazon Web ~2 phut https://
Services (official) www.youtube.com/
watch?
v=a9_ D53WsUs
Top 50+ AWS Fireship ~10 phut https://
Services Explained in www.youtube.com/
10 Minutes watch?
v=]IbIYCM48to
AWS Networking KodeKloud ~30 phut https://
Basics — VPC & www.youtube.com/
Subnets watch?

v=QM63dyA_4Pc

Noi thanh tiéng: “What’s the IP, and is it public or private?” (IP la gi, va né la public hay
private?) - “Is port 443 open in the security group?” (Port 443 c6 m& trong security group
khong?) - “Curl it — what status code do you get?” (Curl n6 di — ban nhan duQc status code
nao?) - “Did DNS resolve? Check with nslookup before blaming the server.” (DNS c6 phan gidi
khéng? Ki€m tra bing nslookup tritGe khi d0 16i cho server.)

Bai tap: (1) ping google.com (ghilaido tré), nslookup google.com (ghilaiviéc DNS
trd vé nhiéu IP), curl -I https://aws.amazon.com (dQc dong trang thai va ba header,
roi tra ctu ting cai). (2) Tim IP private cla may ban (ip addr trén Linux) va IP public cla
ban (tim kiém “what is my IP") — gidi thich trong nhat ky vi sao ching khac nhau. (3) Hoan
tat thiét 1p tai khodn AWS: MFA, user qudn tri, zero-spend budget — chup man hinh budget
cho nhat ky. (4) Vé ti tri nhG: laptop — tra cltu DNS — yéu cau HTTPS qua port 443 — firewall
— web server. Ba 1an, cho dén khi thanh tu d0Ong.

Milestone — két thuc Giai doan 0: ban c6 thé thut l1ai diéu gi xay ra khi ban g6 mOt URL
va nhan Enter — DNS, IP, port, firewall, yéu cau HTTP, status code — trong duéi hai phut,
dung ding moi thudt ngilt; va tai khodn AWS clla ban da ton tai véi MFA va mOt cdnh béo



ngan sach $0. Gi0 day ban biét vé cach internet hoat d0ng nhiéu hon phéan 16n nhitng nguoi
dung n6 dé kiém song. Giai doan 11a n0i ban bat dau xay dung trén nén do.

GIAI POAN 1 — CLOUD COT LOI, THU'C HANH (Tu3n 5-12)

Giai doan nay van hanh nhw thé nao. Méi dich vu trong nam dich vu dwdi day 1a moét Lab:
mOt muc tiéu, mOt dan y cac budc (d1 chi tiét d€ lam theo, dU ngan d€ ban phai suy nghi —
su suy nghi chinh 1a viéc hoc), nhitng gi ban hoc dugc, va — ludn luén — teardown (théo
d@). Ky luét thao d& quan trong gap déi: né gilt ban trong Free Tier, va “khong d€ lai thit gi
dang chay ma khong can thiét” 1a mOt phdn xa chuyén nghi€p ma ngudi phdng van thire sy
do hoéi. Hay dung l1ai méi lab it nhat hai 1an: mOt 1an theo dan y, m&t 1an ti¢ tri nhé. LAn dung
th1¥ hai 14 Iic kién thitc chuyén vao déi tay ban. Dy trit khodng mdt tuan rutdi cho méi lab;
dung phan du cho nhitng lic hdng héc, vi moi thi¥ sé hdng, va viéc g& 16i chiing 14 bai gidng
hay nhit ma khéa hoc nay khéng thé soan kich ban trude.

Trudc tién, ba y twdng dong khung moi th\¥ ban sip xay. Region va Availability Zone: m0t
Region (ving) 1a mOt cum trung tam dit liéu AWS theo dia Iy (chon mt cai gan ban va § yén
trong d6 — tai nguyén & mOt region 14 v6 hinh tlf region khéc, nguén con sé 1 clla sy boi roi
“server cla toi bién di dau roi?”). MOt Availability Zone (AZ — viing kha dung) 1a mot
trung tam di¥ liéu tach biét bén trong region; cac hé thong nghiém tic chay trén hai AZ dé sy
c6 clla mOt toa nha khong kéo sap ching. Console vs CLI: console
(https://console.aws.amazon.com) 1a bang diéu khién web clia AWS — tuy€t v0i dé hoc va dé
nhin; AWS CLI (aws trong terminal clla ban) lam moi th\¥ console lam dwQc, nhurng theo cach
script hoa dugc. Ban sé bat dau v(i console va tot nghi€p 1én CLI, vi Giai doan 2 sé ty dOng hoa
moi th\f ban lam bang tay & day.

Lab 1 (Tuan 5-6): EC2 — server dau tién cta ban

EC2 (Elastic Compute Cloud) cho thué may do, goi 12 instance. Pay 1a hanh d0ng nguyén
thiy clia ky thudt cloud: mot server Linux that, trén internet, trong 60 gidy, mién phi.

Muc tiéu: khéi chay mOt server Linux, SSH vao né, khién n6 phuc v m0t trang web cho ca
thé gidi, roi hly no.

Dany cac bwdec: 1. Console — EC2 — Launch instance. Dat tén cho n6. Chon Amazon Linux
2023 1am AMI (Amazon Machine Image — dia miu ma server cla ban khd&i dOng ti o) va
t2.micro hodc t3.micro lam instance type (kich c@; cac loai nay thuQc Free Tier). 2. Tao mOt
key pair; mOt file private key . pem dwgc tdi xuéng. Do chinh 14 khéa SSH clia ban tit Module
1— hiay bdo vé né, chmod 400 né. 3. Trong phan cai ddt mang, cho phép SSH (port 22) chi tir
“My IP” — bay gi0 ban biét chinh xac quy téc security-group nay nghia la gi — va cho phép
HTTP (port 80) t* m0i noi. 4. Khdi chay, doi trang thai “running”, sao chép IP public, roi tlr
terminal cla ban: ssh -i mykey.pem ec2-user@<public-ip>.Hit m0t hoi: ban dang &
bén trong mOt mdy tinh trong mot trung tam dit liéu clla AWS. 5. Trén server: sudo dnf
install -y nginx && sudo systemctl start nginx && sudo systemctl
enable nginx.Roi m& trinh duyétdén http://<public-ip>— d61a web server ctia ban



dang trd 101 thé gidi. 6. Thay trang mdc dinh: echo "<h1>Built by me, on EC2</h1>"

| sudo tee /usr/share/nginx/html/index.html. Lam mGi trang. Chup man hinh cho
nhat ky. 7. Ng6 nghiéng nhu mQt ky su: top,df -h,sudo tail -f
/var/log/nginx/access. log trong khi ban lam m@i trang — xem chinh nhrng IuQt truy
cdp cla ban xuat hién trong log.

Nhirng gi ban hoc dwgc: AMI, instance type, key pair, security group trong thitc chién, SSH
vao mOt server that, cai dat va chay mot dich vu Linux, doc log clla n6 — tic 1, nhitng dOng
tac vat Iy hing ngay cla cong viéc.

Teardown: EC2 — chon instance — Instance state — Terminate. Xac nhin né hién thi
“terminated”. Free Tier cho 750 gi0’/thang clla mOt micro instance, nén ké ca d€ no chay ciing
chura bi tinh tién — nhung véan hay thao d& né. Théi quen mdi la diéu cot 16i.

Lab 2 (Tuan 7): S3 — nhirng file khéng bao gio bién mat

83 (Simple Storage Service) la object storage (1wu trit d6i twgng): mot chiéc x6 khong day,
d0 bén mudi mot s6 chin, danh cho file. N6 1a cau trd 10i mac dinh cho “ching ta d€ file &
dau?” va, khi bi cau hinh sai, 12 nguén géc clia nhitng vu ro ri dit liéu noi tiéng nhat lich st —
d61a ly do lab nay mOt ni¥a vé lwu trit, mOt ni¥a vé bao mat.

Muc tiéu: tao mot bucket, thao tac vdi né tlr CLI, host mOt website tinh nho nhé, va hiéu
chinh xac “public bucket” nghia la gi.

Dan y cac bwdec: 1. Console — S3 — Create bucket (tén bucket la duy nhéat trén toan cau —
yourname-lab-2026 la dwgc). Litu y Block Public Access duQc bit mac dinh. Tai 1én mot
file bat ky qua console; tdi nd vé 1ai. 2. Cai AWS CLI trén may ban va chay aws configure vGi
mOt access Key ban tao cho IAM user quan tri clla minh (access key 1a mOt cdp tén nguwoi
dung+mat khau 14p trinh cho API — hay d6i x& v&i né nhut mOt méat khau, khéng bao gi0' dat
n6 vao code; ban sé tham quy tic nay trong Lab 5). 3. TU terminal cla ban: aws s3 1s-aws
s3 cp notes.txt s3://yourname-lab-2026/-aws s3 sync ./myfolder
s3://yourname-lab-2026/backup/.Cam nhén su khac biét: console 1a di tham; CLI 1a
lam ky thudt. 4. Website tinh: tao m&t bucket thi¥ hai, bat static website hosting, tdi lén mot
index.html, va thém bucket policy public-read theo tai liéu (m0t van bdn quyén han dang
JSON — doc tirng dong: ai dwgc lam gi v&i bucket nao). Trang clla ban gi®’' da & trén internet
ma khoéng can bat ky server nao. 5. Kham pha storage class (bac Iuu trit: Standard —
Infrequent Access — Glacier: ré hon méi GB, chdm hon/t6n hon khi lay 1ai) va dat mot
lifecycle rule (quy tic vong d0i — “chuy€n cac object sang IA sau 30 ngay”) — ném thir lan
dau vi quan ly chi phi tit dOng.

Nhirng gi ban hoc dwgec: object storage vs 0 dia, CLI va access key, bucket policy va quyén
truy cdp public (m0t cach ch dich, khéng phai v6 tinh), cac bdc Iwu trit nhw mdt don bay chi
phi.

Teardown: 1am rong ca hai bucket, x6a cd hai bucket, vA — quan trong — vo hiéu hoa bat ky
access key nao ban khong dung. Han m(tc mién phi clla S3 nhé (5 GB) nhung cac file nay chi
vai kilobyte; ky lut, m0t 14n nita, mdi l1a diéu cot 16i.



Lab 3 (Tuan 8-9): VPC — mang lwéi ma ban sé& hiru

VPC (Virtual Private Cloud) la lat cat riéng, dug'c rao chin clla ban trong mang clia AWS.
Cho dén gi® ban ding cai méc dinh ma khong dé ¥; ki su thi tw xay cai clia riéng minh, vi cau
noi “co’s@ dit liéu nam trong mot private subnet khong cé di'ong ra internet” 1a mOt nlta clia
bdo mét cloud, va ban sip bién no6 thanh sy thdt bang chinh déi tay minh.

Muc tiéu: xay mOt mang hai thng — public subnet cho mdt web server, private subnet cho
mOt co s& dit liéu twong lai — va chitng minh nlta private khong thé cham tdi tit internet.

Dan y cac bwdc: 1. Console — VPC — Create VPC. Cho n6 khéi dia chi 10.0.0.0/16 — Ky
hi€u CIDR, trong d6 /16 nghia la “16 bit dau c¢6 dinh, phan con 1ai 1 cla t6i”: 65.536 dia chi
private. 2. Tao hai subnet: 10.0.1.0/24 (public, trong AZ-a) va 10.0.2.0/24 (private,
trong AZ-b). MOt subnet 14 m0t khéi nh6 hon bén trong VPC, séng trong ding m0t AZ. 3. Tao
mOt Internet Gateway (canh clta ra internet clla VPC) va gin né vao. Tao mOt route table
(bang dinh tuyén) vdiquy tic0.0.0.0/0 - internet gateway (“batcit thi¥ gi khong
phdi ndi b thi di ra cla internet”) va lién két n6 v&i chi public subnet. Private subnet chi gitt
route ndi b — chinh st ving mat clia route d6 la sy bao mat. 4. Khéi chay mOt micro EC2
instance trong moi subnet (cai public cé IP public, cai private thi khong). 5. Phan chirng minh:
SSH vao instance public — hoat d0ng. Thl dia chi cla instance private tf laptop cla ban —
treo mai mai, va gio ban cé thé noi chinh xac vi sao. Sau dé SSH tir instance public vao instance
private (né truy cap dugc ti bén trong VPC): chiéc may public dang dong vai mOt bastion
host (may chi ban dap), m0t mau hinh chuin cong nghi€ép ma ban vira kham pha ra bing
cach tif xay noé. 6. Khai niém bonus d€ tra cttu va ghi nhat ky: mOt NAT gateway cho phép cac
may private viton ra ngoai (d€ cip nhat) trong khi vin khong thé bi cham tdi tit bén ngoai —
nhwng no tinh tién theo gid, nén hay doc vé nd, dirng xay no.

Nhirng gi ban hgc dwgc: CIDR, subnet, route table, internet gateway, si phan chia
public/private, bastion host — chinh xac cai gach dau dong vé mang trong moi JD cloud, duwdi
dang tri nhG c0o bap.

Teardown: terminate cd hai instance tritdc, roi x6a VPC (thao tac nay quét sach cd subnet,
route table va gateway theo né). Ki€m tra trong EC2 rang khong con gi hién thi “running”.

Lab 4 (Tuan 10): RDS — moét co s& dir liéu ban khong phai trong nom

RDS (Relational Database Service) 1a mQt c0 s@ dif liéu dugc quan ly: AWS chay engine co
s& dit liéu (PostgreSQL, MySQL...) va lo viéc sao lutu, va 16i va failover (chuyén d6i dy phong),
trong khi ban s& hitu dit liu va cac truy van. “Managed service” (dich vu dwgc quan ly) 1a
mén hoi cét 16i clla cloud — danh d6i mOt phan quyén kiém soat 1y rat nhiéu lao ddng khong
tao khéc biét — va lab nay 1a noi ban cAm nh&n mon hoi dé.

Muc tiéu: khdi chay mOt co sd dit liéu PostgreSQL trong mOt private subnet, két n6i dén no6
tw mOt EC2 instance, va hi€u vé backup va multi-AZ — réi thao d® nd ngay, vi RDS la lab dé bi
b6 quén dang chay nhét.

Dan y cac bwdc: 1. Dung 1ai nhanh VPC cla Lab 3 (l1an dung thif hai tIf tri nh@ — day 1a
spaced repetition c6 ch dich), thém mat private subnet th\t hai @ mdt AZ khac, vi RDS yéu
cAu mOt subnet group trdi trén hai AZ. 2. Console — RDS — Create database — PostgreSQL —



Free tier template (miu nay chon sin db.t3.micro/db.t4g.micro, single-AZ). Pat mat
khdu master. Dt né trong VPC clia ban, Public access: No, trong m0t security group cho
phép port 5432 chi tit security group clia web server — mOt quy tic tham chiéu dén mdt quy
tac khac thay vi mOt IP. Thanh lich, va chuin myec. 3. KhGi chay mdt micro EC2 trong public
subnet, cai client postgresql, va két néi: psql -h <rds-endpoint> -U postgres.
Endpoint 13 mOt tén DNS, khong phdi mOt IP — AWS c6 thé di dOi ¢ may bén du'di, va cai tén
di theo no. (Module 2 da bat dau sinh 10i.) 4. Tai ddu nhic psql: tao mOt bang, chén ba hang,
truy van ching ra 1ai. Hom nay ban khong can chiéu sdu SQL; ban can da tiing cham vao no. 5.
Tham quan, drng bat: cai dat automated backups (sao lwu ty d0ng — khoi phuc theo thoi
diém tlr cac snapshot hing dém + log), va tity chon Multi-AZ (mOt ban standby séng & AZ
khac v0i failover ty dOng — chi phi gan gap do6i, d6 la 1y do prod ndi c6 con lab néi khong).
Chup mOt snapshot thu cong, tim né trong console, hiéu ring ban cé thé khoi phuc mOt ban
sao tf nd. 6. Cau hoi nhat ky dang mwdi phut: chinh xac thi AWS dang 1am gi cho ban & day
ma néu khong ban sé phdi tr 1am lic 2 gi® sang? (Va 16i, sao 1wy, failover, phan clrng.) Cau trd
101 d6 chinh 14 cAu trd 10i phong van vé managed services.

Nhirng gi ban hoc dwogc: co sG dit liéu duwgc quan ly, subnet group, quy tic security-group-
dén-security-group, endpoint, snapshot, multi-AZ/failover — cOng thém mO0t man trinh dién
song d0ng vé viéc tra gia bang quyeén ki€ém soat d€ mua d0 tin cdy.

Teardown: x6a RDS instance (tU chéi snapshot cu6i cing v&i mQt lab; 1wu y rang prod thi sé
chup mot cai), x6a snapshot thil céng (snapshot tinh tién Ittu trit!), terminate EC2, x6a VPC.
Kiém tra bdng diéu khién billing clia ban vao ngay hém sau — doc né hing tuan 1a mot théi
quen cUa Giai doan 3 bat dau tf bay gio.

Lab 5 (Tuan 11-12): IAM — ai dugc lam gi

IAM (Identity and Access Management — quan ly danh tinh va quyén truy cdp) quyét
dinh ngwdi nao va chuwong trinh nao dugc lam gi v4i tai nguyén nao. N6 khong tinh tién,
khong cap phat gi — va né la dich vu bi ki€m toan nhiéu nhat, bi phdng van do h6i nhiéu
nhat, dinh liu dén cac vu ro ri nhiéu nhat trong AWS. Cac gach dau dong bao mat trong JD
(“least-privilege access controls”, “IAM policies”) nghia la lab nay.

Muc tiéu: tao user, group, policy, va — cai quan trong nhat — mot role, r6i thiAm nhuan least
privilege (ddc quyén téi thi€u) bang cach cAm nhan AWS tlr chéi ban.

Dany cac bwdec: 1. Khai niém tridc, ndm phut: mQt user la danh tinh cho m0t con nguoi
hodc chwrong trinh; mOt group gom cac user l1ai; mot policy 1a mOt vin ban JSON cip quyén
(“cho phép s3:GetObject trénarn:aws:s3:::my-bucket/*”); mOt role la mQt danh tinh
c6 policy nhurng khong cé mdt khdu ma mot bén duge tin cly tam thoi ddm nhdn (assume)
— cach server va dich vu nhan quyén ma khong can bat ky bi mat nao dwge lwu trit. 2. Tao
mOt user readonly - rita trong mot group vGi policy ReadOnlyAccess do AWS quan ly.
Pang nhap bing c6 iy trong mOt cta sO trinh duyét riéng tu: cé iy thay duwgc moi th1¥, nhurng
moi nut tao/xdéa déu that bai véi mot 101 tr chdi ro rang. Doc tron ven mot trong cac 16i d6 —
hoc cach phan tich “not authorized to perform X on Y” 1a mQt kj nang cong viéc hing ngay. 3.
Viét custom policy dau tién clla ban trong trinh soan JSON: cho phép s3:ListBucket va
s3:GetObject trén mOt bucket cu thé. Gan né cho mdt user mdi; xac minh c6 ay doc duge
bucket d6 va khong gi khdc. Ban vira trién khai least privilege, cht khong chi dinh nghia né. 4.



Role, phan thudng chinh: tao mOt role cho EC2 véi AmazonS3ReadOnlyAccess, khdi chay
mOt micro instance c6 gan role d6, SSH vao, va chay aws s3 1s — né hoat d0ng ma khong
c6 access key nao & bat ky dau trén may. Instance dang ddm nhdan role va ty d0ng nhan
cac thong tin x4c thire ngan han. Pay 1a miu hinh bdo mat quan trong nhat trong AWS: role
cho mdy méc, khong bao gid’ dé key trén mdy. N6i cau d6 hai 1an. 5. Ki€ém toan tai khodn cla
chinh ban nhuw m0t ngudi chuyén nghié€p: root da c6 MFA chua (Tuén 3)? Co access key nao
gia hon 90 ngay khong? C6 user nao cé nhiéu quyén hon mire hQ dung khong? Chay
credential report cia IAM va doc n6. Nghi thifc mu0i phut nay, méi thang, chinh 1a danh

sach vé sinh IAM clia Giai doan 3 dang ra d0i.

Nhirng gi ban hoc dwgec: user/group/policy/role, dQc va viét policy JSON, least privilege
dugc ki€ém chitng bang thi nghiém, role-ch(t-khong-phai-key, va cudc kiém toan bdo mat dau

tién cla ban.

Teardown: x6a cac user thit nghiém va thong tin xac thitc clla ho, terminate instance, gitt

kién th'c vé role mai mai.

T virng cho Giai doan 1 (m0t bang, ca nam lab):

Thuat nglt

Dinh nghia

Region / Availability Zone

EC2 / instance

AMI

Instance type

Security group

Key pair

S3 / bucket / object
Storage class / lifecycle rule
Bucket policy

AWS CLI / access key

VPC / subnet

Cum trung tam dit liéu AWS theo dia ly /
mOt trung tAm dt liéu tach biét bén trong
no. Cac hé théng nghiém tdc trdi trén hai AZ.
Dich vu cho thué may do / mOt server dang
thue.

Amazon Machine Image — dia mau ma mOt
instance kh&i d0ng tlr do.

Kich c&/cau hinh ban chon (t3.micro = nhé
xiu, Free Tier).

TuwOng 1ta theo-tlrng-tai-nguyén: nhitng
port nao, t nhitng ngudn nao.

Cép khoa SSH riéng/cong khai dé tiép cin
instance clla ban.

Luu trilt d6i twgng / mOt thung chra c6

tén / moOt file dwge luu.

Bac gia-toc dO cho object / quy téc tw dOng
chuyén chiing sang bc ré hon theo tuoi.
Van ban JSON néu r6 ai dwgc lam gi v4i mot
bucket. Nhitng cai public thi 1én mat bao.
Giao dién terminal vGi AWS / théng tin xac
thite 1ap trinh cho né (d6i & nhw mat
khau).

Lat mang riéng cla ban / mOt khéi nho hon
cla noé song trong mot AZ, public hodc
private.



Thuat ngl

Dinh nghia

CIDR

Internet gateway / route table

NAT gateway

Bastion host

RDS / endpoint

Snapshot / Multi-AZ / failover

IAM user / group / policy / role

Least privilege

Managed service

Ky hiéu khoi dia chi: 10.0.0.0/16 = “16 bit
dau c6 dinh, 65.536 dia chi la clia t6i.”

Clta ra internet ca VPC / cac quy tdc quyét
dinh Ivtu Iwgng duge giti di dau. Khong co
route = khong thé cham tdi = an toan.

Cho phép may private goi ra ngoai ma khong
thé bi goi vao. Tinh tién theo gi® — hay biét
nd, dung dé né chay khong.

Chiéc may public dugc gia 6 ma ban SSH
xuyén qua dé tdi cac may private.

Dich v c0 s@ dit liéu quan hé dugc quan ly
/ tén DNS ma ban két n6i dén.

Ban sao tai-mOt-thdi-diém / ban standby
song & AZ th\t hai / ca chuyén ti d0ng sang
no.

Danh tinh / b6 danh tinh / vin ban JSON cap
quyén / danh tinh dam nh&n dugc, khong
c6 mat khdu — cach may méc nhan quyeén.
Quy tic vang: quyén t6i thi€u dli 1am viéc,
khong hon.

AWS ganh phan lao dOng khong tao khac
biét (v 16i, sao Iuy, failover); ban gilt dit

Amazon S3

AWS Networking
Basics — VPC &
Subnets

The AWS Shared
Responsibility Model

Services (official)

KodeKloud (xem lai
sau Lab 3 — gi0' no
tham theo cach khac)

Digital Cloud
Training

liéu va cac quyét dinh.
Video cho giai doan nay:

Video Kénh Thoi lwgng Lién két

Getting Started with ~ AWS Developers 27 phut https://

EC2 (official) www.youtube.com/
watch?v=n]-
djerESWO

Introduction to Amazon Web ~5 phut https://

www.youtube.com/
watch?v=ecv-
19sYL3w

https://
www.youtube.com/
watch?
v=QM63dyA_4Pc

https://
www.youtube.com/

watch?v=ESPBBEK-

~30 phut

4 phut



Video Kénh Thoi lwgng Lién két
cvo

Noi thanh tiéng: “It’s in a private subnet; there’s no route to the internet gateway.” (N6 nam
trong private subnet; khong co route nao dén internet gateway.) - “The security group only
allows 5432 from the web tier’s security group.” (Security group chi cho phép 5432 tlr security
group cla tAng web.) - “The instance uses a role — there are no keys on the box.” (Instance
dung mOt role — khong c6 key nao trén may.) - “Terminate it when you're done; nothing idles
in this account.” (Terminate n6 khi ban xong viéc; khong th( gi chay khong trong tai khodn
nay.)

Milestone — két thiic Giai doan 1: man dung thl thach. Trong mOt 1an ngoi, tf tri nh§: VPC
vOi public/private subnet — EC2 web server (public, c6 géin role, phuc v mQt trang) — RDS
PostgreSQL (private, chi tiép cAn dugc tif web server) — mOt S3 bucket ma instance dQc dugc
qua role clla n6 — réi thao d& toan bd cho sach. Dudi ba gid nghia 1a ban sin sang cho Giai
doan 2. Ngoai ra: bat diu 6n CLF-C02 ngay bay gi0' (khoa hoc day dli cla freeCodeCamp —
https://www.youtube.com /watch?v=7HKot-brXFE — & téc d0 1.25x nhut mOt Iugt 6n tap;
ban kinh dién 14 gi0 la https: //www.youtube.com /watch?v=NhDYbskXRgc), va thi AWS
Cloud Practitioner vao khodng Tuan 14-16.

GIAI POAN 2 — TU PONG HOA (Tu3n 13-20)

Y twong clia giai doan nay: moi thit ban da nhap chu0t trong Giai doan 1, gi®' ban sé lam
béng code. LOi chAm biém nhe clia nganh danh cho viéc nhap chu0t trong console 14 ClickOps;
cum tif trong ban mo ta cong viéc cho thi¥ thay thé né 1a “design, develop, and deploy cloud
infrastructure using infrastructure as code” (thiét ké, phat tri€n va trién khai ha tang cloud
bdng ha tang dudi dang code). Giai doan nay la sy khac biét gilra mOt ngu0i da tng ding
AWS va mOt ngur0i ma cong ty sé trd tién d€ vdn hanh né.

Module 6 (Tuan 13-15): Scripting — Bash va Python cho van hanh, cong thém
Git

Bash scripting 12 viéc dét cac cau 1énh clia Module 1vao mOt file d€ may tinh 1ap 1ai chiing
mOt cach hoan hdo. HQc, theo thi¥ tif nay: bién (NAME="web-1"), command substitution
(thay thé 1énh — TODAY=$ (date +%F)),if (if [ -f "$FILE" ]; then .. fi), vonglap
(for f in *.log; do gzip "$f"; done), exit code (ma thoat — moQilénh trd vé 0 khi
thanh coéng, khac 0 khi that bai; && n6i chudi khi thanh cong — script ra quyét dinh bang th\&
nay), va doc d6i s6 ($1, $2). D6 1a 90% Bash van hanh thuc té. Hay viét script thie sy hitu
ich dau tién cla ban trong tuin nay: backup.sh — nén tar mOt thi muc, dat tén file nén
theo ngay hom nay, aws s3 cp n6 1én mot bucket, x6a cac file nén cuc b ciit hon 7 ngay, va
echo mO0t dong thanh céng/that bai vao mot file log. MOt script dé goi ca bién, thay thé 1énh,
diéu kién, exit code va CLI trong mOt sdn phdm — va 1a mOt gach dau dong trén résumé cla
ban (“automated backups to S3” — ty dOng hoa sao 1wu 1én S3).



Python l1a ngwdi anh 16n clia Bash: t6t hon cho bat ¢t thi¥ gi lién quan dén logic, dit liéu,
hodc noi chuyén vGi APL Ban can Python vdn hanh dl dung, khong phdi chiéu sau ky sw
phan mém: bién va kiéu, list va dictionary, if/for, ham, doc/ghi file, XU ly 16i try/except,
va cai thu vién bang pip. Roi lam quen vGi boto3, thu vién AWS cho Python: import

boto3; ec2 = boto3.client("ec2"); ec2.describe instances() — d0t nhién
kién th\¥c Giai doan 1 clia ban trd nén 1ap trinh dwge. Viét audit. py: liét ké moi EC2
instance trong tai khodn v§i tén, loai, trang thai va thoi di€ém khdi chay, va in m0t dong cdnh
b4o cho bat ¢l thi¥ gi chay lau hon 24 gid. Chic mirng — ban vira viét mot cong cu ki€ém soat
chi phi thire thy ma nha tuyén dung trd tién cho né.

Git 14 hé thong quan ly phién badn ma moi cong viéc ky thult song trong d6. Khai niém: mot
repository (m0t thi* muc ma toan b0 lich s clla n6 dwgc ghi lai), m0t commit (mdt dnh
chup duwgc lwu kéem moét thong di€p), mOt branch (mOt nhanh céng viéc song song), mOt
remote (ban sao trén GitHub), va mOt pull request (yéu cau dé mOt branch du'gc review va
hQp nhat). Vong 1ap hing ngay la sdu 1énh: git init /git clone,git status,git add,
git commit -m "message",git push,git pull.H4y tao tai khodn GitHub ngay hom
nay, tao mot repo tén cloud- journey, va tif gi0' trd di moi script va config ban viét trong
khéa hoc nay déu dwg'c commit vao d6. Mudi thang nita, lich st commit d6 1a bing chi’ng
cong khai, c6 ngay thang, cho moi diéu khoa hoc nay tuyén bo ban lam dwgec.

TW virng:
Thuat ngl Dinh nghia
Script MOt file ch(ra cac 1énh chay tU trén xuong

Variable / argument
Exit code

Cron

Python / pip

boto3

try/except

Git / repository / commit

Branch / merge

GitHub / remote / pull request

dudi — nguyén ti¥ clia t@ dOng hoa.

MOt gia tri c6 tén trong script / mOt gia tri
dugrc truyén vao khi ban chay né ($1).

Tin hiéu thanh cong (0) hodc that bai (khac
0) clla mOi 1énh — cach script ra quyét dinh.
B0 1ap lich clia Linux: chay mt script moi
dém luc 2 gio sing, mai mai.

Ngon nglt 14p trinh dwge gidi van hanh wa
chulng nhét / trinh cai dat goi cla n.

Thu vién Python d€ diéu khién AWS — cai
console, dudi dang code.

“Th(t l1am cai nay; néu that bai, lam cai kia
thay thé” cla Python — cach script that bai
mOt cach nhe nhang.

Qudn ly phién ban / lich st dugc ghi lai cla
mOt du 4n / mOt anh chup dugc Ivu kém
thong diép.

MOt nhanh c6ng viéc song song / dia né tr&
lai dong chinh.

Trang hosting / ban sao cloud cla repo

ban / mOt yéu ciu hgp nhéat branch dugc



Thuat ngl Dinh nghia
review va thdo ludn.

README Tai liéu trang dau clla mdt repo gidi thich né
1a gi va chay né ra sao. Nha tuyén dung doc
nhitng th( nay.

Video cho module nay:

Video Kénh Thoi lwgng Lién két

Learn Python — Full freeCodeCamp ~45 gi0 (xem rai https://

Course for Beginners trong 3 tuan) www.youtube.com/
watch?

v=rfscVSOvtbw

Noi thanh tiéng: “I'll script it — it’ll be wrong once, then never again.” (T6i sé viét script cho
né — no sé sai mOt 1an, roi khéng bao gio nita.) - “Check the exit code before the next step
runs.” (Ki€m tra exit code tritGc khi budc tiép theo chay.) - “Commit it with a message that
says why, not what.” (Commit n6 v&i mdt thong di€p noi vi sao, khong phdi cai gi.) - “It’s in the
repo — pull the latest.” (N6 & trong repo — pull ban m@i nhat vé.)

Bai tép: (1) backup.sh, nhw mé td & trén, dwge 1dp lich chay hing dém béng cron trén mot
EC2 instance lab. (2) audit.py, nhtt mé ta & trén. (3) Ca hai dg'c commit vao cloud-
journey vGi mOt README gidi thich titng cai. (4) C6 tinh lam hdng script clia chinh ban
(mOt dwong dan sai, mOt bucket khéng ton tai) va lam cho n6 that bai mot cdch én ao va ré
rang — x ly 16i 1a mOt ngdén nglt tinh yéu clla dan van hanh.

Milestone: script backup clla ban séng sot khi bi chay hai 14n lién tiép va khi thiéu thw muc
(khong sp, thong diép ro rang); audit Python clla ban chay trén tai khodn that clia ban; repo
cla ban cho thay mQt tudn commit.

Module 7 (Tuan 16-17): Terraform — ha tang duéi dang code

Y twdng 16n: thay vi nhap chudt d€ cac tai nguyén ra d0i, ban viét cac file vin ban khai bdo
nhitng gi can ton tai — “mOt VPC, hai subnet, m0t instance, nhitng tag nay” — va Terraform
lam cho AWS kh&p v(i file d6. Declarative (khai bao), khong phdi imperative (ménh lénh):
ban néu dich dén, khong phai cac khiic ré. Vi sao moi JD doi hdi né: cac file séng trong Git, nén
ha tang trd nén dwgc review (pull request tritGc khi thay d6i), 1ap lai dwge (ciing mot file
dung dev, staging va prod giéng hét nhau), ddo ngwg'ec dwg'c (quay lui bing cach revert
commit), va ki€m toan dwog'c (lich st néi ai da thay d0i gi, khi ndo, vi sao). Console 1a mdt
xwdng thl cong; Terraform 1a mOt nha may.

Vong 1ap c6t 16i ban sé chay hang tram 1an: terraform init (tdive provider AWS —
plugin dich céc file clia ban thanh cac 10i g0i API) — terraform plan (m0tlwot chay thi¥ in
ra chinh xac nhitng gi sé dwgc tao/thay ddi/htly — doc tirng dong; ki sit nao apply ma
khong doc plan la nguwoi gay ra su ¢6) — terraform apply (bién né thanh that) —
terraform destroy (g8 b6 né — thao dF bing mdt 1énh duy nhat, ma dén gio' hdn ban sé
thay la dep dé). Terraform theo d6i nhitng gi n6 da dung trong mot state file (file trang thai)
— tri nh& clla n6 vé thyre tai; danh mat né hodc ty tay sita thite tai sau lwng né (“drift” —



troi dat) 1a dau kho theo sau. Tai nguyén dugc khai bao bing HCL, mOt ngdn ngit cau hinh dé
doc:

resource "aws instance" "web" {
ami "ami-Oabcdef1234567890"
instance_ type "t3.micro"
tags = { Name "web-1", Project = "lab" }
}

Lab (day chinh 12 module): dirng 1ai man th\¥ thach clia Giai doan 1 bang Terraform, theo
tirng bude. (1) Khdi tao mOt repo terraform-labs; viét config cho chi m0t S3 bucket c6 gan
tag; plan, doc, apply, kiém tra console — né & do: destroy. (2) MG rOng config: VPC, hai subnet,
internet gateway, route table — ban ding Lab 3, gi0'1a ~60 dong HCL. (3) Thém security group
va mOt EC2 instance vOi variables. tf (region, kich c® instance) va outputs.tf (inraIP
public sau khi apply). (4) D0i instance type trong file va apply lai — xem Terraform tinh ra
khac biét va chi thay d6i diing ché dé. Hanh vi dua-trén-diff nay 1a toan bd phép mau. (5)
Destroy moi thi¥, xc nhdn console tréng, commit, va gin tag repo v1. 0. Tai liéu tham khao
nim tai https://developer.hashicorp.com/terraform — hay bookmark nd; doc tai liéu
provider 1a m0t nlta cong viéc Terraform thuc té.

T virng:

Thuat ngl Dinh nghia

IaC (Infrastructure as Code) Khai b4o ha tang trong cac file vin ban cé
quan ly phién ban ma mAdt cong cu bién
thanh hién thue.

Terraform / HCL Cong cu IaC da-cloud thong tri / ngon ngit
cau hinh clia no.

Provider Plugin dich cc file clia ban thanh céc 101 goi
API ctia mOt cloud (& day: AWS).

plan /apply /destroy Ban diff chay thlt / bién thanh that / ¢& bo
tat cd. Poc moi plan.

State file Ban ghi clia Terraform vé nhitng gi n6 da
dung — tri nh@ clia né vé thire tai. Bdo vé
no.

Drift Thuc tai thay d0i sau lung Terraform (ai d6
da nhap chu0t). Ké thu.

Variable / output / module MOt dau vao config / mOt két qud dwgc in ra
(mOt IP, mOt URL) / mOt khoi config dong
goi tai st dung dugc.

Declarative vs imperative Neéu dich dén vs viét kich ban cac khc ré.
Terraform la declarative.

CloudFormation Dich vu IaC riéng clla AWS — cung y tuwéng,

chi cho AWS. JD chap nhén ca hai; hoc
Terraform trudc.



Video cho module nay:

Video Kénh Thoi lwgng Lién két
Terraform explained = TechWorld with 18 phut https://
in 15 mins Nana www.youtube.com/
watch?
v=15klai GBDE
Terraform Course —  freeCodeCamp ~2,5gi0 https://
Automate your AWS www.youtube.com/
cloud infrastructure watch?

v=SLB_c_ayRMo

N6i thanh tiéng: “Nothing changes in prod except through Terraform.” (Khong gi thay d6i
trong prod ngoai trit théng qua Terraform.) - “Show me the plan before you apply.” (Cho t6i
xem plan tritGe khi ban apply.) - “That was clicked in manually — that’s drift; let’s import it or
remove it.” (Cai d6 dugc nhap chudt tao thi cong — d6 1a drift; hay import n6 hodc g& no di.) -
“It’s in the module; reuse it, don’t rewrite it.” (N6 & trong module; tai st dung no, dirng viét
lai.)

Bai tap: lab G trén, cOng thém: (1) c6 tinh tao drift — d0i tag clia instance bing tay trong
console, chay terraform plan, va xem Terraform nhén ra; ghi nhat ky nhitng gi né dé xuat.
(2) Viét mOt doan van tiéng Anh gian di trong README cUa repo: “why this beats clicking” (vi
sao cach nay thang nhap chuft). Néu ban khong viét dugc, ban chwa nam duwge no.

Milestone: tif mOt thu muc trong, ban cé thé dung 1én cd stack VPC + instance bing
init/plan/apply va gd no6 bing destroy, vira lam vira gidi thich thanh tiéng méi 1énh
dang lam gi — khong can ghi chu.

Module 8 (Tuan 18-20): CI/CD, Docker, va cai nhin dau tién vé Kubernetes

CI/CD (Continuous Integration / Continuous Delivery — tich hg'p lién tuc / chuy€n giao lién
tuc) 1a bing chuyén robot gin vao repo Git clia ban: vi méi 1an push, né ty ddng ki€m tra,
ki€m thi, build, vd — khi dugc cau hinh — trién khai thay d0i clia ban. Muc dich 1a nhitng
bdn phat hanh nho, thitdng xuyén, nham chan thay vi nhitng ban hiém hoi, dang s¢. GitHub
Actions la hé thong CI/CD tich hgp sén trong GitHub: m0t workflow la mot file YAML trong
.github/workflows/ ndirang “khi push, chay cac budc nay trén mOt runner mai tinh
(mOt VM tam th01)”. Lab: thém vao terraform-labs mOt workflow chay terraform fmt
-checkva terraform validate v4i méilan push — push mot file ¢6 tinh sai dinh dang va
xem ddu 6 dW, saanova xem dau O xanh. BOn gid da co mEt pipeline; di nh& bé, n6 cung loai
vOinhitng pipeline trong mQi JD. (Budc thit hai, trong Dy 4n 1: mot workflow chay
terraform plan trén cac pull request, d€ nhitng thay d0i ha tng dwgc dé xuat hién thi diff
cla chiing ngay trong phan review.)

Docker déng goi mOt ng dung cung moi thi né cin vao mot container — mot h0p com
niém phong chay giong hét nhau trén laptop cla ban, trén EC2, va & mQi noi khac, cham dit
dai dich c6 xua “works on my machine” (trén mdy t6i chay dugc ma). MOt image 1a cong
thic dong bang (dwoc build tit mOt Dockerfile, mat file van ban ngin gom cac budc build:
bat ddu FROM mdt image nén, COPY *ng dung clia ban vao, dinh nghia 1énh khéi ddng); mot



container 1a mot thitc thé dang chay clia mdt image; mOt registry (Docker Hub, hay ECR
clla AWS) 1a n0oi image duwQc push 1én va pull vé. Container khéng phdi 1a VM: ching chia sé
Linux kernel clia may cht, nén ching khGi dOng trong khodng mot gidy va ban c6 thé chay
hang chuc cai trén mOt micro instance. Lab: trén mOQt EC2 instance, cai Docker, docker run
hello-world, rdi docker run -d -p 80:8080 <a sample web image>vamG trinh
duyét dén no; sau d6 viét mdt Dockerfile nim dong phuc vu trang tinh Lab 2 clia ban ti mot
image nén nginx, build né, chay né, va push né 1én Docker Hub. HQc cac dOng ti hing ngay:
docker ps,docker logs,docker exec -it <id> bash (mOt shell bén trong
container), docker stop.

Kubernetes (K8s) — v&i khéa hoc nay, 1a mOt ki niang & mitc doc-hiéu, dwge dan nhin
trung thire. Khi mOt cong ty chay hang trim container trén nhiéu may, phdi cé th( gi d6 1ap
lich cho chiing, kh@i dOng 1ai cai bi sdp, m& rdng cai dang ban, va dinh tuyén Iwu Iwgng gitra
chung: b0 diéu phoi d6 1a Kubernetes. Hoc bdn do khai niém ngay bay gi0' — mot cluster gom
cac node chay cac pod (don vi trién khai nhé nhat, thwdng 1a mdt container); mot
deployment khai bao “gilt 3 ban sao cla pod nay luén séng” va cluster lién tuc bién diéu d6
thanh sy that (1ai la declarative — Kubernetes 1a triét Iy clia Terraform ap dung vao phan
mém dang chay); mot service cho cac pod mdt dia chi 6n dinh. Sdn phdm dwgc quan ly cla
AWS 13 EKS. Cac JD junior muén chinh xac mic d0 hi€u biét nay cOng v4i sy thanh thao
Docker; k¥ ning vin hanh K8s thyte thu (va chi*ng chi CKA) 1a m{t muc tiéu manh mé cho
N#m 2, khéng phai Thang 5. Khéa hoc nay néi thang vdi ban cai nao 1a cai nao.

TWw vieng:

Thuat ngl Dinh nghia

CI/CD Pipeline ty* dOng ki€m tra, build, ki€m tht
va giao moi thay doi.

GitHub Actions / workflow / runner CI/CD tich hgp san cla GitHub / file YAML
dinh nghia mot pipeline / VM tam thoi thue
thi no.

YAML Dinh dang cau hinh dya trén thut dau dong
cla pipeline va Kubernetes. Thut dong la y
nghia — hay can than vGi no.

Docker / image / container B0 cong cu container / cong thitc dong bang,
xép 16p / mOt thire thé dang chay clia no.

Dockerfile File vin ban ngin gom cac bude dé build
mOt image.

Registry / ECR Noi image dugc push va pull / registry clia
AWS.

Kubernetes (K8s) / cluster / node B0 diéu phdi container / nhém may clla né /
mOt may trong do.

Pod / deployment / service Don vi trién khai nh6 nhat / “gilt N ban sao

luon s6ng,” duwgc thye thi lién tuc / mot dia
chi 6n dinh dltng trude cac pod.
EKS Control plane Kubernetes dwgc quan ly cla



Thuat ngl Dinh nghia
AWS.

Rollback Quay nhanh vé phién ban tritGc khi mOt ban
phat hanh trd chitng — tAm lwdi an toan ma
CI/CD bién thanh chuyén thuGng ngay.

Video cho module nay:

Video Kénh Thoi lwgng Lién két

DevOps CI/CD Fireship 2 phut https://

Explained in 100 www.youtube.com/

Seconds watch?
v=scEDHsr3APg

What is DevOps? TechWorld with ~15 phut https://

REALLY understand Nana www.youtube.com/

it watch?
v=0yWAtQ6wYNM

Docker in 100 Fireship 2 phut https://

Seconds www.youtube.com/
watch?v=Gjnup-
PuquQ

Docker Tutorial for TechWorld with 3gi0 https://

Beginners [FULL Nana www.youtube.com/

COURSE in 3 Hours] watch?v=3c-
iBn73dDE

Kubernetes TechWorld with ~16 phut https://

explained in 15 mins Nana www.youtube.com/
watch?

v=VnvRFRk 51k

No6i thanh tiéng: “Don’t merge until the pipeline is green.” (Dirng merge cho dén khi pipeline
xanh.) - “It’s containerized — same image in dev and prod.” (N6 da duQc container héa — cung
mOt image & dev va prod.) - “Exec into the container and check its logs.” (Exec vao container va
ki€m tra log clia né.) - “K8s keeps three replicas up; kill one and watch it come back.” (K8s git
ba ban sao luén chay; giét mat cai va xem no quay trd 1ai.)

Bai tép: hai lab & trén, cOng thém: (1) ghi nhit ky mot doan van trd 101 “VM vs container vs
serverless — khi nao dung cai nao?” (video Serverless in 100 Seconds cla Fireship —

https: //www.youtube.com /watch?v=W_VV2Fx32 Y — b6 sung lwa chon th ba). (2)
Terminate instance cla lab Docker; xac nhan cac image clla ban van song trong registry —
nhdn ra ring sdn phdm gi0®' day séng lau hon server, 6 chinh 1a toan b0 thé gidi quan trién
khai hién dai géi trong mot quan sat.

Milestone — két thic Giai doan 2: GitHub clia ban cho thay: m0t repo cac script van hanh
Bash + Python hoat d0ng dwgc, mOt repo Terraform dirng 1én va hlly di mOt stack that, mOt
workflow Actions xanh, va m0t Dockerfile ¢4 dugc push 1én registry — va ban c6 thé giai



thich moi file trong mOt budi phOng van. H6 so GitHub d6 khong con 1a cia mdt sinh vién
nita. N6 1a clia mOt ki su junior.

GIAI POAN 3 — VAN HANH (Tuin 21-28)

Y twdng cuia giai doan nay: xay dung hé théng gitip ban duwge tuyén; vdn hanh ching mdi
1a cong viéc thire si. Cac gach dau dong JD ma giai doan nay trd 10i 1a n¥a vdn hanh —
“monitor infrastructure health” (giam sat sttc khoe ha tang), “participate in incident response,
including log analysis” (tham gia 'ng pho su ¢6, gom phan tich log), “identifying, analyzing,
and resolving infrastructure vulnerabilities” (nh&n dién, phan tich va x( ly cac 16 hong ha
tang), “manage cloud costs” (quan 1y chi phi cloud). MOt tuan clla ky su cloud phan 16n 14 giai
doan nay.

Module 9 (Tuan 21-24): Giam sat, log, va su co

Giam sat — biét trv@'c cd ngwdi dung. CloudWatch 1a dich vu observability (khad ning
quan sat) tich hop san clla AWS. Ba kh4i niém nguyén thuily: metric (nhitng con s6 theo thoi
gian — CPU %, dia %, s6 lwgng request, s6 lwgng 16i), alarm (mOt quy téc theo déi mot
metric: “néu CPU > 80% trong 5 phut — thong bao”), va dashboard (cac metric xép trén mot
man hinh). Théng bao chdy qua SNS (Simple Notification Service — mQt topic ban publish vao,
nhitng ngudi ding ky dugc email/nhén tin goi). Cai tinh té cla nghé 1a alarm vé cdi gi: chi goi
con ngu0i cho nhitng gi can con ngwdi, néu khong moi ngwdi sé hoc cach phdt 10 may nhan
tin (alert fatigue — s mét mai vi bao dOng — ché d6 that bai da di truwdc nhiéu vu sip noi
tiéng). Bon tin hiéu vang dang hoc thulc: latency, traffic, errors, saturation (d0 tré, lwu
lwong, 16i, d0 bao hoa) — chdm bao nhiéu, bdn bao nhiéu, hdng bao nhiéu, diy bao nhiéu.

Log — biét vi sao. Metric néi cé gi d6 sai; log néi diéu gi da xay ra. CloudWatch Logs tap
trung ching lai: mOt agent trén méi instance chuyén cac file nhu
/var/log/nginx/access. log vé cac log group, n0i Logs Insights cho phép ban truy vin
xuyén qua cac may (“dém cac phan hoi 5xx theo tlrng phut trong mOt gid qua”). Tap trung hoa
quan trong vi server gi0' day 1a th(¥ dung xong b0 di (ban da chitng minh diéu d6 & Module 8)
— log phai s6ng 1au hon nhitng ¢6 may da viét ra ching.

Lab (Tuan 21-22): ditng mOt web server nh0 co giam sat, tat cd bing Terraform (stack cla
ban tit Module 7, m@ rOng thém): EC2 + nginx + CloudWatch agent; mOt SNS topic glti email
cho ban; moOt alarm vé CPU cao va mOt cai khac vé instance status-check that bai. Roi ty tin
cong minh: SSH vao va chay mot trinh dét CPU (yes > /dev/null &vailan); xem metric
leo 1én, alarm kich hoat, email bay dén; giét cac tién trinh; xem no6 hoi phuc. Sau do truy van
chinh access log clla ban trong Logs Insights. Ban vlra chitng kién tron vong 1dp phat
hién—thong bao—chan doan—x1 ly trén mOt hé théng do chinh ban xay.

U'ng pho sw ¢6 — ntra con ngwdi. Mot incident (su c6) 1a mot trang thai ngoai ké hoach
“hé thong khong On”; cac mic severity (40 nghiém trong — sev-1= khach hang sdp, tat ca
vao cudc) dat quy mo Wng pho. Vong 1dp chuyén nghiép: phat hién (ly tuwdng 1a tlr alarm,
khong phdi email cla khach hang) — triage (phan loai — té dén dau, cin ai) — mitigate



(gidm nhe — cAm mau tridc; quay lui, khdi ddng lai, failover; nguyén nhan goc d€ sau) —
resolve (x( ly d@t diém) — post-mortem: mOt bdn ra soat viét ra, khong do 16i, vé diéu gi da
xdy ra, vi sao, va diéu gi sé ngin ldp lai. Khéng d0 16i khong phai la mém yéu; dé 1a ki thudt:
nguoi bi tritng phat sé gidu thong tin, va thong tin bi gidu gay ra sy c6 1dp lai. On-call 1 vong
xoay ai mang may nhan tin; JD nhéic dén n6, ngudi phdng van hoi vé nd, va cau trd 10i trung
thie clla ban sau module nay 1a “t6i ¢4 m6 phOng no va tdi biét vong 1ap.”

Runbook — gach dau dong veé tii liéu, dwg'c cu thé héa. MOt runbook 1a mdt cong thite
tirng buGe cho mOt tinh huéng van hanh, viét sao cho mdt ngwdi cing thang ltc 3 gid sang c6
thé lam theo: triéu ching — kiém tra (1énh chinh xac) — cach stta (1énh chinh xac) — leo
thang (danh thitc ai néu khong duwgc). Lab (Tuin 23-24): viét hai runbook trong repo cla
ban — “web server down” va “disk filling up” — réi dién tdp ching: lam héng thlt d6, lam theo
ding nghia den tai liéu cla chinh ban, va sita mQi bwdc td ra mo ho. Sau dé chay mOt game
day tron ven: nho mdt nguoi ban (hodc mot AI) bi mat pha stack lab clia ban; ban bi “goi”,
chdn doan tf metric va log, gidm nhe, va viét post-mortem vao nhat ky. Ban post-mortem dé
1a mOt cau chuyén phong van, va 1a mdt cau chuyén hay.

T vieng:

Thuat ngit Dinh nghia

CloudWatch Dich vy giam sat cla AWS: metric, alarm,
dashboard, log.

Metric / alarm / dashboard MOt con s6 theo thoi gian / mOt quy téc kich
hoat trén né / mOt man hinh cac con s6 do.

SNS Dich vu théng bao ma alarm publish vao —
email, SMS, may nhan tin.

Golden signals Latency, traffic, errors, saturation — bon con
s6 mo ta sic khoe clia bat ky dich vu nao.

Alert fatigue Qua nhiéu bao dOng khong can hanh dOng —
bao dOng bi phGt 16 — bd 15 bao d0Ong thét.
Ké thu cla thiét ké alarm.

Log group / Logs Insights Noi log tip trung d6 vé / ngén ngilt truy van
trén chung.

Incident / severity MOt sy suy gidm ngoai ké hoach / mitc 0
t6i té dugc xép hang clia no (sev-1=té
nhat).

Triage / mitigate / resolve Danh gia nhanh / cAm méau trudc / thye su
sta.

Post-mortem Ban ra soat viét ra, khong d0 16i: cai gi, vi
sao, cai gi ngan lap lai.

Runbook Cong thitc chong-dwgc-3-gio-sang cho mot
tinh huéng: triéu chitng, kiém tra, cach si¥a,
leo thang.

On-call / game day Vong xoay mang may nhén tin / mOt sy ¢



Thuat ngl Dinh nghia
luyén tdp c6 chu dich.

MTTR Mean time to recovery — th01i gian trung
binh dé phuc héi; chi s6 vdn hanh ma cac
d06i trwdng thanh t6i wu.

N6i thanh tiéng: “Did we find out from the alarm or from a customer?” (Ching ta biét tin tw
alarm hay tit m0t khach hang?) - “Mitigate first — root cause after we're stable.” (Gidm nhe
tri'dc — nguyén nhan goc sau khi ching ta On dinh.) - “Is there a runbook for this? There will
be by tomorrow.” (Cé runbook cho viéc nay khéng? Sé cé trude ngay mai.) - “What did the post-
mortem conclude, and what’s the prevention item?” (Post-mortem két ludn gi, va hang muc
phong nglra la gi?)

Milestone: bdn post-mortem game-day cta ban ton tai, khong d6 16, va néu dich danh mot
bi€n phap phong nglra cu thé ma sau d6 ban da thuc su trién khai (m0t alarm dwgc thém,
mOt runbook dugc stta).

Module 10 (Tuan 25-28): Van hanh bao méat va quan ly chi phi

Van hanh bao mat — vé sinh, khéng phai anh hiing. Shared responsibility model (mo
hinh trach nhiém chia sé) trwdc tién (xem lai: https:/ /www.youtube.com /watch?v=ESPBBEK-
cvo): AWS bdo vé ban than cloud; ban bdo vé nhitng gi ban dat vao trong né — va da sb cac
vu ro ri thiwe té 12 do khach hang cau hinh sai, khéng phai AWS that bai. Danh sach bao mat
van hanh cla ban, luyén dén m¥c nham chan:

1. Vésinh IAM (hing thang): MFA & khip noi; khong co access key song 1au & noi mot
role lam dwgc viéc; chay credential report; x6a cac user va key khéng dung; chat van
moi dau * trong moi policy. Ban di xay phdn xa nay trong Lab 5 — gi0’' né 1a m0t muc
trén lich.

2. Valoi (patching): phan mém chwa va la cach da s6 cac vu d0t nhap bét dau. Trén cac
instance clla ban: 4p dung cap nhét theo lich (va biét ring SSM Patch Manager t\t
dOng hoa viéc nay trén cd ham ddi); trong thé gidi container, va 16i thurd'ng nghia 13
build 1ai image t* mOt image nén da cap nhat — hay ndi diéu d6 vdi Module 8.

3.  Backup — loai da dwogc ki€m chi@ng: mOt bdn backup chua kiém chirng 1a mot
niém hy vong, khong phai m0t ké hoach. RDS snapshot, S3 versioning (méi 1an ghi de
gitlt 1ai phién ban cii — bién phap chéng-10-tay va chéng-ransomware). Lab: chup
snapshot c0' s dit liéu lab clia ban, khéi phuic né sang mOt instance m&i, xc minh cac
hang dit liéu, thao d&. Gid’ ban dwgc phép néi “da kiém chitng” trong cac budi phong
van.

4, Guardrails (lan can bdo vé): bt CloudTrail (nhit ky ki€ém toan clia mQi 10i goi API
trong tai khodn — ai lam gi, khi nao) va 1wdt qua cac si kién clia ngay hém qua mot
14n; bat ban dung th mién phi clla GuardDuty (phat hién moéi de doa tir dOng) va
doc xem né canh chitng nhitng gi. Biét cum tU encryption at rest and in transit (ma
hoa khi Iwu trit va khi truyén) va ring trong AWS n6 chu yéu 1a mot 6 danh dau duge
chéng lung bGi KMS — diéu kién t6i thiéu, luon bat.



Quan ly chi phi — Ky néng khién junior tréng nhw senior. Gach dau dong JD nguyén vin:
“manage cloud costs through rightsizing resources, implementing auto-scaling, resource
tagging” (quan 1y chi phi cloud théng qua diéu chinh kich ¢ tai nguyén, trién khai auto-
scaling, gin thé tai nguyén). Pong ho tinh tién chay thé nio: compute tinh tién theo tirng gidy
n6 bdt (nhan réi = mién phi — “chung t6i d€ n6 chay quén” 1a ki€u lang phi kinh dién), ltu
trit theo GB-thang, va egress (dit liéu di ra khéi AWS) theo tltng GB trong khi dit liéu di vao
mién phi — ci bat ngd héa don noi tiéng. Cac don by, theo th¥ ty mOt junior c6 thé kéo: tit
no6 di (hé thong dev vao ban dém; thoi quen thao d& clla ban, dugc cong nghiép hoa) —
rightsize (da so server bi cip thilra; ki€m tra lich stt CPU trong CloudWatch va thu nhé) —
gan tag moi thit (Project, Owner, Environment — chi tiéu khong tag la chi tiéu khong ai
chiu trach nhiém; cng ché tag trong Terraform cla ban) — phéan bac lwu trit (lifecycle
rule tt Lab 2) — biét ring reserved capacity/Savings Plans (cam két 1-3 nim, tiét ki€m 30-
70%) va Spot (gidm dén 90%, c6 thé bi gian doan) ton tai lan 1wgt cho workload On dinh va
workload batch. Cong cu: Cost Explorer (chi tiéu ctia tai khodn, vé thanh biéu d6 — doc né
hing tuin, mai mai) va AWS Budgets (canh bao $0 clia ban tlt Tuin 3, gi0’ dwgc hi€u la
thanh vién nho nhat clla mot gia dinh nghiém ttc). BO mén rOng hon dugc goi 1a FinOps —
dang hai phut: https://www.youtube.com/watch?v=Y-c_xw9bHFw.

TWw vieng:

Thuat ngl

Dinh nghia

Shared responsibility model

CloudTrail
GuardDuty

Patching / SSM

S3 versioning

KMS / encryption at rest & in transit

Egress

Rightsizing

Tagging

AWS bao vé cloud; ban bdo vé nhitng gi ban
déat vao dé. Pa s6 cac vu ro ri thu0c nlta thi
hai.

Nhat ky ki€ém toan ctia tai khodn: moi 10i
g0i API, bdi ai, khi no.

Phat hién méi de doa ti dOng clia AWS trén
log va Itu luong.

Ap dung cac ban va bdo mat / Systems
Manager cla AWS, th\¥ tit d9ng hoa viéc d6
trén cd ham doi.

Gilt moi phién ban bi ghi dé — bién phap
chong-10-tay, chong-ransomware.

Dich vu khoéa ctia AWS / dit liéu dwgc xdo
tron trén dia va trén duwOng truyén. Luon
bat.

Dt liéu r0i khdi AWS — tinh tién theo GB;
chiéu vao mién phi. Ci bat ng0d héa don kinh
dién.

Thu nho tai nguyén bi cap thira vé ding nhu
cau do dugec. Tién nhat duwgc.

Dan nhan moi tai nguyén vdi chu s&
hitu/dy 4n/méi trwdng dé moi khodn chi
déu truy dugc trach nhiém.



Thuat ngl Dinh nghia

Savings Plans / Spot Cam két 1-3 nim dé gidm 30-70% cho tai On
dinh / céng suat du c6 thé bi thu hoi, gidm
dén 90% cho batch.

Cost Explorer / Budgets Céc biéu do chi tiéu ban doc hang tuan / cac
canh béo giup ban khong bao gio' phdi hoc
t hdéa don.

FinOps B0 mon lam cho chi tiéu cloud tr& nén hitu
hinh, dwgc phan b0, va dwgc t6i u lién tuc.

Néi thanh tiéng: “Who has access to prod, and when did we last review the list?” (Ai cé quyén
truy cp prod, va lan cubi ching ta ra soat danh sach la khi nao?) - “When did we last restore a
backup?” (Lan cudi chiing ta thite sy khéi phitc mOt ban backup 1a khi nao?) - “What's
untagged, and what died but is still billing?” (Cai gi chwta dwQ'c gan tag, va cai gi da chét ma van
dang tinh tién?) - “It’s over-provisioned — the CPU history says we can halve it.” (N6 bi cap
thita — lich st CPU néi chiing ta c6 thé gidm mot nlta.)

Bai tip: (1) Lab kiém chitng khoi phuc & trén. (2) MOt file danh-sach-bdo-mat-hing-thang
trong repo cla ban, rdi thite si chay no trén tai khodn cla ban. (3) Trong Cost Explorer, tim
th( dat nhat trong lich s tai khodn clia ban va gidi thich n6 trong mdt cau nhat ky. (4) Thém
tag mac dinh cho moi tai nguyén trong repo Terraform cUa ban.

Milestone — két thuc Giai doan 3: chay mdt cudc tu ki€m toan tron ven — danh sach bdo
mat, ra soat chi phi, ki€m tra alarm, khoi phuc backup — va viét ban béo cdo mOt trang. Gidy
ban c6 thé lam dwgc cong viée, khong chi phan xay dwng. Piéu con lai 1a chitng minh né voi
nguoi la: Giai doan 4.

GIAI POAN 4 — SAN SANG DI LAM (Théng 8-12)

Module 11 (Thang 8-10): Ba du an portfolio

Ch(ng chi noi rang ban da hoc; d 4n chitng minh ban xiy dwgec. Ba dif 4n, méi cai trong mOt
repo GitHub riéng, méi cai c6 mOt so dd kién tric, mdt README viét cho ngudi quan Iy tuyén
dung (cai gi, vi sao, chay n6 thé nao, né ton bao nhiéu), va mOt script thao dd. Xay — chup man
hinh/quay lai — hily — repo mdi 1a sdn pham, khong phdi mdt héa don dang chay.

Dw an 1 — U'ng dung web ba tang, tw ddng héa hoan toan (tim diém). Terraform dung
moi th\¥: VPC vdi public/private subnet trdi trén hai AZ; m0t Application Load Balancer
(thiét bi phan tan lwu lwgng — mai vai ban, va 1a buwdc tiép theo ti nhién t Lab 3) ding
tritéc mOt Auto Scaling Group cic instance web (AWS thém /bt instance theo tdi — tra ctu
no, dau noéi no); RDS trong cac private subnet; S3 cho tai nguyén tinh; cac alarm CloudWatch va
mOt runbook. GitHub Actions chay terraform plan trén moi pull request va apply khi
merge — mOt pipeline ha tang thure thu. MOt minh dy 4n nay chirng minh mw0i trong s6



mU0i bon gach dau dong JD trong bang anh xa; hiy du liéu ring moi budi phOng van sé di
xuyén qua no, va tap dugt thuat lai né trong nam phuit.

Dw 4n 2 — Pipeline dir li€u serverless (dQ rOng). Hoan toan khong cé server: mOt file dap
xu6éng mOt S3 bucket kich hoat m0t Lambda function (Python clia ban, dwgc AWS chay theo
tlrng sy kién, tinh tién theo méi 1an goi) x Iy n6 — phan tich mot file CSV, tém tit no, ghi két
qua vao mot bucket th1¥ hai hodc mdt bAng DynamoDB — v§i cac that bai dwgc bat 1ai, ghi
log vao CloudWatch, va b4ao d0Ong vé hdp thut clia ban. Trién khai né bing Terraform. N6 thé
hién Python, tu* duy hudng sy kién, va d0 rOng virQt ra ngoai EC2. Hai phat dinh hudng
truwdc: https: //www.youtube.com /watch?v=W_VV2Fx32_Y.

D 4n 3 — Man trinh dién vin hanh ki€u production (di€m tao khac biét). Lay Du 4n 1
va vin hanh n6 nh thé né quan trong that: mOt dashboard CloudWatch ctia cac tin hiéu
vang; cac alarm vGi mOt chinh sach goi try'e dwgc ghi thanh van; ba runbook; m0t quy trinh
sao Iiru-va-khoi phuc da kiém chitng kém bing ching; mOt Iwgt gia c6 bdo mat (ki€ém toan
IAM, ghi chu va 16i, CloudTrail bat) dugc viét 1ai; mOt ban phan tich chi phi (“stack nay tén
$X/thang; day la ba thay ddi sé gidm mot nlta”); va mOt ban post-mortem game-day. GAn nhw
khong (ng vién junior nao cé cai nay. N6 trd 10i cau hoi duy nhat ma cac budi phdng van thue
st h&i — “ngw0i nay cé dang tin d€ giao production khéng?” — bing tai liéu thay vi tinh tir.

Module 12 (Thang 8-12, song song): Lich trinh chirng chi

Ching chi m& cac b0 1gc clia nha tuyén dung va ciu tric héa viée hoc clia ban. LO trinh
chudn nim 2026 cho vai tro nay, v4i thoi gian 6n thite té theo nhip ctia khéa hoc — chii y méi
ky thi r0i ngay sau cac giai doan day ndi dung clia no, dé 1a Iy do cac moc thdi gian nay ngin
hon con s6 trén internet:

Thai gian 6n t0
N6 chirng minh  vi tri ban sé
Thi tw Ching chi diéu gi ding Khi nao thi
1 AWS Certified Tuwvungcloud, 3-4tuan (cac ~Thang 4
Cloud billing, shared ~ cim nang néi
Practitioner responsibility tuong tu cho
(CLF-C02) nguwoi moi; Giai
doan 0-1 pht
phan 16n n0i
dung)
2 AWS Solutions  Thiét ké cackién 6-8tuanontdp Thang 8-9
Architect trac AWS thyc  trung (WGc tinh
Associate thu — chitng chuin nganh
(SAA-C03) chimaJDthuc  sauCCP)
sut dung dé loc
3 HashiCorp Su tr6i chdy IaC, 2-3tuin —sau Thang 10-11
Terraform dugc xac nhdn  Module 7 va Dy
Associate (003) an 1, ban chua

yéu on 1ai (tai
liéu 6n chinh



Thoi gian 6n tw
N6 chiing minh  vi tri ban sé

Thi& tw Chitng chi diéu gi ding Khi nao thi
thire:
https://develop
er.hashicorp.co
m/terraform/tu
torials/certificat
ion-003)

Lua chon th tu, néu nham cac vi tri mang chttc danh van hanh: AWS SysOps
Administrator / CloudOps Associate — ndi dung clia n6 ding nghia den la Giai doan 3. V&i
CLF-C02, khoa hoc day dud cla freeCodeCamp (https: //www.youtube.com /watch?v=7HKot-
brXFE, ban kinh dién https://www.youtube.com /watch?v=NhDYbskXRgc) cOng céc dé thi th@
1a con duOng mién phi da dwgc nhiéu nguoi di; voi SAA-CO3, hay ghép mQt khoéa hoc vGi that
nhiéu bai thi th¥ tinh gi&' — ky thi dita trén tinh huéng va sttc bén la quan trong.

Module 13 (Thang 11-12): Résumé, phong van, va mudi cau hoéi

Résumé: mOt trang. M& dau bang ki niang (AWS, Terraform, Python/Bash, Docker, CI/CD,
CloudWatch — phan chiéu chinh ngén tf cla JD; cac b0 1oc ty ddng khép tit khoa) va ba du
an, moi cai 1a hai gach dau dong theo dang lam X bdng Y dat du'o'c Z: “Deployed a three-tier
web app on AWS with Terraform and GitHub Actions; zero-downtime deploys via ALB + Auto
Scaling.” Liét ké chitng chi kém ngay thang. Gan link GitHub — réi hay gid dinh ho sé thuc su
m& nd, vi nhitng ngwdi gidi sé lam thé, va GitHub clla ban gid diy x(tng dang vdi chuyén
viéng tham.

Chudn bi phOng van: ba thé loai can tp dugt — kién thitc (cac bang tit virng clia cac Giai
doan), tinh huéng (cac lab ban da thye sy lam), va hanh vi (nhltng cau chuyén tt nhat ky
cla ban, ké theo khuon STAR: Situation, Task, Action, Result — Tinh hu6ng, Nhiém vy, Hanh
d0ng, Két qua). Luyén thanh tiéng, mdi ngdy, trong hai tuan — Iy twdng 1a véi mot Al phong
van vién, khong khoan nhwgng. Muoi cau hdi dwdi day phu cac cau kinh dién; cac cau trd 10i
mau dwgc cd y viét c6 dong — hay mé rOng tirng cau bing chi tiét lab clia chinh ban, vi “...va
khi t6i xay cai nay, diéu thire sy xay ra 1a...” 1a cAu néi tach ban khoi nhitng (tng vién chi doc.

Muw0'i cau hoi, v@i cau tra 10i manh:

1. “Explain the difference between a public and a private subnet.” (Gidi thich sw
Khac biét gitta public subnet va private subnet.) Route table ctia mét public subnet
c6 route dén mot internet gateway, nén tai nguyén clla né cé thé duge tiép cln tir
internet; mot private subnet khéng cé route nhit v@y. Tang web di public, co’ s& dit liéu
di private, va truy cdp qudn tri t0i cdc mdy private di qua mot bastion hodic SSM. Trong
cdc lab ctla téi, toéi dd chitng minh instance private khong thé cham tdi tit laptop clia
toi nhitng cham tdi duoc tir tang public — cdi route bi thiéu chinh la sw bdo mdt.

2.  “Whatis IAM, and what is least privilege?” (IAM la gi, va least privilege 1a gi?)
IAM kiém sodt danh tinh nao dwg'c thite hién hanh dong nao trén tai nguyén nao, thong
qua user, group, role va cdc pollcy JSON. Least privilege nghia la cdp mitc téi thiéu du
lam viéc — user clia script kiém todn clia téi chi c6 quyén doc trén diing mot dich vu,



va cde EC2 instance clia toi ding role thay vi key litu trit, nén khong cé théng tin xdc
thite séng lau nao dé biro ri

“An EC2 web server stopped responding. Walk me through your
troubleshooting.” (M0t web server EC2 ngirng phan héi. Hay dan tdi qua quy
trinh x& ly sw ¢6 c@ia ban.) Triede hét la khoanh viing: mot server hay tdt cd — kiém
tra dashboard CloudWatch va cdc alarm. Roi di qua cdc tang theo thit tW: instance
status check; security group — 80/443 cé thitc s mo& khong; SSH viio — nginx cé dang
chay khong (systemctl status), dia cé day khéng (df -h), CPU co ket tran khong
(top); roi dén log (tail file error log). Gidm nhe trutéc — kh&i dng lqi dich vu hodic
thay instance — va tim nguyén nhan géc sau khi dd On dinh. D6 la thit tw' téi dién tdp
trong cdc runbook ctia minh.

“Why Terraform instead of clicking in the console?” (Vi sao dung Terraform
thay vi nhap chudt trong console?) Console khéng dé lai mot bdn ghi review duwgc va
khong thé dung 1ai bat cit thit gi. Terraform la declarative va cé qudn ly phién bdn: cdc
thay doi di qua pull request, ciing mot config ditng cdc méi tritOng giong hét nhau, mot
thay doi téi du'g'c quay lui bang cdch revert mot commit, va plan cho thdy chinh xdc
bdn diff triedc khi bat ctt diéu gi xdy ra. Pipeline ctia téi chay plan trén méi PR nén bdn
diff 1a mot phan ctia khdu review.

“What’s the difference between a container and a virtual machine?” (S khac
biét giita container va may o 1a gi?) M6t VM do héa phén cttng va mang theo cd
mot hé diéu hanh day du, mat vai phut dé khGi ddng; mot container chia sé kernel clla
mdy chti va chi déng géi ting dung cung cdc phu thuQc ctia né, khGi déng trong khodng
mot giay. Container mang lai hanh vi giéng hét nhau gitta cdc méi trtOng — cung mot
image chay trén laptop clia téi va trén EC2. VM van quan trong cho si cdch ly va cho
viéc chay cdc workload khéng phdi Linux.

“How would you reduce our AWS bill?” (Ban sé gidm héa do'n AWS clia ching
t6i nhw thé nao?) Theo thit ti cong stic: tim nhitng gi dang ch@y ma khong nén chay
— instance nhan réi, volume khong gdn két, snapshot cii; Cost Explorer va tag lam diéu
d6 hitu hinh. Roi rightsize dita trén lich stt CloudWatch. Roi Idp lich tdt cde moi tritOng
dev ngoai gio’ lam viéc. Roi chuyén dit liéu S3 cii xudng cdc bdc ré hon bdng lifecycle. Roi
cam két cdc workload On dinh vao Savings Plans va ddit batch chiu dug'c gidn doan lén
Spot. Va canh chitng egress — dit liéu di ra la dong bat ngo kinh dién trén héa don.
“What happens when you type a URL and press Enter?” (Piéu gi xay ra khi ban
g6 mot URL va nhan Enter?) DNS phdn gidi cdi tén thanh mot IP; trinh duyét mé mot
két néi TCP dén port 443 va thwong litong TLS; né giti mot HTTP GET; & phia bén kia, yéu
cau cham vao mot load balancer, thi? chuyén tiép dén mot instance khGe manh trong
mot public subnet; ttng dung c6 thé truy vdan mot co' s& dit liéu trong mot private
subnet; phdn héi quay vé voi mot status code — 200 néu khée manh — va trinh duyét
hién thi né. Téi c6 thé dao sau vao bat ky chdng nao, va téi da tu xdy titng chdng.

“A teammate’s change broke production. What happens next?” (Thay d0i cia
mot dong ddi 1am sap production. Piéu gi xay ra tiép theo?) Gidm nhe trudc —
quay lui qua pipeline; phuc héi thdng chdn dodn trong khodnh khdc dé. R6i mot post-
mortem khong do 16i: diéu gi dd xdy ra, vi sao hé théng cho phép né, va lan can bdo vé
nao da thiéu — mot bai kiém thit, moOt o't review plan, mot alarm. Khong do 16i quan
trong mot cdch thitc dung: nguo’i s¢’ bi tritng phat sé giau thong tin, va thong tin bj
gidu gay ra su’ ldp lai.



9. “Whatis the shared responsibility model?” (Shared responsibility model la gi?)
AWS bdo vé cloud — trung tam dit liéu, phan citng, hypervisor; khdch hang bdo vé
nhitng gi 0 trong dé — di¥ liéu, IAM, quy tdc mang, vd 16i, cai ddt md héa. Pa sé cdc vu
ro ri cloud thitc té ndm & phia khdch hang, nhitng cdu hinh sai nhit bucket public hay
key bi 10. VQy nén ‘AWS an toan’ va ‘chiing ta an toan trén AWS’ la hai cau khdc nhau, va

cau thit hai la céng viée clia toi.

10. “Tell me about a problem you debugged.” (K& cho t6i nghe vé m0t van dé ban da
g0'16i.) (Ctia ban, tit nhdt ky, theo khuén STAR. BY khung vi du:) Trong game day gidm
sdt clia toi, alarm clla téi kich hoat vi bdo hoa CPU (S). Téi phdi tim va chdn nguyén
nhdn tritdc khi ‘nguedi dung’ nhdn ra (T). Metric cho thdy tho'i diém bt dau ctia cti
tdng vot; Logs Insights néi né vdi cdc tién trinh chay mat kiém sodt; t6i SSH vao, xdc
nhdn bdng top, giét chting, va xem si phuc héi trén dashboard (A). Xt ly xong trong
muoi mot phiit, va bdn post-mortem sinh ra mot alarm dém tién trinh ma sau dé toi da

trién khai bing Terraform (R).

Co ché tim viéc: ndp ho so tit Thang 11 — sau SAA, ding dgi dén khi “sén sang”, vi phOng
van chinh 1a luyén tap. Cac chtrc danh muc tiéu: cloud engineer (junior/associate), cloud
support engineer, cloud operations engineer, junior DevOps engineer, AWS support associate.
MBoi 1an bi tlf chéi ma c6 phong van 1a mOt bai hoc mién phi; ghi nhat ky nhitng gi ho da hoi.

T vieng:
Thuat ngit Dinh nghia
Portfolio Bang ching cong khai, co tai liéu, rang ban

Application Load Balancer (ALB)

Auto Scaling Group

Lambda / serverless

DynamoDB
STAR

ATS

CLF-CO2 / SAA-CO3 / Terraform Associate
003

SysOps / CloudOps Associate

xay dwgc — vOi nghé nay, la cac repo GitHub
keém s0' d6 va README.

B0 phan tan Iwu Iwgng cla AWS: phan phoi
request qua cac instance khde manh, loai b
cai 6m yéu.

Gift N instance luén séng va diéu chinh N
theo tdi — ty chita lanh va co gian trong
mot.

Code ma AWS chay theo tirng su kién, tinh
tién theo moi 14n goi — hoan toan khong cé
server nao phdi quan ly.

BaAng NoSQL serverless cla AWS — ghép doi
tw nhién v&i Lambda.

Situation, Task, Action, Result — khuon hinh
cla mOt cau chuyén phdng van hay.
Applicant tracking system — b0 10c tut khoa
ma ban résumé mot trang cla ban phai

VU Ot qua.

Ba ky thi clla ban: tif virng, kién tric, IaC.

Chitng chi associate hwéng van hanh tuy



Thuat ngl

Dinh nghia

chon clla AWS — Giai doan 3, dwgc dem ra

thi.

Milestone — két thuiic khéa hoc: ba repo ma mdt ngudi 1a 6 thé hiéu, ba chitng chi da lén
lich hodc da ddu, mwoi cau trd 101 da tAp duot thanh tiéng, ho so ng tuyén dang chay. Ban
khong con “hy vong bu'Ge vao nganh cloud”. Ban la mQt ki su cloud junior c6 bang ching,

dang di phOng van.

Giao trinh moét trang

Bang ching thyc Béng ching bén
Khi nao Trong tam hanh ngoai
Tuan 1-2 May tinh hoat ddng  Thao tac file bing —
ra sao; Linux, script; shell script
terminal, dau tién
permissions, SSH
Tuin 3-4 Mang: IP, DNS, port, Tai khodn + MFA+  —
HTTP, firewall; tai ngan sach $0
khodn AWS
Tuan 5-6 Lab 1: EC2 Web server trén —
internet, da thao d&
Tuan 7 Lab 2: S3 + CLI Trang tinh; thanh —
thao CLI
Tuan 8-9 Lab 3: VPC Mang public/private, —
chtrng minh bastion
Tuan 10 Lab 4: RDS Co sG dit liéu —
private, snapshot,
thao dO
Tuan 11-12 Lab 5: IAM; dynglai Cdstack tittrinh®,  Datlich thi CCP
man th® thach Giai <3 gi0
doan1l
Tuan 13-15 Bash, Python/boto3,  backup.sh, audit.py, = Thi CCP (~Thang 4)
Git lich s repo
Tuén 16-17 Terraform Stack dwGi dang —
code,
plan/apply/destroy
Tuén 18-20 CI/CD, Docker, hiéu Pipeline xanh; image —
biét K8s trong registry
Tuan 21-24 CloudWatch, log, sw  Alarm da kich hoat + —

c0, runbook

post-mortem game-



Béng chirng thyc Béng chirng bén

Khi nao Trong tam hanh ngoai
day
Tuan 25-28 VAn hanh bdo mat;  Béo cdo tur kiém —
quan 1y chi phi toan; kiém chirng
khoi phuc
Thang 8-10 Dv an Portfolio 1-3 Ba repo c6 tai liéu SAA-C03 (Thang 8-
9)
Thang 10-11 On Terraform — Terraform
Associate Associate
Thang 11-12 Résumé, phdng van, Mudi cau trd 101, Nhitng 101 moi dau
nQp ho so thanh tiéng tién

L1 két tir ngwd'i thay clia ban. Muoi hai thang 1a ngan cho mOt cudc ddi nghé va dai cho
mOt thoi quen hing ngay, vy nén day la thoa thudn trung thie: nhitng nguwdi hoan thanh
khoa hoc nay khong phdi nhitng nguoi thong minh nhat — ho 1a nhitng nguwoi van go 1énh ca
trong nhitng ngay mét moi. Mdi thong bao 16i ban gap 1a gido trinh dang hoat ddng, khong
phdi dang that bai; ngwoi ky sit da lam héng va sita xong mOt tram th{¥ nho chinh 1a diéu ma
mOt nguwoi quin 1y tuyén dung muén néi khi dung chit “kinh nghiém”. Gitt cuén nhat ky, thao
d® nhitng gi ban xay, dlrng bao gi® tuyén bo trong phong van diéu ma cac repo clla ban khong
chong lwng dwge — va mdt nam nita, khi may nhén tin reo lic 3 gi0' sang, ban sé cAm thay
mOt diéu bat ngd bén dudi con adrenaline: nang Iuc. Di ma xay théi.

Nguon tham khao

Nghién cttu bdn mo t& cong viéc (thang 8 nam 2026): Arc.dev — AWS Cloud Engineer Job
Description - Wiz — Cloud Engineer Job Description Guide - DevsData — AWS Cloud Engineer JD
Template - XOPA — Cloud Engineer JD Template 2026 - Betterteam — Cloud Engineer Job
Description. LO trinh chitng chi va thdi gian 6n: StudyTech — AWS Certification Roadmap
2026 - Cloud Evolvers — Cloud Engineer Roadmap 2026 - HashiCorp — Terraform Associate 003
prep. Boi cAnh lwong (trung vi My = $104K, khoang $85K-$140K): Wiz, & trén. Moi lién két
YouTube di dugc ki€ém chitng qua metadata YouTube tai thoi diém viét.

Mot khéa hoc B4LCILC — tdp sdch dong hanh ctia “The Cloud Leader Course”.

CAC BAI HOC MOI1 — AN BAN THANG 8 NAM 2026

Vao thdng 8 ndm 2026, cdc bai hoc mdi da dutg'e bo sung vao ba khéa hoc twong tdc tqi
b4lcilc.org — khéa Cloud Leader (Ldnh dao Cloud), Cloud Engineer (Ky sut Cloud) va Cloud
Architect (Kién tric st Cloud). Phan phu luc nay cdp nhdt dn bdn doc cho theo kip, v0i nhitng
bdn c6 dong trung thanh ctia tai liéu mdi dé, cuing mét giong vin voi phan con li ctia cuén
sdch nay.


https://developer.hashicorp.com/terraform/tutorials/certification-003
https://developer.hashicorp.com/terraform/tutorials/certification-003
https://cloudevolvers.com/seo/cloud-engineer-roadmap-2026/
https://studytech.ai/blog/aws-certification-roadmap-2026
https://studytech.ai/blog/aws-certification-roadmap-2026
https://www.betterteam.com/cloud-engineer-job-description
https://www.betterteam.com/cloud-engineer-job-description
https://x0pa.com/hiring/cloud-engineer-job-description/
https://devsdata.com/aws-cloud-engineer-job-description-template/
https://devsdata.com/aws-cloud-engineer-job-description-template/
https://www.wiz.io/academy/cloud-careers/cloud-engineer-job-description
https://arc.dev/employer-blog/aws-cloud-engineer-job-description/
https://arc.dev/employer-blog/aws-cloud-engineer-job-description/

Doi 101 vé thit ban dang cam trén tay. Nhitng trang nay la dn bdn doc: cdc y tidng, cdc phép dn
du, va nhitng cdu vin ddng néi thanh tiéng. Phién bdn twong tdc day dul trén mang mang theo
nhiéu hon dang k€ — méi bai hoc mdi déu di kém cdc bai quiz kiém tra mite do hiéu truede khi
cho ban di tiép, cdc bai thuw'e hanh hands-on (bao gém mot terminal luyén tdp hoat d0ng y nhw
terminal thdt nhitng khong thé tén tién), video, bai luyén tit vieng, va — vdi phan tai liéu
capstone — cdc bai tdp thiét ké c6 hitdng ddn kéem danh sdch kiém tra yéu cau va ddp dn mdu
dugrc gidi chi tiét. Hay doc nhitng bdn cé dong nay d€ ndm duw'g'c hinh hai ctia titng y titdng
trong dau; roi khi cé diéu kién, hdy ngéi lam phién bdn twong tdc dé kién thitc bam ré.

Cdc phan bo sung chia thanh ba nhém. Cho khéa Cloud Leader: m{t phan gidi thiéu nhe
nhang vé terminal, ludt riéng tw ctia chinh Thdi Lan, c@m nang danh cho ngutdi lanh dgo vé cdc
dé xudt Al va héa don Al va mOt bai tdp capstone gom toan bd khéa hoc vao mot trang gidy.
Cho khéa Cloud Engineer: dién todn serverless — mdu hinh bién nhitng script v@n hanh nho
thanh cdc function ch@y ma gan nhi khéng tén dong nao. Cho khéa Cloud Architect: phép tinh
s6 hoc clia cdc 10t hita vé d) san sang, mdu hinh Retrieval-Augmented Generation ma khdch
hang gio’ day hoi dén hdng tudn, va mot bai tdp tinh chi phi tron ven — dinh gid mot bdn thiét
ké truied'c khi bat ky ai xay no.

Cho khéa Cloud Engineer

Serverless thuwc chat la gi

Moi thi¥ ban da tw dOng héa dén gio van gid dinh c6 mdt ¢6 may: cron job trong bai thite
hanh clla module nay chay hai phat méi ngay trén mdt may do ma ban tra tién ca thang, phai
va 161, giam sat, va mOt ngay nao dé g& 16i luc 3 gid sang. Serverless 1a cau trd 10i clia cloud cho
si 1éch pha dé. Server vén ton tai — cai tén chi 1a chiéu tiép thi — nhung chiing 1 van dé cla
nha cung cap. Ban trao mOt function, nha cung cap chay no khi c6 thi gi dé kich hoat, va ban
trd tién theo ti*ng 1n goi, tinh dén tirng mili-gidy. M6 hinh nay goi 14 FaaS — Function as a
Service (ham nhu mOt dich vu): Lambda trén AWS, Azure Functions trén Azure. Cac khai
niém chuyén d6i trong (ng tén-doi-tén.

CAu tao ctia né nim gon trong long ban tay. MOt handler I function ma nén tang goi dén,
va n6 nhdn mot event (sy kién) — mOt ban mo ta dang JSON (JavaScript Object Notation) vé
bat ct diéu gi vira xay ra: mot file dap xuéng mdt bucket, m0t HTTP request dén noi, mot lich
hen di€ém gi0. Hay chu y diéu cudi cung: “mOt lich hen di€m gi0” chinh x4c 1 diéu cron lam
— chi khéc 12 mdt Lambda chay theo lich khéng cin ¢6 may nao bt sin gilta cac 1an chay.
Chuy€n d6i mt trong cac script vin hanh clia module nay 1a mOt dut an serverless dau tay
kinh dién.

Bai toan Kinh té 1a Iy do mé hinh nay tén tai, va né cat theo ca hai chiéu. Bic mién phi
cla AWS bao gom mot triéu 14n goi Lambda méi thang, mai mai — function trong bai thite
hanh clia ban c6 thé chay tirng phit su6t cd nim ma khong tén dong nao, bién serverless
thanh ngdi nha ré nhat cho nhitng mau keo dan vn hanh. Nhitng mtc gia theo mili-gidy vén
chi 13 sai s6 1am tron & lwu lwgng thap sé thanh tién that & Itu lwgng cao; mOt function chay
lién tuc thudng ré hon néu 1a container hay VM. Ky néng chuyén nghiép 1a biét mdt workload
nam & phia nio clia lan ranh doé.



Hai 10'i cAnh bao trung thwre. Th( nhat, cold start (kh&i dong ngudi): mOt function lau
khong chay mat vai trim mili-gidy d€ thitc diy — khong dang ké vOi mOt bao cio hing dém,
nhwng 14 mOt cAn nhic thiét ké vGi mOt API nhay cam vé d0 tré. Th\¥ hai, m0t function van
chay dudi mot danh tinh: Lambda nh&n mot role IAM (Identity and Access Management —
quan ly danh tinh va quyén truy cdp) dung hét nhu mot EC2 instance, va m0t function dugc
cap quyén qua tay van la cung mOt sai 1am bdo mat, chi trong 16p vd nhé hon.
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